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1   |   INTRODUCTION

Rice is the grain that feeds more than half of the world 
population (Fukagawa & Ziska, 2019). A lot of rice vari-
eties of different species exist with yields ranging from 
1–3 ton/ha to 5 ton/ha (Abraham et al., 2016). Since the 
Japanese nuclear power plant leaked radioactive material 
in 2011 (WHO, 2014), many countries have imposed strict 
food controls on their food trade relations with Japan. 
Nearly, 7  million people in Europe suffer from food-
borne diseases every year (Saltini & Akkerman, 2012). 
Food quality will affect the reputation and market value 
of enterprises (Cleeren et al., 2017; Kong et al., 2019). 
Both consumers and food companies would benefit from 
faster response times to food scandals and outbreaks of 
foodborne illnesses (Astill et al., 2019). But food safety in-
cidents are slow to be handled due to low transparency 

and inefficient batch sorting, which leads to an inability 
to trace food items in the supply chain (Sarpong, 2014). 
The complexity and dynamics of rice supply chains is an 
important challenge to ensure food quality (Behnke & 
Janssen, 2020). Traceability has become critical in food 
supply chains as consumers expect higher levels for food 
safety (Tayal et al., 2020).

Some countries, such as the United States (He, 2018) 
and Finland (Lundén et al., 2021), have taken food quality 
and safety control (from production to sales) as a national 
strategy and established food quality traceability systems 
as shown in Table 1. It could help to ensure food safety 
and quality, as food is a perishable product and foodborne 
illnesses can originate from mishandling anywhere in a 
supply chain (Lucena et al., 2018). The traditional trace-
ability systems applied to agricultural supply chains are 
centralized, monopolistic, asymmetric, and opaque, 
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Abstract
Rice quality affects social stability, consumer health, and corporate brand ben-
efit. The traditional supply chain traceability management system is centralized, 
monopolized, asymmetric, and opaque. It is the main factor leading to frequent 
food safety incidents. This paper proposes a technological quality control system 
for rice supply chain to protect rice products quality and safety. Firstly, it adopts 
risk assessment and traceability mechanism to prevent the hazard factors in the 
production and processing. Then, to prevent spoiled food from endangering the 
consumers’ health and reduce food waste, it explores a shelf life model of rice 
products to predict the remaining shelf life of products. Finally, this paper con-
structs a decentralized traceability management system based on blockchain and 
IoT, which enables consumers to access the real information of rice products and 
helps supervisors to monitor the quality of products in the supply chain.
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leading to serious trust crisis (Xie & Xiao, 2021). In the 
past decades, a series of food safety risk events and scan-
dals, such as mad cow disease (Berg, 2004), horse meat 
scandal (Premanandh, 2013), toxic milk powder (Xiao-
Jin et al., 2015), and gutter oil (Li et al., 2016), have bro-
ken consumers’ confidence (Liu & Ma, 2016). Trust is 
one of the most important factors when consumers pur-
chase food (Kriegesteffen et al., 2010). Consumers are 
in urgent need of detailed information about foods from 
farm to fork (Gunst & Roodenburg, 2020; Lareke, 2007). 
There exist some problems to be solved: (1) How to build 
trust, transparency, and complete traceability system 
in the food supply chain (Caro et al., 2018); (2) How to 
meet consumers’ expectations for food quality and safety 
(Bumbudsanpharoke & Ko, 2015).

Walmart constructed a modern traceability system 
based on blockchain technology to trace the food in North 
America (Sharma & Kumar, 2021). It helps Walmart to re-
duce time for tracking the origin of a specific food from 
seven days to 2.2  s (Kamath, 2018). Blockchain technol-
ogy helped food company to create greater transparency, 
veracity, and trust in its food information (Kramer et al., 
2021). Being built on a decentralized and distributed data-
base (Tao et al., 2019), blockchain enhances transparency, 
accountability, trust, and traceability in supply chains 
(Tao, Chen, et al., 2021; Yiannas, 2021). The main advan-
tage of blockchain technology is that transaction records 
are permanently recorded in data blocks and cannot be 
tampered with (Kumar & Mallick, 2018; Sun et al., 2016). 
Huang et al. (González-Amarillo et al., 2018; Huang et al., 
2019) proposed a food traceability system based on RFID 
(Radio-Frequency Identification) and blockchain for help-
ing markets to enhance food quality and safety. In their 
system, the RFID was used to collect and share data in 

the system, and blockchain technology was used to en-
sure the reliability and authenticity of shared data. Storøy 
et al. (2013) proposed a TraceFood method for exchanging 
trace information between systems. Tian (Tian, 2017) in-
vestigated a traceability system based on blockchain, IoT 
and HACCP (Hazard Analysis and Critical Control Point). 
In the proposed system, HACCP was used to prevent the 
occurrence of food risk, and massive real-time data are 
shared to each supply chain partner safely and efficiently 
based on blockchain and IoT. Biswas et al. (2017) proposed 
a blockchain-based traceability system in the wine supply 
chain, where each transaction is recorded as a data block 
that is visible to any participator in the system. System user 
can trace the wine's history information by the product ID. 
However, their work is only a study example, rather than 
a practical application of blockchain technology in wine. 
The application of blockchain technology in food is still in 
its infancy (Westerlund & Soham Nene, 2021). And there 
are few of comprehensive research schemes for guaran-
tying the products quality and safety in rice supply chain 
(Xie & Xiao, 2021).

To protect rice quality and safety, we propose a techno-
logical quality control system for rice supply chain. The 
main work of this paper is concluded as follows:

•	 It constructed a risk assessment and traceability mech-
anism for hazardous factor, and discovered the poten-
tial risk factor in advance according to the quality and 
safety information in the rice supply chain.

•	 Combining Arrhenius model and Q10 model, it explored 
a shelf life model for rice products to predict the residual 
shelf life of products, which would help to reduce food 
waste. According to the shelf life of products, optimiza-
tion of storage management and transportation routes 

T A B L E  1   Traceability system in countries around the world

System name Food Nation Features

Livestock traceability systema Cow Australia Traceability by an electronic eartag;
Data are stored in a central database;

Food traceability system for import and 
exportb

Food South Korea Traceability by a food trace number;
Central database;

Livestock identification and traceability 
systemc

Cow England It belongs to a UK government department;
Animal management;

Animal Traceability Systemd Animal United States Traceability by animal ID;
Full chain traceability and archiving system;
A global database;

Animal Labeling Traceability Systeme Sheep New Zealand Traceability by visual ID;
Data in a central database;

ahttps://www.nlis.com.au/.
bhttps://www.tfood.go.kr/tfweb/​FtmsM​ain.do.
chttps://secure.servi​ces.defra.gov.uk/wps/porta​l/ctso.
dhttps://www.scori​ngag.com/scori​ngag/3/index.cfm?sfa=main.main.
ehttps://www.nait.co.nz.
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can help enterprises to prevent food spoilage (Scalia et 
al., 2017; Sharp & Timme, 1986).

•	 It constructed a traceability management system based 
on blockchain and IoT to prevent the risk of data tam-
pering, and optimize the efficiency of product trace-
ability and inferior product recall. In the system, the 
IoT devices (RFID and temperature sensor) are used to 
automatic collect and share data in each link of supply 
chain. Blockchain technology (consensus and smart 
contract) is used to achieve transparent data sharing 
and guarantee data reliability and integrity.

1.1  |  The current status of 
agricultural economics

International trade in food accounts for 10% of total food 
sales, and the globalization of trade let the food to travel 
distance from farm to fork than ever before (Julian et al., 
2010). Traceability is helpful to increase consumer confi-
dence in food, and consumers regard verifiable evidence 
of traceability as an important criterion for the food qual-
ity and safety (Alfaro & Rábade, 2009).

Food quality risk control involves every link from raw 
materials to food retail, because risk incidents may be 
caused at any link in the food supply chain. Any food has 
a shelf life. Many illnesses are caused by spoiled food. 
Food spoilage is not only wasteful, but also adversely 
affects trade and consumer confidence. Food waste oc-
curs throughout the food supply chain, from farm to fork 
(Parfitt et al., 2010). Reducing food waste minimizes the 
environmental impact of agriculture on climate, biodi-
versity, soil, water, and atmosphere. According to the 
International Institute of Refrigeration (IIR), about 
300 million tons of agricultural products are wasted each 
year worldwide due to spoilage. In the United States, 
the food industry discards $35 billion worth of spoiled 
products each year (Flores & Tanner, 2008). Globally, 
the incidence of foodborne diseases is increasing (CAC, 
2013). Unsafe food causes many illnesses such as diar-
rhoea and cancer. World Health Organization (WHO, 
2015) estimated that foodborne and waterborne diar-
rhoeal diseases cause about 2 million deaths every year. 
More than 85000 cases of salmonellosis are reported 
in the EU each year, at a cost of 3 billion euros (WHO, 
2015). Foodborne diseases not only seriously affect peo-
ple's health, but also have affect economic consequences 
for individuals, families, communities, businesses, and 
countries. In 2010, Robert L. Scharff, an US Food and 
Drug Administration (FDA) economist, estimated that 
the overall national economic impact of foodborne ill-
ness totaled $152 billion per year (Scharff, 2010). As 
the consequence of food scandals and safety incidents, 

consumers demand high-quality food with safety assur-
ance and transparency. Product quality and safety affect 
consumers’ confidence in enterprises, and traceability of 
products can improve consumer confidence in product 
supply chain. The traceability scheme from farm to fork 
has become an important part of the product quality as-
surance system, which is helpful to rebuild public confi-
dence in the product supply chain (Opara, 2003). A good 
traceability system helps to minimize the production 
and circulation of poor-quality products, which would 
minimize the economic losses caused by product recall 
(Aung & Chang, 2014).

It is a challenge to ensure food quality and traceability 
in agricultural supply chain. The researches (Pappa et al., 
2018) showed that the application of blockchain technol-
ogy could improve product quality by enhancing process 
transparency and efficiency in the agri-food industry. In 
particular, existing studies (Saurabh & Dey, 2021) have 
demonstrated the feasibility and practicability of block-
chain technology in agricultural supply chain. Blockchain 
technology is useful to improve product tracking. The 
Mango and pork value Chain management system from 
Wal-Mart Corporation implemented product traceability 
based on blockchain and bar code technology (Kamath, 
2018), where the system not only reduced product trace-
ability time from 7 days to 2.2 s, but also improved supply 
chain transparency and efficiency. Kumar and Iyengar 
(2017) proposed a blockchain-based traceability system 
for rice value chains to monitor the quality of rice in tran-
sit. Carbone et al. (2018) designed a transparent and se-
cure supply chain system based on blockchain and IoT, 
where it could obtain real-time air temperature, humidity, 
and soil moisture information. In agriculture, monitoring 
crop growth-based IoT devices would improve water effi-
ciency, and monitoring greenhouse gas emissions such as 
carbon dioxide, methane, or hydrocarbons through sensor 
technology helps to promote environmental sustainability 
(Iqbal & Butt, 2020). Although blockchain technology has 
broad prospects in the agri-food supply chain, its applica-
tion is still in the preliminary stage.

1.2  |  Organization

The rest of this paper is as follows: Section 2 introduces 
a transparent rice supply chain, and rice product quality 
management. Section 3 introduces the construction of a 
risk assessment and traceability mechanism for hazard 
factors. Section 4 describes a shelf life model for rice prod-
ucts to manage the product quality. Section 5 describes 
a traceability management system based on blockchain 
technology and IoT. The conclusion and future work are 
in Section 6.
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2   |   PRELIMINARIES

It will introduce the rice supply chain, blockchain tech-
nology, and IoT technology. Then a rice product quality 
management method is described.

2.1  |  A transparent rice supply chain

In the rice supply chain, the main participants are raw 
material suppliers, manufacturers, distributors, sellers, 
and consumers (Biswas et al., 2017; Caro et al., 2018). 
As the core role of the supply chain, rice manufacturers 
manage the most of supply chain information based on 
logistics by integrating upstream growers and the down-
stream sales departments (Talib et al., 2013). However, 
the enterprises in the rice supply chain have independ-
ent business systems, which only focus on the data and 
business processing in their respective fields. Due to 
the lack of unified system standard and data storage 
standard, it is difficult to share information among dif-
ferent enterprises, which seriously affects the informa-
tion supervision and traceability of the rice supply chain 
(Farahmand & Farahmand, 2013).

Combining with the previous work (Biswas et al., 
2017; Caro et al., 2018; Qi & Cui Xiaohui, 2018), we se-
lected the main links of rice supply chain as shown in 
Figure 1, including planting, harvesting, drying, storage, 
processing, logistics, and consumption. The data of each 
link are stored in database. It mainly includes the mate-
rial properties data (the main ingredient composition and 
content of the key risk factors), environmental data (sani-
tary condition, temperature, humidity, et al.), additive data 
(product name, ingredients, inventory, et al.), the control 
data (technical parameters, temperature, concentration, 
et al.), and other data (time, location, batch, ID number, 
et al.), and management data (responsible person, man-
agement system, implementation standards, et al.).

To construct a traceability management system, it 
should construct a transparent rice supply chain to share 
data (Tian, 2017). So, it needs to collect the data of each 
link based on IoT sensors. And, data collection for some 
nodes is shown in Figure 2. Then, it needs a transparent 
shared database to store data.

Collecting the data by IoT sensors can prevent data 
falsification and ensure data accuracy in the rice sup-
ply chain (Antonucci et al., 2019). IoT sensors enable 

each node in rice supply chain to track materials and 
environments in real time. The application of block-
chain technology in the IoT industry is rising, as it de-
rives from security and tracking of products (Antonucci 
et al., 2019). RFID is a wireless identification sensor in 
IoT (Zhou et al., 2016). With the development and appli-
cation of RFID, the RFID tag technology is more stan-
dardized (Choi & Roh, 2006). RFID is normally used as 
a data carrier to establish a unique identification label 
for products to record the supply chain information 
(Stevenson, 2010; Tao, Ding, et al., 2021; Tian, 2017). 
Compared with QR code and Bar code, RFID has the 
advantages of waterproof, anti-interference, high tem-
perature resistance, large storage capacity, and the rapid 
acquisition in real-time (Tian, 2016). Under the cover-
age of the wireless network, the RFID system can trans-
mit the product-related data into the database, so as to 
realize real-time information acquisition and abnormal 
data alarm. The workflow of RFID is shown in Figure 3.

Blockchain is a distributed ledger system with the 
characteristics of transparent, consensus, decentralized, 
and tamper-proof (Yiannas, 2021). It ensures the reliable 
transactions of multi-parties and facilitates transparent 
data sharing (Tao, Chen, et al., 2021). It can be used as 
electronic forensics for transactions based on digital sig-
natures algorithm (Zhou et al., 2003). smart contract is 
an intelligent and self-executing logic code, which can 
automatically execute the agreement between the two 
parties.

The participant, from the vendor to the consumer, 
can track and verify specific goods. The transactions are 
stored into data block based on Merkle tree as shown in 
Figure 4. The Version Number of data block is used to 
store version information for this block. The Previous 
Block Hash of data block stores the hash value of the 
front block. The Time stamp of data block stores the 
block generation time, ensuring the data is not tam-
pered with.

2.2  |  Rice product quality management

The market has more competition, product quality is an 
important way to improve the market advantage of en-
terprises (Paiva, 2013). According to the analysis of rice 
supply chain by the method of AHP (Analytic Hierarchy 
Process), it discovered that the main factors affecting 

F I G U R E  1   The main links of rice supply chain

Planting Harvesting Drying Storage Processing Logistics Consumption
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the quality of rice products were raw material, produc-
tion process and circulation (Su et al., 2012). Based on 
the measures for the administration of sampling inspec-
tion of food safety (http://www.samr.gov.cn/spcjs/​cjjc/
qtwj/20190​8/t2019​0819_306097.html), a rice product 
quality management framework is constructed as shown 
in Figure 5. It is used to control the products quality in 
the production and processing, which includes produc-
tion quality control, quality inspection requirement 
management, quality inspection process management, 
and quality inspection results disposal.

•	 Production quality control. Based on real-time pro-
cess parameters, production operation specifications 
and raw material information in the production and 
processing, a rice product quality model is established 
to preliminarily evaluate the rice product quality (Su et 
al., 2012). Based on the national rice quality standards 
(https://www.renre​ndoc.com/paper/​10234​5823.html), 
it can optimize the production process parameters in 
real time and improve the product quality.

•	 Quality inspection requirement management. It 
includes enterprise samples report for inspection, sam-
pling inspection by government regulatory agencies, 
consumer complaints, and enterprise proved itself in-
nocent. Then the rice products will enter the quality 
inspection process management and social crowdsourc-
ing supervision.

•	 Quality inspection process management. Based 
on the food safety inspection measures (http://www.
samr.gov.cn/spcjs/​cjjc/qtwj/20190​8/t2019​0819_306097.
html), it should establish a qualitative inspector library. 
Assign quality inspectors intelligently based on dis-
tance, inspection cost, product type and other factors, 
and retain the evidence of quality inspection process, 
including physical evidence (such as samples submitted 
for inspection) and electronic evidence (such as key pic-
tures reflecting the quality inspection process, quality in-
spection report).

•	 Quality inspection results disposal. Based on the na-
tional laws (http://scjg.shang​luo.gov.cn/post/5df9c​05f2f​
a5e85​05bd9​5155/5de77​b5ba3​45d24​b1038​1f24) and 

F I G U R E  2   The main nodes information in rice supply chain

F I G U R E  3   The workflow of RFID 
device
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regulations (http://std.samr.gov.cn/gb/searc​h/gbDet​
ailed​?id=C3386​C490C​908B7​9E053​97BE0​A0AC288; 
http://std.samr.gov.cn/db/searc​h/stdDB​Detai​
led?id=C362C​05F3E​50A68​DE053​97BE0​A0A9B00) 
on rice products quality and safety, regulator required 
manufacturers to compensate consumers and rectify 
the process parameters. If there is any objection to the 
quality inspection report, the manufacturer can apply 
to obtain the retained evidence of the quality inspection 
process to verify the results. After the production recti-
fication, the manufacturer can apply for quality inspec-
tion again.

3   |   RISK ASSESSMENT AND 
TRACEABILITY MECHANISM FOR 
HAZARD FACTORS

Hazard factors of rice products mainly come from raw 
materials, environment, and production operation 
(http://qikan.cqvip.com/Qikan/​Artic​le/Detai​l?id=71047​
94992). The quality of raw materials determines the rice 
product quality. The raw material risk factor is that 
quality problems of finished products caused by quality 
problems of raw materials. In the production and pro-
cessing, if the manufacturer ignores the quality control 

F I G U R E  4   The data block structure model
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of raw materials, it may lead to the quality and safety 
risks of rice products due to the unqualified quality of 
raw materials. The environmental risk factor is 
caused by uncertain hazard factors in food production 
and processing environment. Environment factors such 
as temperature, humidity, water quality, and air qual-
ity may affect the products quality. Excessive storage 
temperature will lead to deterioration of raw materials 
(Zhou et al., 2016). In addition, some social environment 
factors, such as environmental hygiene, plant layout, 
business management, may affect product quality. Due 
to the unreasonable layout of the production plant, the 
material circulation is not smooth, resulting in material 
accumulation and deterioration. The production op-
eration risk factor is caused by non-standard operation 
behavior in the process of product production. For ex-
ample, in high temperature production environment, it 
is possible to produce toxic hazard factors such as acryla-
mide (Mitsuru, 2015).

Recently, the quality and safety control of rice products 
is mainly completed by sampling and testing the hazard 
factors of the finished products. But, there has problems 
such as long sampling and testing cycle, untimely detec-
tion of hazard risk and high potential risk of food safety. 
Therefore, this paper proposed a risk assessment and 

traceability mechanism to discover the potential hazard 
factor based on the quality and safety information in the 
rice supply chain, as shown in Figure 6. The mechanism 
includes hazard factors identification, hazard degree pre-
diction, risk assessment and warning, and tracking and 
discovery of potential hazard factors. It realizes the auto-
matic control of food safety risks, which is conductive to 
the discovery of potential risk factors. The specific operate 
steps include: identify sampling nodes and material input 
points, risk assessment, risk warning, track and discover 
the hazard point, and hazard risk disposal.

•	 The hazard factors in the sampling nodes were iden-
tified and the hazard degree was evaluated based on a 
rice product quality model (as shown in Section 2.2).

•	 According to the hazard degree and risk assessment re-
sults, it will prompt whether risk warnings such as haz-
ard risk interception and disposal are necessary.

•	 It will determine whether risk management is neces-
sary based on the results of risk assessment. If the haz-
ard risk needs to be dealt with, it will track the hazard 
risk point in rice supply chain.

•	 Risk factor of the hazard risk point should be adjusted 
to a safe range according to the national food safety 
standards.

F I G U R E  5   The workflow of rice 
product quality management
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4   |   QUALITY CONTROL OF RICE 
PRODUCT BASED ON SHELF LIFE 
MODEL

Physicochemical features such as hardness, stickiness, 
non-estesterified fatty acid, and appearance of rice prod-
ucts were always changed (Wiset et al., 2011). It is af-
fected by storage conditions such as storage temperature 
and storage time (Zhou et al., 2003). The quality of rice 
products changes greatly at different temperatures. The 
optimal dates of milled rice stored at 25 and 5°C were 1 
and 7  months, respectively (Yokoe, 2008). Rice spoilage 
first appears on a chemical level (Saikrishna et al., 2018). 
Aged rice is usually distinguished based on the features 
of texture, viscosity, and thermal properties (Mukprasirt 
et al., 2010), in which the texture features are rice grain 
adhesion, hardness, tooth tension, roughness, grain size, 

and looseness. These features are mainly affected by stor-
age temperature and storage period, while the storage pe-
riod of rice product is affected by storage temperature, as 
shown in Table 2.

In the rice product processing and storage, the change 
of product quality usually conforms to the zero-order re-
action kinetics and first-order reaction kinetics (Labuza 
et al., 1978). The zero-order reaction kinetics is:

and first-order reaction kinetics is:

In the first-order reaction kinetics equation, it can 
reflect the relationship between the change of storage 
quality index and time t, where A0 and A are the phys-
icochemical characteristic of samples before storage and 
on the t  day of storage, respectively; t  is the storage time 
of the sample;k is a rate constant of quality change that 
can be estimated based on the sample data (A0,A, t) via 
the least squares method using the Curve Fitting Toolbox 
of Matlab (https://it.mathw​orks.com/matla​bcent​ral/filee​
xchan​ge/10176​-ezyfi​t-2-44).

Arrhenius model is widely used to predict lipid oxida-
tion, Maillard reaction and protein denaturation (Kilcast, 
2000).

The Arrhenius model can reflect the dependence of 
growth rate (k) on temperature (T) by the growth curve. 
The parameter k0 is a frequency factor; R is gas constant 
(8.3144  J/mol∙K); Ea is an activation energy (kJ/mol), 
which is a temperature sensitivity of the growth rate. 
When other conditions are the same, the higher the am-
bient temperature, the faster the deterioration of food. 
However, Q10 model is a food temperature sensitivity 
model that is mainly used to describe the impact of tem-
perature on food shelf life (Choi et al., 2017).

where Qs is product shelf life (d); � is an experiential tem-
perature of shelf life; �0 is the target temperature of shelf 
life.

Q10 model is usually combined with Arrhenius model 
to improve the accuracy of food shelf life prediction. So, 
combination of Arrhenius Equation (3) and Q10 Equation 
(4), the effect of temperature on the rice product shelf life 
is as follows.

(1)A = A0 + kt

(2)lnA = lnA0 + kt

(3)k = k0exp
(

− Ea∕RT
)

(4)Q
(t0−t)∕10
10

= Qs (�) ∕Qs
(

�0

)

(5)Q10 = exp
(

10Ea∕ (RT + 10)
)

F I G U R E  6   Risk assessment and correction mechanism for 
hazard factors
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The Equation (5) reflects the relationship between 
temperature and shelf life, where the shelf life of product 
at time T is calculated as follows:

1.	 k0 can be calculated by the least squares method with 
sample data at different time in Equation (2);

2.	 Then, take k0 into Equation (3), Ea can be calculated by 
regression analysis based on the sample data;

3.	 Take Ea into Equation (5), and calculate the shelf life of 
product at time T.

5   |   TRACEABILITY 
MANAGEMENT SYSTEM BASED ON 
BLOCKCHAIN AND IOT

This paper proposed a rice supply chain traceability man-
agement system based on block chain and IoT, which 
avoided manual intervention on data and prevented the 
risk of data fraud. In the system, the combination of the 
IoT and blockchain technology helps to improve the level 
of system automation, optimize the efficiency of product 
traceability and inferior product recall, and reduce the cost 
of supply chain management. The following section focus 
on the discussion of the system model and its functions.

5.1  |  System model

The traceability and quality control system in rice sup-
ply chain is mainly data collection module, data manage-
ment network module, and application service module, 
as shown in Figure 7. Each node in the rice supply chain 

contains a large amount of data (material data, manage-
ment data, media data). These data are collected by the 
data collection module (IoT sensor devices, RFID, comput-
ers, mobile phones, and web crawlers) and then uploaded 
to the data management network after data processing.

Data management network module uses a dual-mode 
storage mechanism based on consortium blockchain and 
traditional database (MySQL database and Oracle data-
base). The uploaded data are checked and broadcast by 
invoking a smart contract deployed in the blockchain net-
work. Each service node in the blockchain network makes 
consensus on the data, which is then converted into a dig-
ital digest by hash algorithm. The digital digest is pack-
aged into a data block (as shown in Figure 4) and stored 
in a distributed ledger. At the same time, the data in the 
supply chain, and the mapping relationship between the 
data block and uploaded data, are stored in the traditional 
database.

Application service module is a comprehensive ap-
plication based on the data collection module and data 
management network module. It mainly serves the con-
sumers, production enterprises, and supervisors. System 
users can use corresponding function based on their roles 
in the module, such as consumers can trace products de-
tails (manufacturer, planting information of raw material, 
logistics information, et al.), enterprises can manage their 
products (analysis of sales performance of different prod-
ucts in different regions and different seasons), and super-
visors can monitor the supply chain in real time (product 
risk assessment and risk warning). Smart contracts are 
used to monitor the mapping between distributed ledgers 
of blockchain and traditional databases to prevent data 
tampering.

T A B L E  2   Analysis of influencing factors of rice quality

Influencing factors Reasons Researches

Longer storage (>16 months) of milled rice at 4 and 
37°C results in decrease in peak viscosity and 
breakdown.

It has been attributed to the interaction 
between starch and non-starch 
components.

Zhou et al. (2003)

A significant increase in peak viscosity of rice during 
storage period of more than 4 months at 40°C.

This increase in peak viscosity was due to 
a decrease in α-amylase activity in rice 
grains.

Park et al. (2012)

The stored rice at 29°C for 6 months produced harder 
gels of higher viscosity, compared with starch from 
rice stored at 2°C.

Storage temperature changed the 
amylograph viscosity curve of starch 
paste of rice.

Zhou et al. (2016); Sodhi et al. 
(2010); Villareal et al. (2010)

Peak viscosity and setback of rice flour increased 
during storage period of 4 months at 25°C.

The setback increased during the storage 
period.

Wiset et al. (2011)

The best storage periods of milled rice at 25 and 5°C 
were 1 and 7 months, respectively.

The higher the temperature, the greater 
the quality degradation.

Yokoe (2008)

The stability of brown rice during storage can be 
improved through drying using infrared heating to 
temperature of 60°C followed by tempering for 4 h.

It could effectively inactivate lipase and 
improve the long-term storage stability 
of brown rice.

Ding et al. (2015)
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5.2  |  Product traceability

Smart contract is a digital protocol that supports content 
verification and automated execution. By setting execu-
tion conditions with smart contract, it provides informa-
tion exchange and value transfer services for system users 
in the blockchain network (Tao et al., 2019). When the 
uploaded data from the service node in the supply chain 
meets the trigger conditions, the system will automatically 
invoke the related function in the smart contract, which 
can realize the intelligent monitoring of rice products in 
each link of supply chain.

Data collection devices (sensors, mobile phone, bar-
code hand scanner, et al.) are connected to the blockchain 
network through the device API interface. The preset re-
sponse conditions of the smart contract are defined ac-
cording to national rice industry standards. Consensus 
algorithm is adopted by the system service node to ver-
ify the data and transaction information submitted in 

the supply chain. Once the data are invalid, the smart 
contract will automatically trigger an alarm and send the 
alarm information to the enterprise and the supervisor. As 
shown in Figure 8, according to the national standard of 
milled rice (GB/T1354-2018; https://max.book1​18.com/
html/2018/1225/60040​05115​001241.shtm), the preset 
response conditions in the smart contract are moisture 
content of japonica rice <15.1%, yellow rice <1%, broken 
rice <15%, impurities <0.4%. If the rice data through the 
current service node meet the preset response conditions, 
the rice product can flow into the next link of the supply 
chain; Otherwise, the system will prompt risk warning, 
and track the alarm source.

Due to the limitation of the length of the article, it se-
lects some links to describe the working process of the 
traceability management system as follows.

•	 Planting link. The main role of this link is the farm. 
It selects the rice seed. The seed information, such as 

F I G U R E  7   System model
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variety and source, is recorded in the blockchain. And, 
the system will automatically create a rice product data 
block chain as shown in Figure 4. The planting informa-
tion also needs to be input into data blocks, including 
farm information (farm address, the name and contact 
detail of the farm manager), fertilizing information (the 
source, type, dosage, and use time of fertilizer), pesticide 
information (the source, type, dosage, and use time of 
pesticide), water quality, and soil PH. If the rice is sold to 
the next link (for example, the storage node S1), the farm 
node will initiate a trade request. While the system cre-
ates a smart contract containing the trade request and the 
node S1. If the trade is done, node S1 is responsible for the 
tracking and maintenance of rice product information. In 
addition, the rice quality needs to meet the national rice 
quality standards, so the regulators also should take part 
in this link. The supervisors have the right to spot check 
and ensure the rice quality. The spot check information 
of the rice also be recorded into the blockchain.

•	 Storage link. The main role is the storage. After re-
ceiving rice from the planting node, the storage node 
S1 maintains the data block chain of the rice product. It 
collects the data such as warehouse address, warehouse 
capacity, conservation and storage methods, responsible 
person, and storage temperature. Based on the collected 
data, the remaining shelf life of products could be pre-
dicted and informed to stakeholders.

•	 Processing link. The primary role is the rice products 
manufacturer. After receiving rice from the storage node 
S1, the manufacturer M1 is responsible for the main-
taining the data block chain. It collects the processing 
information, including the raw material information, 
production standard, ingredients, product name, the 
shelf life and expiration of the product, product quality, 
product batch, nutrients, product identification num-
ber, responsible person, and the enterprise information. 
Supervisors will also participate in product sampling 

inspection to ensure the product quality. The system 
would record the sampling inspection information such 
as inspection agency, inspector, product, inspection re-
sults and time. According to the risk assessment and 
traceability mechanism, smart contracts are designed to 
assess the degree of risk based on the collected data. If 
the risk is abnormal, the risk warning will be sent to the 
manufacturer M1.

•	 Consumption link. The primary role is the retailer. 
The retailer can access the product source information 
based on the data block chain. In addition, to ensures 
the integrity of the product data block chain, the retailer 
needs to record the selling time and price of the product 
into the system. Regulators can participate in product 
sampling inspection to ensure the product quality. The 
sampling inspection information (inspection agency, 
inspector, product, inspection results and time) would 
be recorded into the blockchain.

•	 Traceability. The primary role is consumer and regu-
lator. When consumers buy a rice product, they access 
the product information by scanning the food package 
code. When a food safety incident occurs, regulators can 
quickly determine the source of the incident by review-
ing the entire process of the product from farm to fork. 
And accurately recall the product through detailed lo-
gistics distribution information in the system.

6   |   CONCLUSIONS AND FUTURE 
WORK

This paper proposed a risk assessment and traceability 
method for hazard factor to track and deal with the risk 
point. It explored a shelf life model for rice product to 
predict the residual shelf life. Combining the character-
istics of blockchain and IoT, we constructed a traceabil-
ity management system in rice supply chain. The system 

F I G U R E  8   The tracking information management by smart contract
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automatically collected data by IoT devices and shared 
data in each link of the rice supply chain. Consumers 
could access the real quality information of rice products, 
and regulators could monitor the full supply chain.

In the future work, the system needs to be further opti-
mized with application. In addition, combine blockchain 
technology with big data to explore a novel data platform 
for rice supply chain and help promote the healthy and 
sustainable development of rice industry.
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