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TRICH YEU

Thong qua Khéa Luan Tét Nghiép, vé co ban chung toi ¢4 nghién ciru vé nhimg van
de sau

e Xay dung hé théng Firewall ciing chinh sach bao mat cho mang.

e Thiét 1ap cac phuong thirc két ndi an toan trong mang Internet (IPsec VPN).

e Xay dung hé théng quan 1y su truy xuit mang va dam bao ngudi dung co thé truy
xuat chinh xac dir liéu theo ding quyén han va vi tri ctia hg. Pong thoi t6i wu hoa
toi d§ truy cap va tranh rai ro mat mat dir liéu.

’ Va két qua da@ duoc 13 ¢6 duoc kién thuc vé cac thiét bi Checkpoint, hiéu dugc quy
tac hoat dong, truyén thong cua cac thiét bi Checkpoint cung nhiing giao thirc chay trén
chinh céac thiét bi do.

Nam duoc quy tic ciu hinh, quan 1y va bao tri thiét bi Checkpoint.

€6 dugc kién thire vé kha ndng tuong tac gitra thict bi cia Chekpoint voi thiét bi,

phan mém cua nhirng hdng khéc (Cisco, Microsoft, Juniper Network...).

Tan dung duoc cac chirc ning twong tac giita cac thiét bi dam nhan vai trd khac
nhau (IPS cung Firewall, Switch cung Security Gateway...).

Cé duoc kién thuc vé cac loai tn cong ddi v6i hé thong mang va hé théng may
local (Worm, Trojan, Virus...).

Hiéu va tng dung nhitng cong nghé bao mat tién tién cua Checkpoint vao qué trinh
xay dung va quan 1y hé thong.
Ngoai ra chung t6i con c6 thém dugc k§j nang vé 1am viéc nhom, k§ nang phan chia cong
viéc, nhi€ém vy, thoi gian hop 1y.
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LOI CAM ON

Pau tién, chung toi xin cam on truong Pai hoc Hoa Sen da tao co hoi cho
ching téi thuc hién Khoa Ludn Tot Nghiép nay dé ching téi cé co hoi tim hiéu
thém nhiéu kién thirc moi, co ich cho cong viéc chung toi sau khi tot nghiép.

Va chung téi ciing xin cam on thay Dinh Ngoc Luyén da tao co hoi cho chung
toi thuc hién Khoa Ludn Tot Nghiép nay, thay da hudng ddn, cung cdp tai liéu, ho
tro vé mdt tinh than dé ching t6i c¢é thé hoan thanh tor Khda Ludn Tot Nghlep
giup chung toi co nhleu kinh nghi¢ém thuc té hon vé 5 phirong dién 1am viéc nhém va
nhitng kién thirc cdu hinh thiét bj trong thuc tién.

Xin cam on cdc thdy ¢ ¢ phong Pdo tao d& o tro chiing téi vé nhitng théng tin
can thiét vé Khoa Ludn Tot Nghiép.
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CHAPTER 01 - VPN
VIRTUAL PRIVATE NETWORK

Trong chapter nay ta sé néi vé Virtual Private Network va nhitng véin dé lién quan.
Chapter 01 — Virtual Private Network bao gom ba phan

e Cryptography
e |Psec VPN and IPsec Site-to-Site VPN
e |Psec Remote Access VPN

% Cryptography

Phan Cryptography sé nhiing thudt toan m& hoéa cé dién, nhitng thudt todn ma hoa hién
dai va cac phwong phap be gy ma.

Bdc diém va muc dich sir dung cua cac thuadt toan HASH.
Pdc diém va muc dich sir dung ciia cdc thudt todn ma hoa.
Cudi ciing 1a chir ky s6 va kién tric PKI.

» Classic Cryptography

» Modern Cryptography

» Cryptanalysis

» PKI - Public Key Infrastructure

>

L)

» |Psec VPN

Trong phan ndy ta sé néi vé VPN va nhitng loi ich ciia VPN so véi cdc kiéu két néi cil.

L)

Gidi thiéu vé IPsec VPN va céc chirc ndng ciia IPsec VPN. Bén canh dé 14 gidi thiéu
cac giao thirc bdao mdt ciia IPsec.

Di sdu vao phan tich quda trinh dam phan o IKE Phase I va IKE Phase II.
Cudi cing 1a cac van dé khdc khi thiét lgp dwong IPsec Site-to-Site VPN,
> VPN Overview
> IPsec VPN

» VPN Communities and Terminology
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» IKE DoS Attack and Checkpoint Solution
» VPN Topologies

» Access Control Policy and VPN Communities

s IPsec Remote Access VPN

Trong phan ndy ta sé néi vé IPsec Remote Access VPN cing C&c chite ndng ciia IPsec
Remote Acces VPN.

Bén canh dé 1 nhitng vin dé cé thé phat sinh ciia Remote User khi dung IPsec Remote
Access.

Cudi cling cac c&c ché dé 1am viée ciia Remote Access VPN.
» Overview
» Resolving Connectivity Issues
» Office Mode

» Remote Access Routing
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A . Cryptography

Cach day hon 5000 nam, nganh mdt ma hoc da ra doi. Ddy la nganh lién quan toi viéc si
dung cdc ngén ngiv va cac thudt todn d@é dam bdao an toan cho thong tin. Théng tin ban dau
dwoc goi la cleartext hay plaintext, sau khi dwoc mé@ hoéa sé tro thanh ciphertext - la dang
thdng tin khong thé hiéu duoc.

Nganh mat ma hoc chu trong t&i hai van dé chinh
e M4 hba — Cryptography.
e Giai mé hay bé khoa mé — Cryptanalysis.
1 Classic Cryptography
Trong lich sir, mdt mé& dung dé béo vé cdc thong tin vé qudn si, finh bdo, ngoai giao...
1.1 Substitution Cipher

Substitution Cipher - thay thé ky tu, day 1a phwong phap dugce ding boi Julius Caesar
nén con duoc goi 1a Caesar Cipher.

O phuong phap nay, ta s& thay thé ky ty ndy boi ky tu khac theo mot quy tic nhét dinh.
Va nguoi gui s€ quy dinh mot key voi nguoi nhén dé ngudi nhan ¢ thé giai ma ding ra
thong tin plaintext ban dau.

Diém yeu cua phuong phap nay 1a c6 thé d& dang bi giai ma bang phuong phap thir lién
tuc, cho dén khi tim duoc key can thiét.

1.2 Vigenere Cipher

Vigenere Cipher — Polyalphabetic Cipher 1a phuong phap co6 cung y tuong thay thé ky
ty nhu & Caesar Cipher, nhung phuong phap nay phtc tap hon va can nhiéu thoi gian dé
giai m& hon.

1.3 Transposition

Transposition — Hoan vi, day la phuong phap nay thi cac ky tu trong chudi plaintext
ban dau s& dugc hoan vi dé tao ra chudi ciphertext.

2 Modern Cryptography
Cac phuwong phdap ma hbéa hién tai sé dwoc phdn chia thanh hai mdng lon
% Encryption — M@ héa : Dam bdo tinh bi mdt (Confidentiality).
% Hash — Bam : Pam bdo tinh toan Ven dir liéu (Data Integity).
2.1 Hash
2.1.1 Hash Overview
Hash thudng duoc sir dung dé dam bao tinh toan ven dir liéu (Data Integity).

Hashqla One-way Function (Ham mét chiéu) : Dam bdo dir li¢u sau khi dugc hash s&
khong thé truy nguoc ra lai thanh dir liéu nhu ban dau.

Khoéa Luén Tét Nghiép — Firewall Checkpoint Trang 3




[m Truong Pai hoc Hoa Sen Cao Hiép Hung — Lwong Hiru Tin

Dit liéu bat ky sau khi dugc hash sé€ trd thanh mot chudi ky tu co6 do dai khong dbi tuy
thudc vao thuat toan va duoc goi 1a Fingerprint.
~ Avalanche Effect : Khi c6 bat ky sy thay d6i nhé nao ¢ dir li¢u, thi Fingerprint s& thay
doi rat nhiéu.
Céc yéu t6 cia ham Hash
e Input la dit liéu co do dai bat ky.

Dir liéu 1@‘
€0 do dai %g e Output 1a chuoi d&@ dugc Hash(Fingerprint) co
bat ky = d6 dai xéc dinh.

e Ham Hash c6 thé 1am viéc véi bat ky Input nao.

e Ham Hash s& cho ra két qua mot chidu —
Oneway va khong thé truy ngugc lai.

Chudi Hash
c6 do dai
¢ dinh

e Ham Hash la collision-free (Khong thé tim ra 2
input dé cho ra 1 output giong nhau).

26fe7cadbdlae ‘

Hinh Al -1 : Hash Function

Hacker hoan toan c6 thé théy duogc ndi dung cua dir liéu khi n6 dugce truyén. Hay noi
cach khac Hash khdng cung cap tinh bi mat cho dir liéu dugc truyén (Confidentiality).

Hash c6 thé bi tdn cong bang Man-in-the-middle (Béngﬁ cach thay dbi thong tin dit
liéu va chén 1 chuoi hash gia dua trén dit liéu d@ duoc thay doi).

Hai ham hash dugc stir dung nhiéu 1a MD5 va SHA-1.
e MD5 c6 128bits khi hash.
e SHA-1 c6 160bits khi hash.
2.1.1.1 MD?5 - Message Digest 5

bay la thuét;oén Hash thuong duogc st dung véi uu diém 13 téc do tinh toan
nhanh va khéng thé truy nguoc lai data trude khi Hash (One-way function).

Col!ision resistant —Hai dit liéu khac nhau s& cho ra cling mot chudi Hash la diéu
khong thé xay ra.

Su dung 128bits Hash.

Tuy nhién véi do dai ciia chudi Hash thi MD5 d& khong con thich hop cho céac
ung dung bdo mat moi.

2.1.1.2 SHA - Secure Hash Algorithm
C6 chirc niang gan gibng MD4 hay MD5 véi dit liéu Input khong qua 2% bits.
Su dung 160bits Hash.
Tdc do tinh toan chdm hon MD5.
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2.1.2 HMAC - Hashed Message Authentication Code

V61 HMAC thi dit liéu s& di vao ham Hash cling véi mot secret key dé ting do bao
mat cua ham Hash.

Secret key nay chi dugc chia sé gilra ngudi nhan va nguoi guri.
HMAC s loai bé hoan toan kiéu tin cong Man-in-the-middle.
HMAC hoat dong dua trén cac ham Hash c6 sin nhu MD5 hay SHA-1.
% Quy tic kiém tra
Bude 1 : D liéu sé duge dua vao ham Hash cung véi secret key.
Bu6e 2 : Dit liéu khi giri di s& dugc dinh kém véi chudi Hash.

Bude 3 : Bén nhan khi ¢6 dugce dir }iéu s€ QU:a vao ham Hash cung véi secret
key tuong tu nhu bén guri d€ c6 chuoi Hash th hai.

Buédc 4 : BEn nhan dir liéu s€ so sanh c}luéi hash nhan dugc va chudi hash go
chinh bén nhan tao ra. Néu giong nhau thi dit liéu khong bi thay doi.
Nguoc lai néu c6 su thay doi thi hai chuoi Hash s€ khac nhau.

Secret Secret
key Data Data key
% Tra
& + 20.000% :

Tra Tra
20.0008 — —»|  20.000%
26fe7caB6d1a 26fe7ca86d1a
W
26fe7caBbdla [ 26fe7caBbdia | mm | 26fe7caB6dia

Hinh A1 -2 : HMAC Function Example
2.2 Encryption

2.2.1 Encryption overview
Pé chdng lai rui ro dit liéu co thé bi doc 1én trong qu4 trinh truyén trén mang, ta can
phai c6 mdt phuong phap dé dam bao tinh bi mat cta dit liéu. Tur d6 ta c6 ma hoa dir liu.
Trong cac thuat toan m4 hda hién tai thi diéu mong muén hang dau do 1a
e Chéng lai cac thuat toan pha mé, cac dang tin cong ma.
e Key c6 d6 dai lon va cd kha naing mé rong key.

e Hiéu ung thac — Avalanche Effect : Khi c6 bat ky mot sy thay d6i nho ndo &
plaintext déu dan tdi sy thay doi rat 1on ¢ ciphertext tuong Gng.

e Khong c6 sy gidi han giira viéc nhap va Xuat.
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Dua theo cach dir liéu dugc ma hda va sur dung key, ma ta s€ c6 hai cach phan loai.
e Duya theo cach su dung key
+ Symmetric Encryption Algorithms — Thuat toan mé hda dong bo.
+ Asymmetric Encryption Algorithms — Thuat toan mé hda bat dong bo.
e Dua theo cach dir liéu duoc ma hda
+ Block ciphers.
+ Stream ciphers.
2.2.2 Block and Stream cipher
2.2.2.1 Block cipher

e La cach ma plaintext s& dugc encrypted theo timg Block gibng nhau vé do dai
de tao ra cac Block cipher tuong tng.

e Tuy thudc vao thuat toan ma Block s€ ¢6 d6 16n khac nhau (DES la 8bytes, AES
la 16bytes, RC6 la 16bytes... ).

e Padding (dit ligu dém) s gitr cho kich thude cua dit li¢u ludn 1a boi s6 cua kich
thudc block (Bang cach chén thém cac dummy bits).

e Ciphertext luén co kich thudc 16n hon plaintext twong ung.
2.2.2.2 Stream cipher
e Stream cipher s€ encrypted plaintext theo tirng don vi nhé nhu 1a cac bits.
¢ Kich thudc cua ciphertext thuong khong khac gi so vai plaintext tuong ung.
2.2.3 Symmetric Encryption Algorithms
2.2.3.1 Symmetric Encryption Allgorithms Overview

Symmetric Encryption Algorithms la cac thuat toan st dung clng mot key dé
encrypted lan decrypted dit liéu. Nhu vay thi ta can phai chia sé cung mot secret key
cho ca hai phia giri va nhan.

< Quy tic
e Hai bén giri/nhan str diing cling mot private key va thuat toan gibng nhau.

e Ngudi gui sé sir dung private key dé encrypted thong tin plaintext thanh
ciphertext.

e Nguoi nhan sir dung private key gidng bén phia nguoi giri dé decrypted
ciphertext thanh plaintext.
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Encryption Decryption
key key
Plaintext * Ciphertext ki Plaintext
k“‘ &
Hiép Hwng v$2Fp&*# Hiép Hwng

—>  Encrypt ——— = Decrypt ———>

Hinh Al - 3 : Symmetric Encryption Algorithm
% Uu diém
e Tdc do encrypted/decrypted nhanh hon cac thuat toan ma héa bt dong bo.
e St dung key c6 chiéu dai ngin hon cac thuét toan mé hda bat dong bo.
e it hao ton tai nguyén hé thong.

e C&c quy tic tinh toan trong thuat toan ma hda dong bo dé hon trong cac
thuan toan ma hda bat dong bo.

e St dung cling mot key dé encrypted/decrypted.
e Rt kho va ton nhiéu thoi gian dé giai ma néu khong c6 key dé decrypted.
% Nhuoc diém

e Viéc bao mit key la mot thir thach lon, do do can phai c6 phuong phap
trao doi key an toan hodc truyén qua Out-of-band.

e Gi6i han s lugng nguoi sir dung.
Do dai cua key dugc str dung 1a tir 40-256 bits.
Key dugc xem 1a an toan khi c6 do dai hon 80 bits.
Mot sb thudt toan m& hda dong bo : DES, 3DES, AES, RC2/4/5/6 va Blowfish.

2.2.3.2 DES (Data Encryption Standard)

Sir dung key ¢6 chiéu dai c dinh la 64 bits véi 56 bits dugc ding dé encrypted va
8 bits dung kiém tra 101. Nhung tht chat chicu dai key cua DES chi la 40 bits do
56bits dugc dung dé encrypted thi c6 16 bits dd dugc biét trude — known bits.

DES la dang Block cipher 64bits voi hai ché do

+ ECB mode - Electronic Code Book : Mbi plaintext block khi encrypted s&
cho ra ciphertext block tuong ng.

+ CBC mode - Cipher Block Chaining: Mbi plaintext block s& duoc XOR
Vi ciphertext lién trudce n6 roi méi dugce encrypted.

DES con la dang Stream cipher voi hai ché do
+ CFB mode - Cipher Feedback.
+ OFB mode - Output Feedback.
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e Nén thay dbi key thuong xuyén khi ding thuat toan nay dé tranh bi tin cong
Bruteforce.

e Private key can duoc giri trén mot kénh bao mat.

e Nén s dung CBC mode thay vi ECB mode.

e Do sir dung céac giai thuat don gian nén DES d& trién khai trén hardware.
2.2.3.3 Tri-DES

e Thuat toan 3DES dua trén nén tang cua thuat toan DES. Sy khac bi€t chinh do la
3DES str dung bo gom ba key dé dat duoc do dai key la 168 bits.

e BO key gom ba key K1 — K2 — K3 véi
+ Key K1 dé encrypted plaintext ban dau.
+ Key K2 dé decrypted phan ciphertext c6 dugc khi encrypted bang Key K1.
+ Key K3 dé encrypted phan ciphertext co duoc khi decrypted bang Key K2.

Key K1 Key K2 Key K3
i ¥ 3
Plaintext Ciphertext Ciphertext Ciphertext

Hiép Hwng - v$2Fp&i# - *d%MS$#! . d*3mS@

—> Encrypt —— > Decrypt —— Encrypt ————>

Hinh A1 -4 : Tri-DES Algorithm

e Do d6 dai cua key 12 rat 16n nén viéc bé khoa 1an thoi gian bé khoa 1a diéu khong
tuong doi voi viée thay doi key thuong xuyén, nén thuat toan nay dugc xem la
mot trong nhitng thuit toan mé hda dong by dang tin tudng nhat.

2.2.3.4 AES (Advanced Encryption Standard)

e AES Ié} du 4n ra doi vao ndm 1998 v6i muc dich tim thuat toan thay thé cho DES.
Va cuoi cung thi thuat toan Rijndael (ctia Vincent Rijmen va Joan Daemen) la
ung ct vién tot nhat.

e Rijndael c6 téc 6 nhanh hon 3DES khi chay trén nén software.

e AES sir dung key va data block c6 d6 dai khac nhau véi sb bit 1a boi ctia 32.

e Do dai cua key thuong 1a 128/192/256 bits dé encrypted cac data block co do dai
128/192/256 bits.

e Sau 10 nim ra doi thi AES chua hé c6 mot 16 hong nao.
2.2.4 Asymmetric Encryption Algorithms
2.2.4.1 Asymmetric Encryption Algorithms Overview

Asymmetric Encryption Algorithms la cac thuat toan su dung mot key aé
encrypted va mot key khac dé decrypted. Nhu vay cd hai phia giri/nhan s€ phai tao ra
bd key gom Public key/Private key dé dung cho viéc encrypted/decrypted.
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Encryption
key
Plaintext ?F Ciphertext
£
Hiép Hwng *&dF &xW

Decryption
key

Plaintext

Hiép Hwng

—> Encrypt ——— Decrypt ————

Hinh A1 -5 : Asymmetric Encryption Algorithm
Do dai cua key dugc st dung 1a tir 512 — 4096 bits.

Key dugc xem 1a an toan khi c6 do dai hon 1024 bits.

% Uudiém

e Do viéc key duoc sit dung dé encrypted khac véi key sir dung cho
decrypted, nén vi¢c truyén mot trong hai key trén moi truong untrust duge
xem nhu 1a an toan dé trao doi dit liéu.

e Céc thuat toan méd hda bit dong bo dugc ding nhu a moi trudng an toan
dé van chuyén key cua thuat toan ma héa dong bo.

+» Nhuoc diém

e Do st dung cac gidi thuat phic tap nén viéc tao key, qua trinh
encrypted/decrypted s& cham va ton nhiéu thoi gian.

e Do Public key va Private key duoc clng tao ra va co moi quan h¢ voi
nhau, nén viéc giai ma bo key nay 1a didu hoan toan c6 thé du key rat dai.

Tuy vao mét dich st dung ma qua trinh encrypted sé dung Private key hay Public

key, tuong tu v&i qua trinh decrypted.

Mot sb thuat toan ma hda déng bd RSA, DSA, DH, ElGamal, Elliptic Curve...

2.2.4.2 Public Key Confidentiality — Bao mat bang Public key

O co ché nay thi Public key s& duoc dung dé encrypted thong tin thanh ciphertext
va Private key tuong ung dugc dung dé decrypted ciphertext thanh thong tin ban dau.

Public key
Plaintext 7':
2
Hiép Hwng

Ciphertext

*&dF&xW

Private key

,,%3

1

£2

Plaintext

Hiép Hwng

—> Encrypt —— > Decrypt ————>

Hinh Al -6 : Public Key Confidentiality

Vi Private key la key dung dé decrypted va dam bao tinh bi mat, nén viéc giit cho
Private key duoc an toan 1 diéu quan trong. Néu bat ky ai c6 dugc Private key cua
ngudi dung thi hoan toan cé thé doc duoc thong tin ¢4 duoc encrypted bang Public key

cua nguoi dung do.

Khoa Luan Tét Nghiép — Firewall Checkpoint

Trang 9




m Truong Pai hoc Hoa Sen Cao Hiép Hung — Lwong Hiru Tin

Public key thi c¢d thé cong bd cho moi ngudi ma khong can dam bao tinh bi mat.

Co ché nay thudong duoc dung dé trao ddi key trong moéi trudng untrust (Van
chuyén Private key cua thudt toan ma hoa dong bo).

% Quy tic hoat dong

Q X _ -~

P Tan's Public key

< m

‘(
Hwng
Tan's Public Tan's Private
key key

Plaintext %’ Ciphertext Plaintext

070112 & $0*C1%z L‘ 070112
ootz |- | Sorctuz |Lomnz |
Encrypt Decrypt

Hinh Al -7 : Public Key Confidentiality Example

Buée 1 : Khi Tan yéu cau Hung giri MSSV = “070112” qua duong Internet va phai
dam bao tinh bi mat, thi phia Tan s€ khaoi tao bo Public key/Private key.

Budce 2 : Tén s€ guri Public key ctia Tan cho Hung.

Buée 3 : Hung s& sir dung Public key ctia Tan dé encrypted MSSV.

Budce 4 : Hung giri MSSV da dugc encrypted thanh dang ciphertext cho Tan.

Buée 5 - Tan dung Private key cia Tan dé decrypted ciphertext nhan duoc tir Hung.
2.2.4.3 Public Key Authentication — X&c thuc bang Public key

O co ché nay thi Private key s& duge dung dé encrypted thong tin thanh ciphertext
va Public key tuong trng dugc dung dé decrypted ciphertext thanh thong tin ban dau.
Private key Public key

-\\u

5

Plaintext Ciphertext Plaintext

Hiép Hwng *&dF &xW Hiép Hwng

" Encrypt | ' Decrypt |
Hinh Al -8 : Public Key Authentication
Vi Private key duoc dung dé encrypted va dai dién cho ngudi dung trong qua
trinh xac thuc, nén phai dim béo tinh an toan va bi mét cho Private key. Neéu bat ky ai
c6 duoc Private key ctua nguoi dung thi hoan toan cé thé gia danh nguoi dung do dé
thuc hién qua trinh Xac thuec.

Public key thi c¢d thé cong bd cho moi ngudi ma khong can dam bao tinh bi mat.

Co ché nay thudong duoc ding dé xac thuec.
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% Quy tic hoat dong

2 H 's Public k 4
- wng's Public key > ﬂﬂ
>,
Hwng Tan
Hwng's Private Hwng's Public
key key
Plaintext r?’ Ciphertext 'T Plaintext
070112 L’ $0*C1%z g 070112

" Encrypt | ' Decrypt |
Hinh Al -9 : Public Key Authentication Example

Buée 1 - Khi Tan yéu cau Hung giri MSSV = “070112” cho Tan qua dudng internet
va phai dam bao la do chinh Hung gtri, thi phia Hung s& tao b0
Public key/Private key.

Buée 2 : Hung sit dung Private key ciia Hung dé encrypted MSSV.
Bude 3 : Hung giri MSSV da dugc encrypted thanh dang ciphertext cho Tan.
Buéc 4 : Hung giri tiép Public key ciia Hung cho Tén.

Buée 5 - Tan dung Public key caa Hung dé decrypted ciphertext nhan duoc tir
Hung.

2.2.4.4 RSA Algorithm — Thuat toan RSA

RSA la thuat toan du:qg ph;it minh ra boi Rivest, Shamir, Adleman ¢ hoc Vién
MIT vao nam 1977 (Ban quyén hét han vao nam 2000).

RSA sir dung key c6 chiéu dai 512-2048 bits.

Thuat toan ndy dua trén nhitng diéu kho khin trong viéc giai ma hién tai 1a sir
dung key c6 chiéu dai rat 16n. Nhu vay thoi gian giai mé s€ vuot qua thoi gian truyén
dir liéu, du cho c6 giai méd dugc b key thi ciing vo dung.

Téc do6 cia RSA chdm hon DES 100 1an & nén hardware va 1000 lin & nén
software.

Muc dich str dung

e M43 hba dir liéu, dac bié§ cho cac loai dir li¢u co kich thudc nho, private key
cua thuat toan ma hdéa dong bd, key dung cho HMAC.

e Dung dé xac thyc.

e Tao co ché Non-Repudiation.



[m Truong Pai hoc Hoa Sen Cao Hiép Hung — Lwong Hiru Tan

Co ché tao khoa Private key/Public key
e Chon hai s6 nguyén té p va g phan biét
e Tinhn=p.q
e Tinh ham sb Euler ¢(p.q)=(p-1).(q-1)

e Chon e sao cho 1<e<g(p.q) va e véi ¢(p.q) la hai s6 nguyén td cling nhau —
Coprime. (Chon e Ia s6 nguyén td sao cho @(p.q) khdng chia hét cho )

e Tinhdsao cho de =1 (mod ¢(p.q)) — Ttrc la de mod ¢(p.q) =1

e Ta co thé tinh d bang cach sir dung biéu thic (1), tim x sao cho d la sb
nguyén. Khi do6 ta sé€ tim duoc d.

X.(q-D(p-1+1
e

(1) d=

Co ché encrypted/decrypted mot dit liéu m

e Dirt lidu s& duoc encrypted bang cong thirc | c = mé mod n | Vvdic 1a
chuoi ciphertext sau khi encrypted.

o Decrypted chudi cipher bang cong thic | m = ¢ mod n

e Public key gdmn vae.
e Private key gdm p, q va d.

2.2.45 DH Algorithm — Thuat toan Diffie Hellman
DH dugc phat hanh vao nam 1976 bdi Whitfield Diffie va Martin Hellman.
DH st dung key c6 chiéu dai tir 163-1536 bits.
e Group 1: 768bits.
e Group 2 : 1024bits (Thuong dugc dung).
e Group 5 : 1536bhits.
e Group 7 : 163bits.
O RFC 3526 thi key dugc mé rong thanh 2048 — 3072 — 4096 — 6144 — 9192 bits.
Ciing nhu RSA, thi DH dua trén nhitng kho khin trong viéc giai ma hién tai dé
tranh khda bi giai ma.
Muc dich str dung

e M43 hda dir liéu, dac bié‘g cho cac loai dir li¢u co kich thudc nho, private key
cua thuat toan ma héa dong bd, key dung cho HMAC.

Co ché tao khoa

e Hung va Tan tham gia vao qua trinh tao khoa.
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e Hung va Tén s& thoa thudn cip sb public gdm sb nguyen t6 p va sb nguyén
g voi g<p dung dé sinh key. Vi p 1a s6 rat 1on va g la s6 nho(2, 3, 4...).

e Quy trinh sinh key

Hung Tan
+ Hung tao s6 nguy@n td bi mat a. + Tan tao s6 nguyén té bi mat b.
+ Hung tinh A=g® mod p + Tan tinh B=g” mod p
+ Hung gui A cho Tan va nhan B. + Téan gui B cho Hung va nhan A.
+ Hung tinh Sy = B? mod p + Tan tinh St = AP mod p

e Sau giai doan sinh key thi
+ Hung s€ c6 Public key 1a A va Private key la Sy
+ Hung s€ co Public key 1a B va Private key 1a St
+ Vo6iSH = ST.
2.2.5 Digital Signature
2.2.5.1 Digital Signature Overview
Digital Signature — Chir ky s6 1a thong tin di kém theo dit liéu nhim muyc dich
e Data Authenticity — Xac thuc dir liéu hay xac thuc ngudi da gui dir liéu.
e Data Integrity — BPam bao tinh toan ven dir liéu.
e Non-repudiation of Transactions — Khong thé chdi.

Vi dit liéu khi duoc truyén qua moi truong khong an toan — untrusted network thi
s€ xay ra nhitng van dé¢ vé bdo mat nhu

e Dit liéu duoc thay dbi trong qué trinh truyén tai.

e D li¢u nhan dugc tir dung nguoi gui hay khong.

Quy tic hoat dong
Signature Verification
key Data Data key

Pl

\ N Vs

Tra Tra
Thuét toén tao 20.000$ |— —=»|  20.000$ Thg_@t tot‘:ln tao
; ignature
Signature 26fe7cag6dla 26fe7caB6d1a 9
\ 4
26fe7ca86d1a 2 [ 26fe7caB6d1a | mm [ 26fe7caBGdla
Digital 4
Signature

Hinh Al - 10 : Digital Signature Example



M Truong Pai hoc Hoa Sen

Buée 1 - Khi nguoi giri cAn ky vao dir liéu ciia minh trude khi giri, thi dit liéu clng
voi mot Signature key (Secrect key) s€ duge dua vao mot thudt toan deé tao
ra mot chuoi output duogc goi la Digital Signature.

Cao Hiép Hung — Lwong Hiru Tan

Buée 2 - Digital Signature sau d6 s& dugc dinh vao dit liéu roi giri cho ngudi nhan.
Bude 3 : Nguoi nhan sé tdch Digital Signature ra khoi dir liéu, dem dit 1iéu cung mét
Verification key cho vao thuat toan tao Digital Signature nhu bén nhan.

Két qua output ctia budc 4 s& dugc dem so sanh véi Digital Signature nhan
dugc tir phia nguoi guri.

Buoc 4 :

» Néu hai két qua gibng nhau thi dir liéu khong bi thay doi.
» Néu hai két qua khac nhau thi dit liéu dé bj thay doi khi truyén.
2.2.5.2 Dic trung va chiic nang cua DSS

DSS — Digital Signature Standard Ia mot chuan Digital Signature duoc dua ra boi
NIST vao nam 1994 va st dung thuat toan DSA — Digital Signature Algorithm dé tao
Digital Signature.

Muc dich ciia DSS 14 tao chuén xac thuc duge cho chinh pha My luc bay gio.
V& sau c6 thém hai thuét toan dugc thém vao DSS
e RSA Digital Signature.
e ECDSA - Elliptic Curve.
2.2.5.3 RSA Digital Signature
RSA Digital Signature 1a mot thu tuc tao va kiém tra Digital Signature.

Déi voi RSA Digital Signature thi qua trinh tao Digital Signature s€ bao gdm cé
thuat toan Hash va thuat todn RSA dé tao bo Public/Private key dlng cho qua trinh tao
va kiém tra Digital Signature.

RSA Digital Signature cung cip kha ning xac thyuc dir liéu 1an nguoi dung, dam
bao tinh toan ven dir liéu.

% Cac budc tao, str dung va Kiém tra chit ky

Tra
Data 20.000§
SHA-1 Hash Public | 26fe7cagbdlia | == [ 26fe7cag6dia |
: key
v ¥
Private 26fe7caBbdl1a | + RSA Decrypt SHA-1 Hash
key 2 -
& 6/ 5
1 + RSA Encrypt d2e9de3c6ab8
- Tra * Tra
20.000% 20.000%

[ d2e9de3c6ab8 —

d2e9de3c6ab8s

Digital Signature

4

Hinh Al - 11 : RSA Digital Signature Example
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Buée 1 - Dit lidu ciia nguoi giri s& duoc dua vao ham bam dé lay fingerprint.

Budce 2 : Thuat toan RSA s€ duoc chay va tinh toan ra bo Public/Private key.
Fingerprint s¢ dugc encrypted voi Private key.

Buée 3 : Phan output sau khi dugc encrypted 1a Digital Signature s& dugc dinh vao
dir liéu vao guri di cung vai Public key duoc tao tir budc 2.

Buédc 4 : Phia nguoi nhan s€ tach Digital Signature ra khoi dir li¢u.
Buée 5 : Phan dit liéu s& duoc dua vao ham bam dé lay fingerprint 1.

Buée 6 : Phan Digital Signature sé duoc decrypted bang Public key nhan duoc tir
nguoi gui cho ra fingerprint 2.

Buée 7 : So sanh hai mau fingerpring_1 va fingerpring_2
» Néu hai két qua gibng nhau thi dit liéu khong bi thay doi.
> Néu hai két qua khac nhau thi dit liéu d4 bj thay ddi khi truyén.
3 Cryptanalysis
Cryptanalysis 1a chuyén nganh vé cdc phirong phdp giai ma va vieot qua cdc thudt todn
ma hoa.
3.1 Bruteforce Attack

Nhu d4 ndi & phan trén, Bruteforce Attack s& tan cong bang cach thir lién tuc cac key c6
kha nang sir dung 1&én mdt thuat toan dang hoat dong.

Tat ca cac thuat toan ma hda déu co thé bi tan cong bing Bruteforce Attack.
Trung binh thi chi cAn thir 50% s6 luong key thi d4 c6 thé tim ra dwoc key thich hop.
Céc thuat toan hién dai duoc thiét ké sao cho key c6 d dai Ion dé thoi gian giai ma
thuat toan dugc kéo dai ra, du thoi gian d¢ thuat toan thyc hién xong nhi€ém vu cia no.
3.2 Ciphertext-only attack

O kiéu tan cong nay thi hacker bt dugc mot s6 goi ciphertext, va diéu can chéc chin 1a
tat ca cac goi nay déu dugc encrypted bang cung mot thuat toan.

Cong viéc cua attacker la lam sao tir nhitng goi Ciphertext do co thé decrypted ra duoc
key sir dung. Hon thé nira, attacker c6 thé suy luan ra nhiing key c6 thé dung dé encrypted
cac ciphertext d& bat dugc va dem decrypted cac ciphertext khac.

Hién tai thi Céchq tan cong ndy hﬁl} nhu vo dung badi vi c&c thuat toan hién dai da co co
ché phong chong kiéu tan cong ndy bang cach tao ra cac goi cipher gia dugc encrypted voi
key gia mot cach ngau nhién.

3.3 Known-Plaintext attack

V6i kiéu tan cong ndy thi hacker d4 biét dugc phan nao plaintext cling nhu bat duoc cac
g0i ciphertext. Nhu vay hacker s€ dé bieét dugc dau la key chinh xac dé loc ra dugc key mot
cach nhanh chéng.

Khoa Luan Tét Nghiép — Firewall Checkpoint Trang 15
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Tuy nhién ciing nhu kiéu Bruteforce attack, thi trung binh hacker ciing phai thu 50% sd
lugng key trong key space médi co thé tim ra dugc key chinh xac.

3.4 Chosen-Plaintext attack

V6i cach tan cong ndy, hack phai tiép xac véi thiét bi encrypted va tao ra mot chudi
plaintext dé thiét bi d6 encrypted chudi plaintext roi bat lai cac goi cipher.

V6i kiéu tan cong nay thi hacker biét duoc thong tin nhiéu hon kiéu Known-Plaintext
attack vi hacker d4 truc tiép tao ra chudi plaintext nén hacker s& biét thém nhiéu thong tin
hon vé key dugc str dung. Cach tin cong ndy khong dwgc hiéu qua vi viée tiép can thiét bi
encrypted 1a diéu rat kho.

3.5 Chosen-Ciphertext attack

Pay la kiéu tan cong gidng nhu Chosen-Plaintext attack, nhung thay Vi tiép can thiét bi
encrypted thi hacker tiép can thiét bi decrypted.

4  Cryptography Overview Chart

Substitution
Cipher
. Transposition
Cryptography B
Vigenére
Cipher
HASH
HASH
HMAC
Modern
Cryptog rathE = cryptography Stream Cipher
Block Cipher
Encrypt
Symmetric
Public key
|Authentication
Asymmetric
Public key
Confidentiality
Cryptanalysis

Hinh A1 -12 : Cryptography Overview Chart
5 PKI - Public Key Infrastructure
5.1 Trusted Third-Party Protocol

Trong thuc té, viée xéc thuc trong moi trudong rong 16p voi nhiéu d6i tuong la diéu rat
khé néu mdi dbi twong phai xac thuc tit ca dbi trong con lai. Vi véi n dbi twong thi s& 6
n.(n-1) lan xac thyc. Tir d6 nay sinh ra Third-party protocol s& gitip dbi tugng xac thuc 1an
nhau mot cach hiéu qua, nhanh chong va chinh xac.
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3 Xin nhéap hoc

4 Yéu cau xac thwe

<

5 Trinh CMND

Hinh Al - 13 : Trusted Third-Party

Gia sir Tan can déng ky vao Hoa Sen hoc, thi viéc dau tién truong Hoa Sen s& x4c nhan
xem Tan c6 phai la cong dan Viét Nam nhung ding quy dinh hay khong. Viéc xac nhén do
c6 thé dugc hién thong qua gidy Chirmg minh nhan dan cia Tan. Boi vi Tan dé dugc xac
nhan boi Cong an (duoc xem nhu Third-party) la Cong dan Viét Nam bing xac cap gidy
Chirng minh nhan dan. Nén truong Hoa Sen chi can kiém tra gidy Chirng minh nhan dan
cua Tan c6 hop 1€ khong 1a du.

Thong qua vi du trén thi Tan va truong Hoa Sen chinh 1a hai déi twong mudn xac thyc
lan nhau trong khi Céng an la Third-party. Néu ca Téan va truong Hoa Sen déu tin vao
Codng an thi ca hai cling s€ tin vao giay Chirng minh nhan dan ctia Cong an cap.

5.2 PKI overview

PKI 1a co ché cho phép mdt bén thir ba (Third-party) cung cap cac dich vu lién quan téi
viéc st dung va trao doi Public key nhu

% Authenticity

% Confidentiality

% Integrity

% Non-repudiation
5.2.1 Thuat ngir

PKI — Public Key Infrastructure 1a mot framework can c6 dé hd tro cho viée trao doi,
sir dung va xac thyc Public key trong h¢ thong mang.

Certificate — Chung chi : Tai liéu thé hién mbi rang budc ciia tén mot ddi twong vao
Public key cua doi tugng do va da dugc ky xac nhan boi CA. Moi certificate phai 1a doc
nhat — unique & moi CA domain.

CA — Certificate Authority 14 noi tiép nhan cac yéu cau tao certificate ciing nhu ky
x&c nhan vao certificate. Tat ca cac doi tuong trong hé thong can phai tin tuong vao CA.
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5.2.2 PKI Topologies

PKI c6 3 dang topology chinh la Single Root CA, Hierarchical CAs va Cross-
Certified CAs.

5.2.2.1 Single Root CA Root CA
CERTIFICATE CERTIFICATE
bo bo
Hwng Tan

Hinh Al - 14 : Single Root CA

Single Root CA la dang topology trong d6 chi duy nhit mot CA s& cip certificate
cho tat ca nguoi dung trong mang.

Uu 7diém cua dang ndy la viéc dung va cai dat d& dang. Tuy nhién lai c6 nhiéu
nhuoc di€ém di kém theo.
e Kho c6 thé mo rong.
e Single point of failure.
e Tt ca nguoi ding phai tin tuong vao CA duy nhét nay, nén néu CA nay bj
tan cong thi s€ anh hudng tat ca nguoi dung trong mang.
5.2.2.2 Hierarchical CA

Hierarchical CA la dang kién tric phan tang v6i nhiéu CA khac nhau bao gom
Root CA va cac Subordinate CA (CA cap dudi).
Root CA

-
-

—

Subordinate Subordinate
CA

AN

CERTIFICATE CERTIFICATE CERTIFICATE CERTIFICATE
Hwng Long Tan Thanh

Hinh Al - 15 : Hierarchical CA
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Khi mot certificate duoc cip thi certificate d6 dwoc guri toi nguoi ding lan cac
Subordinate CA.

V6i dang kién tric phan tang nay, thi viéc m¢ rong va quan ly sé dé dang hon.
Tinh tin tuong vao CA s€ dugc phan déu ra.

Thyc té & cac cong ty 16m thi s€ c6 mdt root CA va nhiéu subordinate CA. Céc
subordinate s€ nhan cac yéu cau dang ky certificate tr nguoi dung, sau d6 céc yéu cau
nay s€ dugc guri 1én root CA dé cho root CA ky. Vi cach t6 chic nhu vay thi néu
subordinate CA bi mat Private key thi chi riéng subordinate CA d6 khong con sy tin
tuong, con cac CA khac van hoat dong binh thuong.

5.2.2.3 Cross-Certified CAs

Pay 1a mot dang kién tric ma cac CA s& thiét lap sy tin tudng thong qua mot CA

trung gian.
/ERTIFCATE c%
/.% John Huy / *—
CERTIFICATE CERTIFICATE CERTIFICATE CERTIFICATE
R R 2 o}
Hwng Tan Long Tin

Hinh Al - 16 : Cross-Certified CAs
Nhu trong hinh thi CAL mudn tao mdi tin tuéng voi CA3 thi phai cé hai yéu cau
e CAl phai tin CA2 va ngugc lai.
e CAZ2 phai tin CA2 va ngugc lai.
5.2.3 PKI standard

‘Chuén hoa va c6 khd nang tuong tac cao la yéu cau hang dau trong ha tang PKI véi
nhiéu hang san xuat khiac nhau. P& c6 nhiéu no lyc chuan hoéa thanh cong PKI nhu
PKCS, X.509, LDAP.

T6 chic IETF da thanh lap cdc nhom lam vige nham muc dich thiic ddy sy phat trién
cta PKI trén nén tang chuan X.509.

5.2.3.1 X.509v3

bay 1a mot chuin mo ta vé cu trac cua certificate, dugc dung rong rai & moi noi
ngay ca & moéi truong internet. X509v3 thuong gap &

e Xac thuc trong giao thirc SSL va TLS.
e St dung trong Secure/Multipurpose Internet Mail Extention S/MIME.
e St dung trong [Psec VPN.
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Mot vi du vé certificate chudn X509v3 (Ngudn wiki).

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting cc,
OU=Certification Services Division,
CN=Thawte Server CA/emailAddress=server-certs@thawte.com
Validity
Not Before: Aug 1 00:00:00 1996 GMT
Not After : Dec 31 23:59:59 2020 GMT
Subject: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting cc,
OU=Certification Services Division,
CN=Thawte Server CA/emailAddress=server-certs@thawte.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:d3:a4:50:6e:c8:ffF:56:6b-e6:cf:5d:b6:ea:0c:68:75:47:a2:aa:c2:da:
84:25:fc:a8:f4:47:51:da:85:b5:20:74:94:86:1e:0F:75:c9:€9:08:61:f5:
06:6d:30:6€:15:19:02:€9:52:c0:62:db:4d:99:9e:e2:6a:0c:44:38:cd:fe:
be:e3:64:09:70:c5:Fe:b1:6b:29:b6:2F:49:¢c8:3b:d4:27:04:25:10:97:2F:
e7:90:6d:c0:28:42:99:d7:4c:43:de:c3:5:21:6d:54:9Ff:5d:c3:58:el1:c0:
e4:d9:5b:b0:b8:dc:b4:7b:df:36:3a:c2:b5:66:22:12:d6:87:0d

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
Signature Algorithm: md5WithRSAEncryption
07:fa:4c:69:5c:fb:95:cc:46:ee:85:83:4d:21:30:8e:ca:d9:a8:6F:49:1a:e6:da:51:e3:6
0:70:6c:84:61:11:al1:1a:c8:48:3e:59:43:7d:4F:95:3d:al1:8b:b7:0b:62:98:7a:75:8a:dd
:88:4e:4e:9e:40:db:a8:cc:32:74:b9:6F:0d:c6:e3:b3:44:0b:d9:8a:6f-9a:29:9b:99:18:
28:3b:d1:e3:40:28:9a:5a:3c:d5:b5:e7:20:1b:8b:ca:a4:ab:8d:e9:51:d9:e2:4c:2c:59:a
9:da:b9:b2:75:1b:f6:42:F2:ef:c7:f2:18:19:89:bc:a3:ff:8a:23:2e:70:47

Céu triic chung certificate chuan X509v3

Version ———3 Théng tin phién ban
Serial Number
. 5 Thuét toan duang dé ky
Signature Algorithm ID — (Nhtr SHA-1 v RSA |
Issuer (CA) x.500 Name ——) Danh tinh cia CA
i i : Théi gian cé hiéu lye caa
palidibe Revod _} Certificate
Subject X.500 Name
Subject Pulic Key |  Algerithm ID
Info Public Key.\alue =3 Public key clia ngwei ding
Issuer Unique ID
Subject Unique ID
Extention
CA Dlgltal Signature =P Digital Signature ciia CA

Hinh Al - 17 : Certificate Structure
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5.2.3.2 PKCS

PKCS - Public-Key Cryptographic Standard la tiéu chuan dugc dé ra boi RSA
Security. Muc dich cua PKCS 1a chuan hoéa cac cong nghé vé Public key.

5.2.4 Certificate Authority - CA

Céc cdng nghé vé Public key ngay cang duoc st dung rong rdi ¢ nhiéu linh vuc khac
nhau va din tré thanh tiéu chuan co ban cia viéc biao mat. Tir d6 din dén viéc can phai
c6 mot trung tdm quan 1y cac Public key ndy ciing nhu phai c6 mot giao thirc dé giup viéc
trao doi Public key duoc an toan va tin tuong. Cac Public key s& duoc mot trung tim
quan ly cdp gidy phép — certificate dé co thé dugc sir dung trong ha ting PKI. Cac
certificate ndy s& dai dién cho mot ngudi dung, thiét bi, server... Nhu vy viéc quan 1y
cac Public key tré thanh viéc quan 1y cac certificate.

CA dugc xem nhu 1a mot diém duoc tin tudng & trong ha tﬁng PKI ¢6 nhi€ém vu nhan
cac yéu cau tao certificate, ky, phan phoi, thu hoi va huy certificate.

Str dung CA s€ gitip viéc quan ly key trd nén tap trung hon thong qua viée tao mbi
rang budc gitra nhitng danh tinh ctia ngudi dung vao Public key ctia ho dé tao thanh
certificate.

Trudce khi ha tﬁng PKI c6 thé hoat dong thi CA s¢ tao ra bo Public/Private cua riéng
CA. Sau d6 tao ra mot certificate cho chinh CA roi tu ky vao certificate do.

Certificate ciia CA s& chira nhitng thong tin lién quan téi CA
e Danh tinh cua CA.
oS4 seri, thuat toan sir dung, thoi gian hét han.
e Public key ctia CA (duoc tao bang thuat toan nhu RSA).

e Digital Signature — Phan chit ky sb tu CA ky vao Certificate cia CA bang
Private key.

Céch t6 chirc cia CA bao gdm Single Root CA, Hierarchical CAs va Cross-Certified
CA nhu d& néu ¢ phan 2.2,

5.2.4.1 Simple Certificate Enrollment Protocol

PKCS#7

-

CERTIFICATE

il o

N

PKCS#7

Hinh Al - 18 : Simple Certificate Enrollment Protocol
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SCEP 1a giao thuc hd tro cho CA va nguoi ding cé thé ding ky va thu hoi
certificate mot cach tu dong ma van dam bao duoc tinh an toan ve dir liéu.

_ Nguoi ding s& tao mot yéu cau tao certificate bang chuan PKCS#10, sau d6 giri di
bang chuan PKCS#7.

Khi CA hoidc RA (Registration Authority) nhan ducoc yéu cau s& xac thuc ngudi
ding. Néu xac thuc thanh cong thi CA s& ky vao Certificate roi guri tra vé cho nguoi
dung bang chuan PKCS#7.

5.2.4.2 Qua trinh lay Certificate ciia CA
bay la qua trinh nguoi dung xac thuc CA va dam bao day la CA dang tin tuong.
Ngudi dung s& 1ay Certificate ciia CA (thuong 14 bang inband).

Nguoi dung s& xac thuc Certificate bang cac thuat toan ciing Public key c6 trong
Certificate, sir dung dién thoai dé 1ién h¢ voi CA Administrator (Out-of-band).

5.2.4.3 Qua trinh giri yéu cau

Sau khi xac thyuc Certificate 1a hop 1€ va chinh xac cua CA, thi nguoi dung sé tao
mat request xin certificate.

Request d6 chita cac thong tin di dé tao ra mot certificate nhu tén,thong tin ca
nhén, thong tin cong ty va quan trong nhat 1a Publickey ctia ngudi dung.

Tat ca cac thong tin d6 duge encrypted biang Public Key cia CA.
Request duoc tao s& giri dén CA (Inband).
5.2.4.4 Quatrinh ky vao Certificate

Khi CA nhan dugc mot request xin certificate thi CA s& tién hanh xac thuc nguoi
dung bang dién thoai v&i nhitng thong tin can thiét (Out-of-band).

Khi xac thuc thanh cong thi CA s& tién hanh ky vao Certificate.
% Qué trinh ky vao Certificate (RSA Digital Signature)

Buc 1 : Nhitng thong tin cua nguoi dung s€ duoc

\l( tong hop lai thanh mot Certificate.

Certificate d6 duoc dua vao ham hash

w SHA-1. Két qua cho ra Fingerprint.
Fingerprint  Burdre 2 : Fingerprint s& duoc encrypted bing thuat

cas  LL20ICUcatbdia todn RSA vai Private key cia CA dé tao ra
Private key 2 Digital Signature.

: + EESEEuca Budc 3 : Digital Signature duoc dinh vao Certificate
' O budc 1 dé tao ra modt Certificate hoan
d2e9de3cbab8 chinh da dlIQC ky
RSA Digital wem
Signature ™™

Hinh Al - 19 : Certificate Signing
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5.2.4.5 Hoan tat thu tuc xin Certificate
Sau khi certificate dugc tao va ky boi CA, certificate sé dugc tra cho nguoi dung.
Nguoi ding c6 thé 1y certificate duoc tra vé tir CA bang nhiéu cac khac nhau
e Vo website cua CA lay tryuc tiép (Inband).
e VAo website cia CA va XAc thuc bang tai khoan dé lay (Out-of-band).
e CA gui thu vé cho nguoi dung (Out-of-band).
e Ngudidung Ién truc tiép tru so cua CA lay (Out-of-band).
5.2.4.6 Xac thuc nguoi dung bang Certificate

Khi mudn xéc thyc nguoi ding bang Certificate thi diéu can c6 1a Public key ciia
CA c0 trong Certificate cua CA.

Certificate cua CA co thé 1ay dugc bang muc 2.2.1 hodc dd duoc tich hop sin
trong hé diéu hanh, trinh duyét va dugc thuong quyén cap nhat thong qua cac ban va.

«»» Cac budce xac thuc
Bude 1 : Khi c6 duge Certificate ctia nguoi guri, thi ngudoi nhan s€ tach Certificate
ra lam hai phan 1a Digital Signature va Certificate khong co chir ky.

Bue 2 : Phan Digital Signature s& dugc decrypted béng thuat toan RSA voi Public
key ctia CA(co dugc tir Certificate ciia CA). K&t qua ra chuoi fingerprint.

Buée 3 : Phan Certificate khong chit ky s& dugce dua qua ham hash SHA-1. Két qua
cho ra chudi fingerprint.

Buée 4 : So sanh hai chudi fingerprint & budce 2 va bude 3. Néu gidng nhau thi
Certificate ctia nguoi giri hop I€.

CERTIFICATE
R §CERTIFICATE '
CA's '
Public key \ - 3

T ==| RSA Decrypt

Y

4

26fe7caB86d1a | 26fe7ca86d1a |
Fingerprint Fingerprint

Hinh Al - 20 : Certificate Verification
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% Nhan xét
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Trong cdc buéc vira néu, ta c thé thay vai tro Cia Private key cia CA hét
sirc quan trong. Private key cia CA dam bdo rang chuoi hash cua certificate sé
dwgc ma hoa an toan, dong thoi ciing la yeu to tham gia vao qua trinh xac thuc
(Private key dé encrypted va Public key dé decrypted).

Cho nén viéc giir c@o Private key ciia CA dugc bi mdt va an toan la diéu rat
quan trong. Viéc CA mat Private key ciing dong nghia CA do khong con du tin
twong va tro nén vo dung trong ha tang PKI.

5.2.4.7 Viduy thuc té

Hung va Tan can thiét lap mot két ndi an toan sir dung thuat toan rqé hoa déng bo
AES. Nhung diéu tr¢ ngai 1on nhat ¢ day 1a 1am sao Hung va Tan trao doi Share Secret
key cho nhau dugc an toan va lam sao xac thuc duoc lan nhau.

Hwng's
Hwng's Public key Tan's
Private key CERRARE Private key
(=) Hu'ngR "

Hwng's CE[:TIFICATE ., = ” CERTIfICATE Tan's
Public key | '"9g n Tan 0! Public key
CERTIFICATE

Tan Q
CA'S :CERTIFICATE . » CERTIFICATE CA'S
Publickey | CA gi [F*Md Tan's Tan CA 2! Public key
Public key

Hinh Al - 21 : Example
e Hung/T4n lay certificate cia CA vé.
e Hung/T4n tién hanh viéc kiém tra tinh hop 18 cua certificate ciia CA.
e Hung/ T4n tao bd Public/Private key bang thuit toan RSA.

e Hung/Tan guri Public key cUng nhitng thong tin c4 nhan da duogc encrypted
bang Public key cua CA 1én cho CA.

e CAtao certificate cho Hung/Tan roi ky vao certificate ¢6 nhu phin 2.4.4.
e Certificate d4 ky dugc guri vé cho Hung/Tan.

e Khi Hung mudn tao két ndi an toan bang thuat toan ma héa dong bd AES thi
Hung s€ tao ra Share Secret key cho thuat toan AES.

e Tan gui Certificate ciia Tan dén cho Hung.

e Hung s& dung Public key ciia CA dé xac thyc certificate cia Tan nhu phin
2.4.6.

e Néu xac thuc chinh xac day 1a certificate ciia Tan thi Hung s€ dung Public key
cua Tan co trong Certificate vira nhan dé encrypted Share Secret key ra chudi
ciphetext roi giri phan ciphertext d6 cho Tan.

Tan nhin duoc phan ciphertext sé liy Private key cta Tan dé decrypted.
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e Nhu vay Hung da gui thanh cong Share Secret key cho Tan mot cach an toan
va bi mat.
5.2.5 Server Offload

CA cung Private key cua no la thanh phan can duoc bao vé nhidu nhét trong ha tang
PKI. B¢ dam bao hoat dong cia CA dugc don gian va an toan thi viéc quan Iy key sé
duogc giao pho cho Registration Authorities (RAs).

Registration Authorities s¢ dam nhan cac nhiém vu
e Xac thuc nguoi dung dang ky Certificate.
e Quan Iy viéc tao key ctia ngudi dung trong trudng hop can.
e Phan phdi Certificate.
e Chiu trach nhi€ém nhu mot proxy tdi CA.
e Giam thiéu t6i da sy xut hién cia CA ddi voi ngudi dung.

Tir d6, nhiém vu cua CA chi 12 ky vao cac certificate thay vi dam nhan nhiéu cong
viéc nhu trude.
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B.

IPsec VPN
1 VPN Overview
1.1 History

Trude nhitng ndm 1990, viéc két ndi hai viing Private, hai chi nhanh cua cling mot cong
ty & hai khu vye cach xa nhau vé mat dia 1y 12 rat dét tién. Hai phuong phéap thuong ding la
Leased Lines hoic 1a Dial-up. Ca hai phuong an d6 déu c6 chi phi rat cao (hon 1,000$ cho
duong 56kbps va hon 10,0008 cho duong T1, phu thudc vao khoang cach gitra hai vung).

Tir do dat ra can c6 mot giai phap két ndi cac ving Private lai vdi nhau voi chi phi thap,
dat hi€u qua ve kinh té cling nhu vé hiéu suat hoat dong.

1.2 Virtual Private Network - VPN

VPN la mot phu:(mg thirc truyén thong st dung ha tang vién thong cong cong nhu
Internet dé két ndi cac ving Private (cac c& nhan t6 chirc, cac chi nhanh cua cung mot cong
ty...) lai v&i nhau voi chi phi thap va c6 hiéu sut truyén tai cao.

VPN s& tao mot két ndi 4o — Tunnel giira cac viing Private, géi tin di trong duong két
noi ao do sé dugc dong goi — Encapsulation véi cac chuan VPN khac nhau.

Ban diu VPN ra doi chi myc dich 12 két ndi cac vung Private, nhung vé sau do nhiing
thong tin duge truyén cd nguy co bi 16 cling Vi sy phat trién cia Hackers, cho nén VPN da
duoc xay dung cling Vvéi cac thuat toan bao mat (Encryption, HASH...). Vé sau nay, VPN
mic dinh 14 ¢6 cac thuat toan bao mat dé bao vé dit liéu duoc truyén.

C6 hai dang VPN thuong gap 1a Site-to-Site va Remote Access.

Site-to-Site 1a dang két ndi chita hai hay nhidu Gateway, tao dudng két ndi 4o cho cac
mang Private.

Remote Access I tao duong két ndi gitra ngudi ding tir xa t6i Gateway.

1.3 Benefits of VPN

Nhirng loi ich c6 dugc khi si dung VPN 1a tiét kiém chi phi, tdng tinh bdo mat, c6 kha
nang mo rong cao.

%  Tiét kiém chi phi — Cost Saving

Str dung VPN s& gitp tiét kiém t6i da chi phi thay vi phai thué duong truyén tir
cac nha cung cap dich vu thtr ba (Leased Line, Post office...).

Bing thong dudng truyén VPN cao hon bing thong Leased Line hay Dial-up.
% Bao mat — Security

VPN cung Cép kha nang ma hda va xac thuc dir liéu, nén dir liéu truyén trén
duong VPN sé dugc dam bao tinh bi mat va khéng cé kha nang gia mao dit liéu.
% Kha nang mé rong cao — Scalability

Do VPN sur dung ha t?lng mang Internet, cho r1~én Viéc mé& rong thém mot vung
Private tham gia vao hé thong VPN c¢6 san 1a rat dé dang, khéng can trang bi thém
thiét bi hay dich vu nao khéc ntra.
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2 IPsec VPN

IPsec 1a chuan VPN 1am viéc & 16p Network (IP protocol), gitip bao vé va x&c thuc cac
g61 tin dugc truyén gitra hai thiét bi [Psec (peers).

IPsec khéng phai 1a giao thirc ma hda, xac thuc hay bao vé dit li¢u, IPsec l1a mot khuon
mau — Framework tap hop cac thuat toan giip ma hda, xac thuc va bao vé dir liéu.

IPsec tao duong két ndi giira host v6i host, host v6i Gateway va Gateway véi Gateway.

IPsec
Framework

Choices

ESP
+AH

IPsec Protocol

Encryption

.‘
I

Authentication

Diffie-Hellman

Hinh A2 -1 : IPsec Framework
2.1 Workflow

Khi mot két ndi duge tao tir host A téi host B thi & trai qua cac budc nhu sau

Bude 1 : Két ndi duoc tao tir host A s& di toi Gateway 1, cac goi di giita host A téi
Gateway van 1a dang cleartext.

Budc 2 : Gateway 1 nhan két ndi va Kiém tra dia chi Source va Destination dé quyét
dinh két noi nady co su dung VPN hay khong.

Budc 3 : Néu 1a lan dau tién Gateway 1 va Gateway 2 giao tiép v6i nhau thi giita hai
Gateway s€ khdi tao cac bude dam phan IKE — Internet Key Exchange dé
tao két ndoi VPN.

Bude 4 : Sau khi két néi VPN duoc tao, Gateway 1 encrypted cac dir liéu dén tir host
A roi giri di. Nhu vay dir liéu di gitra hai Gateway cua host A di tdi host B 1a
ciphertext.

Budc 5 : Khi Gateway 2 nhan dugc cac dur liu tur Gateway 1, Gateway 2 sé&
decrypted céc dit liéu do, kiém tra Source va Destination cua cac goi tin roi
chuyén chinh x4c téi dich cin toi (& day 1a host B). Dit liéu tir Gateway dén
host B la Cleartext.
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100,013 VPN VPN Tunnel VPN
Gateway Gateway

Hinh A2 — 2 : IPsec Site-to-Site VPN Workflow
2.2 IPsec Functions

IPsec cung cép kha ning bao vé, xac thyc va dam bao tinh toan ven di liéu.

——
—

I"-.

| Cleartext Cleartext |
| >
.\ o

=2 -

-”_A.d.tu
Ol

Mi.w
C

11.0.1.16

% Tinh bi mat — Data confidentiality

Du liéu di gitra duong [Psec VPN s& dugc encrypted bang nhiing thuat toan dé
dam bao dir liéu khong thé bi doc dugc néu c6 ngudi bat dugce goi tin.

Céc thuat toan thuong duoc str dung : AES, DES, 3DES.
% Dam bao toan ven dir liéu — Data Integrity
Dit liéu khi di bang duong IPsec VPN s& dugc dam béo tinh toan ven.
Néu bat ky dir liéu ndo bi phat hién 1a ¢4 bi thay di thi dir liéu d6 sé& bi tir chdi.
Hai thuat toan Hash duogc sir dung dé dam bao tinh toan ven dit liéu 13 HMAC-
MD5 va HMAC-SHAL.
% Xéc thuc ngudn gui — Origin Authentication

Pam béao cac Peers tao két ndi 1a chinh xac va tin tuong. Dong thoi dit liéu duoc
gui chinh x4c tir Peers mong muon.

Hai cach xac thuc ngudn gui thuong dung l1a Pre-shared Key va Digital
Signature.

2.3 IPsec Security Protocol
2.3.1 Tunnel Mode va Transport Mode
2.3.1.1 Transport

Trong Transport Mode thi phan IPsec Header (AH hodc ESP Header) s€ dugc
chen vao gitra IP Header va phan Data (bao gom Layer 4 Data va Layer 4 Header).

~ Trong ché do nay thi IP Header cua goi tin AH s& gidng v6i IP Header cla goi tin
goc ngoai trir phan “IP Header checksum” va truong “IP Protocol” 1 bi thay doi.

e |P Protocol = 50 v4i ESP
e |P Protocol =51 v4i AH

Khi dung ché d6 ndy thi IPsec s& gia dinh rang hai Endpoint di dén nhau —
Reachable, nén Source IP va Destination IP cta goi tin IPsec s€ khong bi thay doi. Nhu
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vy ché do Transport Mode chi sir dung khi Endpoint va VPN Gateway cing la mot
thiet bi.

AH thuong duogc dung trong truong hop hai host giao tiép truc tiép voi nhau, nhu
vay hai host do phai dugc route trong suot quang duong di gitra hai host (Do goi tin AH
s€ khong dugc NAT).

2.3.1.2 Tunnel Mode

Trong Tunnel Mode thi toan bo goi tin & Layer 3 (IP packet) s€ dugc dong goi
thanh mét IP packet méi va IPsec Header (AH hodc ESP Header) s& dugc chén gitra IP
header cua goi tin goc va IP header mai.

Tunnel Mode thudng duge dung cho cac host giao tiép voi nhau thdng qua céac
VPN Gateway hoac gitra host véi VPN Gateway.

2.3.2 Authentication Header - AH
Giao thic AH cung cap kha ning xac thuc va dam béo tinh toan ven dit liéu.
Giao thirc AH dam bao tinh toan ven dir liéu cho ca IP Header cta goi tin.

Tuy nhién AH lai khong cung cép kha ning ma hoa di liéu. Nhu vy dit liéu truyén
gitra cac Gateway la cleartext, cho nén néu géi tin bi bat trén duong di thi hacker van c6
the doc dugc thong tin c6 trong gdi tin AH.

AH sir dung phuong phép chén (Insert) header vao goi tin IP packet gic.
2.3.2.1 AH Transport Mode

DATA
(Layer 4)

Original Packet

IP Header

DATA

IP Header AH (Layer 4)

- Authenticated —»

Hinh A2 - 3 : AH Transport Mode Packet
Trong AH Tranport Mode thi g6i tin géc s& duoc chén thém AH Header vao.
Qua trinh xac thuc goi tin AH bao gdm IP Header va Data.
2.3.2.2 AH Tunnel Mode

DATA
IP Header (Layer 4)
Original Packet
New DATA
IP Header AH Ll tls (Layer 4)
| —= Authenticated = |

Hinh A2 - 4 : AH Tunnel Mode Packet
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Trong AH Tranport Mode thi géi tin géc s& duoc dong goi thanh mot IP packet
ma&i voi IP Header méi, AH Header dugc chén vao gitra IP Header va New IP Header.

Qua trinh xac thuc goi tin AH bao gdm IP Header, Data v New IP Header.
2.3.2.3 AH Authentication and Integrity
Quaé trinh xac thuc va dam bao tinh toan ven dir liéu dwa vao cac thuat toan
HMAC (MD5 hoac SHA-1).

DATA + IP Header Budc 1 : IP Header, Data va New IP Header (néu co) s€

+ New IP Header dugc dua vao ham Hash cung vdi Secret Key.
Budc 2 : Gia tri Hash duoc dua vao AH Header.
Secret
key Budce 3 : AH Header duoc chen vao IP Packet.
% Budc 4 : Goi tin dwoc giri dén Destination.
-+ Buc 5 : Destination s& thyc hién lai ham Hash bao
3 gom IP Header, Data, New IP Header (ncu

* co).

Budc 6 : Gia tri Hash ¢ Source va Destination sé dugc
AH dem so sdnh. Neu giong thi nguon giri 1a chinh
xac va dir licu khong bi thay doi trong qua
trinh truyén guri.

Hinh A2 -5 : AH Authentication and Integrity

2.3.3 Encapsulating Security Payload — ESP

Giao thie ESP cung cip kha ning xac thuc, bao dam tinh todn ven va ma hoa dir lidu.

ESP encrypted toan bo dir liéu duoc gui di (tinh tir ESP Hegder tro vé sau), cho nén
trong qua trinh gui trén Internet, goi tin khdng thé bi doc dugc néu hacker bat dugc.

Tuy nhién ESP khong hd tro xac thue IP Header hodc New IP Header (néu c6) do chi
xac thyuc dir liéu tir ESP Header trg vé sau.

ESP sir dung phwong phap dong goi — Encapsulation goi tin IP packet gdc.
2.3.3.1 ESP Transport Mode

DATA

IP Header (Layer 4)

Original Packet

ESP DATA ESP ESP

o2 Header| (Layer4) | Trailer |Authen

| = Encrypted —»
< Authenticated =

Hinh A2 - 6 : ESP Tranport Mode Packet



M Truong Pai hoc Hoa Sen Cao Hiép Hung — Lwong Hiru Tan

Trong ESP Transport Mode thi phan Data s& dugc dong goi vao trong goi tin
ESP, phan IP Header goc s€ duoc gitr lai.

Qua trinh ma hoa bao gom Data va ESP Trailer.
Qua trinh xac thuc bao gdbm Data, ESP Trailer va ESP Header.
2.3.3.2 ESP Tunnel Mode

DATA
IP Header (Layer 4)
Original Packet
New ESP IP Header DATA ESP ESP
IP Header |Header (Layer 4) | Trailer |Authen

e Encrypted ———————>
~———————— Authenticated ——

Hinh A2 — 7 : ESP Tunnel Mode Packet

Trong ESP Tunnel Mode thi phan Data va IP Header s& duoc dong gbi vao trong
g61 tin ESP, sau d6 toan b s€ dugc dong goi vao IP packet mdi voi New IP Header.

Qua trinh m4 hda bao gém Data, IP Header va ESP Trailer.
Qua trinh xac thuc bao gém Data, IP Header, ESP Trailer va ESP Header.
2.3.3.3 ESP Authentication and Integrity

Clng nhu AH, ESP cling xac thuc va dam bao tinh toan ven dir liéu dugc vao cac
thuat toan HMAC (MD5 hoac SHA-1).

Trong Transport Mode thi phan Data, ESP Trailer vd ESP Header cling vé6i Secret
Key dugc dua vao ham Hash.

Trong Tunnel Mode thi phin Data, IP Header, ESP Trailer vd ESP Header cung
véi Secret Key dugc dua vao ham Hash.

Két qua Hash s& duoc dua vao truong ESP Authen dé xac thuc va dam bao tinh
toan ven dir liéu.

Do ESP khdng xéc thuc ludn phin IP Header chinh cta géi tin cho nén Attacker
0 thé tan cong vao diém yeu nay.
2.4 Security Association — SA

SA 1a tdp hop cdc chinh sich va c&c keys dung trong qua trinh thiér ldp va bdo vé div
liéu truyen trong duwong IPsec VPN. Co hai dang SA

> IKE SA hay ISAKMP SA la két qua ciia IKE Phase I.
> IPsec SA la két qua ciia IKE Phase II.
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24.1 IKE SA

_ Sau khi dam phan thanh cong ¢ IKE Phase I, thi mdi VPN Gateway s& dua ra mot SA
dé bao vé duong két n6i Inbound lan Outbound ¢ Phase II. Ca 2 SA ¢ hai VPN Gateway
la giong nhau (Bidirectional SA), bao gom céc thong tin

% Policy set quy dinh

e Thuat toan ma héa — Encryption Algorithm

Thuat toan Hash — Hash Algorithm
e Kiéu xac thuc — Pre-shared Key/Digital Signature
e Diffie — Hellman group
e Thoi gian ton tai — Life time (Mic dinh 1a 24h)
% B0 key
e Pre-shared Key
DH Public Key
SKEYID
SKEYID_A
SKEYID_E
e SKEYID D
2.4.2 |Psec SA

La két qua cua qua trinh dam phéan thanh cong cia Phase II, mdi VPN Gateway sé&
dua ra mot cap SA (mdt dung cho Inbound va mét dung cho Outbound) dé bao vé dudng
truyén dir licu.

Néu Gateway A va Gateway B tham gia tao duong VPN thi
e Outbound SA ctia Gateway A s& gidng Inbound SA cua Gateway B.
e Inbound SA cua Gateway A s& gibng Outbound SA cua Gateway B.
IPsec SA bao gdm céc thong tin
% Policy set quy dinh
e Thuat toan ma héa — Encryption Algorithm.
e Thuat toan Hash — Hash Algorithm.
e Diffie-Hellman group (Néu dung PFS).
e Thoi gian tdn tai — Life time (Mic dinh 12 3600s hoic 10000KB).
e IPsec Protocol (ESP hoac AH).
e Mode (Tunnel hoac Transport).

e Local IP va Peer IP.
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X/

s Bokey
e Encryption Key
e HMAC Key
2.5 Internet Key Exchange — IKE

Qua trinh ma hoa dir lidu sir dung cac thuat toan ma hda dong bd - Symmetric Algorithm.
Trong d6 hai Gateway tham gia vao duong VPN su dung cung mot ShareSecrect key.

Nhung khé khin va tré ngai 16n nhét 1am sao trao doi Share Secret Key ctia thudt toan ma
hoa dong b trén mdi truong Internet.

IKE 1a mot chuan tap hop cac phwong thirc, khuén miu (Framework) voi muc dich xéc
thuc, tao key va tao két noi an toan, bao gom

e |ISAKMP
o Oakley
e SKEME

ISAKMP cung cép mot framework dung dé xac thuc, trao dbi key nhung khong qui
dinh key s€ dugc tao nhu thé nao.

Oakley md ta cac phwong phap trao dbi key (goi 1a cac mode) va md ta chi tiét cac dich
vu danh cho cac phuong phap d6 (Perfect forward secrecy cho Key, bao mat danh tinh va
Xac thuc).

SKEME mb ta cac ky thuat trao ddi key linh dong va cung cip tinh nic danh,
repudiability va lam méi key lién tuc.

“Hau hét cac hdng thiét bi thuong diing ISAKMP trong IKE nén khi nhic dén IKE thi
ngam mac dinh 1a ISAKMP.

IKE str dung ba mode dé tao mi trudng truyén thong an toan
e Main Mode dung cho Phase I.
e Aggressive dung cho Mode Phase |I.
e Quick mode dung cho Phase II.

Qua trinh hoat dong cua IPsec VPN tir luc nhan duoc két ndi VPN cho ti luc két thic
dudong VPN sé€ trdi qua nam budce, trong d6 c6 hai giai doan st dung IKE.

Step 1 : Interesting Traffic Initiates the IPsec Process.
Step 2 : IKE Phase I.

Step 3 : IKE Phase II.

Step 4 : Data Transfer.

Step 5 : IPsec Tunnel Termination.
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2.5.1 Step 1: Interesting Traffic Initiates the IPsec Process
Khi mot host tao két ndi thong qua VPN Gateway, thi VPN Gateway s& kiém tra
Access Control Policy va quyét dinh két noi do co di phai dugc bao vé bang duong IPsec
VPN hay guri di ¢ dang cleartext.

Access Control Policy

St dung
IPsec

Bypass
> Cleartext

Hinh A2 - 8 : Access Control Policy

Ca hai huéng Inbound va Outbound cia VPN Gateways ludn co6 hai sy lua chon déi
véi dir li€u 1a ap dat chinh sach bao vé ctia IPsec VPN (encrypted/decrypted) hodc di qua
theo Access Control Policy (Bypass).

Chi tiét viec phan loai két ndi co hodc khong st dung [Psec VPN duoc dé cap ¢ muc
Access Control and VPN Communities(Phan B — | — muc 2. 7 trong cung Chapter).

Sau khi x4c dinh dit liéu can st dung dudng VPN, thi VPN Gateway khoi dong budce
tiep theo 1a IKE Phase I.

2.5.2 Step 2 : IKE Phase |

Muc dich cua Phase I 1a dam phan by IKE Policy (Phase I Policy), xac thuc VPN
Gateway peer va thiét 1ap duong két ndi an toan gitta VPN Gateway peers dé chuan bi
cho IKE Phase II.

Két qua sau khi dam phén IKE Phase | 1a by IKE SA.
IKE Phase | ¢6 thé chay & Main Mode hodc Aggressive Mode.
2.5.2.1 Main Mode

Qua trinh hoat dong cua IKE Phase I Main Mode chia lam 3 budc nho, moi bude
st dung 2 goi tin dé hoat dong. Nhu vay tong cdng c6 6 goi tin & Main Mode.

e Step 2-1: Negotiate the Policy.
e Step 2-2 : Diffie-Hellman Exchange.
e Step 2-3: Verify the peer Identify.

Phia khoi tao két ndi IPsec VPN 14 Initiator, phia con lai nhan két ndi IPsec VPN
la Responder.
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Initiator Responder
(Hwng) (Tan)
—_— 1 Ci - sa;i
LA — tl‘:]eg:tila_ate
) e Policy
2 Ci-Cr-SAr - (Cleartext)
3 Ci-Cr-a.ni
——LACNE Difie-Hellman
) ] B xchange
4Ci-Cr-B-N (Cleartext)

—_— 5Ci-Cr-]‘Dj_HASHi

Verify the peer

Identify

. . Hr
6 Ci-Cr-10r HAS (Encrypted)

Hinh A2 -9 : Main Mode Workflow
% Step 2-1: Negotiate the Policy

O g0i tin thiz nhdt, Initiator s& giri cho Responder chudi Cookie Ci cling voi bo
Policy SAi (Quy dinh cac thuat toan ma hda, Hash, phuong thirc xac thuec...).

Phia Responder néu tim dugc bd Policy phil hop SAr Vi phia Initiator, thi &
goi tin thur hai, Responder s€ guri vé cho Initiator chuoi Cookie Cr cung SAr.

Ca hai phia Initiator va Responder cling chay thuat toan Diffie-Hellman dé tim
ra cap Public key A va B.

_Chi tiét thuat toan duoc d& cap & DH Algorithm — Thudr toan Diffie Hellman
(Phan A — 1 — muc 2.4.5 trong cung Chapter).

% Step 2-2 : Diffie-Hellman Exchange

O goi tin thiz ba va goi tin thiz ze, Initiator va Responder sé& trao ddi cip Public
key A va B cung véi chuoi Nonce Ni va Nr cho nhau.

e Initiator guri Public Key A va Ni cho Responder.
e Responder gui Public Key B va Nr cho Initiator.

Tiép theo thuat toan Diffie-Hellman s& két thuc béng viéc tao ra Share Secret
Key K.

Tir Share Secret Key K, Shared Key ID (SKEYID) tiép tuc duoc tao ra bing
ham Hash hashfunc(key, data).

_ Phy thudc vao cach chon kiéu x4c thuc nhu thé ndo ma SKEYID s& dugc tao ra
bang cong thirc khac nhau. Qua trinh tao SKEYID s& dugc néu cu thé & phan tiép
theo.
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Tir SKEYID, tao tiép bo 3 key
e SKEYID_A dung dé xac thuc.
e SKEYID_E dung dé mi hoa.
e SKEYID_D dung cho non-ISAKMP SA.

SKEYID_D = hashfunc(SKEYID, K|Ci|Cr|0)
SKEYID_A = hashfunc(SKEYID, SKEYID_DI|K|Ci|Cr|1)
SKEYID_E = hashfunc(SKEYID, SKEYID_A|K|Ci|Cr|2)

Do Share Secret Key K cua Initiator va Responder 1a gibng nhau, cho nén cac
key SKEYID, SKEYID_A, SKEYID_E, SKEYID_D duoc tao ra 12 giéng nhau &
ca hai phia Initiator va Responder.

% Step 2-3 : Verify the peer ldentify

Goi tin thiz nam va goi tin thi sau s€ dugc mé hda voi SKEYID_E va xac thuc
vGi chudi Hash HASHi va HASHTr.

HASHIi = hashfunc(SKEYID, A|B|Ci|Cr|SAr|IDi)
HASHT = hashfunc(SKEYID, A|B|Cr|Ci|SAi|IDr)

Trong goi tin thir nam va goi tin thit sau s€ kém theo gia tri xac dinh danh tinh —
identification cta Initiator va Responder IDi va IDr.

Mot didu can chi ¥ 13 trong Main Mode, bai vi gi tri IDi ¢ g6i tin thi nam da
duoc encrypted, cho nén phia Responder s& hoan toan khong biét 1a dang giao tiép voi
ai. Cho nén trong trudng hop sir dung Pre-shared Key cach nhan biét duy nhat 1a théng
qua Source IP cua phia Initiator.

2.5.2.2 Aggressive Mode

Aggressive Mode chi sir dung 3 goi tin dé dam phan thay vi 6 nhu & Main Mode.
Nhu vy toc d6 lam vigc ¢ Phase I s& dugc tang 1én déng k€. Tuy nhién, cai gid d€ co
dugc toc do do 1a kha nang bao mat bi giam.

Initiator Responder
(Hwng) (Tan)
j - i A _ j _ ] j'
) - Hashr
ﬁ—Ci—Cr-SN'B'Nr -

Hinh A2 — 10 : Aggressive Mode
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O go6i tin thiz nhdt, Initiator giri bd Policy SAi, chudi cookie Ci, DH Public key A,
gia tri Nonce Di va gia tri xac dinh danh tinh IDi cho Responder.

O goi tin the hai, Response giri tra 101 chudi Cr, DH Public key B, gi4 tri Nonce
Nr va gia tri xac dinh danh tinh IDr, gia tri xac thuc HASHr.

O goi tin thet ba, Initiator guri gia tri xac thue HASHi cho Response.

Aggressive Mode thuong dugc dung trong Remote Access VPN, vi khi s dung
Remote Access thi Responder (tic VPN Gateway) khong hé biét gi vé dia chi cua
Initiator (Remote Users) va Pre-shared Key dugc chon nhu 1a phuong phap xac thyec.

Aggressive Mode kém bao mét hon Main Mode vi cac thong tin dinh danh dugc
gui ¢ dang cleartext va cac tham so ctia DH khong dugc dam phéan.

2.5.2.3 Authentication Method
s Prehared Key

Pre-shared Key s& duoc thiét lap trude bang Out-of-Band. Cho nén ca hai phia
Initiator va Responder phai co6 cung Pre-shared Key mai thiét 1ap dugc IKE Phase 1.

Tir Pre-shared Key, gia tri SKEYID s& duoc tao ra bang ham Hash

SKEYID = hashfunc(PreShared Key, Ni|Nr)

Nhuoc d1ém cua Pre-shared Key la trong Main Mode, Pre-shared Key dd duoc
encrypted, neu Pre-shared Key bi 16 hodc bi Hacker tin cong bang BruteForce thi s&
16 ra diém yéu. Cho nén Pre-shared Key dugc khuyén cdo chi sir dung trong moi
truong Remote Access, moi truong ma dia chi cua Initiator khong xac dinh va chi co
céch xé&c thuc duy nhét 1a dung Pre-shared Key hoic Certificate cAp cho User.

Han ché khac 1a Pre-shared Key khong c6 tinh mé rong, vi méi cip VPN
Gateway phai tao mot bo Pre-shared Key khac nhau.
% Digital Signature

Khi sir dung Digital Signature, thi cac Peer ¢ thé xac thuc thong qua Public
Key Signature ciia DSS hoac RSA.

Public Key thuong dugc dam bao thong qua Certificate. Do d6 IKE cho phep
trao doi Certificate dé xac thuc lan nhau.

Véi Digital Signature thi ¢ goi tin thiz ba va goi tin thir fur S€ co yéuqcﬁu gui
Certificate. Va & goi tin thir nam va goi tin thir sau, Certificate sé duogc trao doi.

Sy khac biét giita xac thuc bang Pre-shared Key va Digital Signature la & 90| tin
thir nam va goi tin thiz sdu, Pre-shared Key dung chudi HASHi va HASHr dé xac

thuc, con dbi voi Digital Signature thi s& thém mot bude la dung chudi HASHi va
HASHT dugc ky bang Private Key d€ xac thuc.

HASHi = hashfunc(SKEYID, A|B|Ci|Cr|SAr|IDi)
HASHT = hashfunc(SKEYID, A|B|Cr|Ci|SAi|IDr)
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SIGi = PRIVATEKEY_i(HASHI)
SIGr = PRIVATEKEY _r(HASHTr)

Initiator Responder
(Hwng) (Tan)
. 1Ci-sai
A — tl;eg:tila_ate
) e Policy
2 Ci-Cr-SAr — (Cleartext)
— 3 Ci-Cr- i
Lo AN Diffie-Hellman
. ] Exchange
4ci-Cr-B-NI (Cleartext)

3 Ci- Cr - IDi - CERT; .-

SIGL | Verify the peer
Identify

- SIGr_
2;01 . Cr - 1D - CERTE (Encrypted)

Hinh A2 — 11 : Main Mode with Certificate
Chudi SKEYID s& dugc tinh bang ham Hash

SKEYID = hashfunc(Ni|Nr|K)

Ca hai phia sau khi nhan dugc chudi SIGi va SIGr s& dung Public key trong
Certificate dé decrypted.

2.5.3 Step 3: IKE Phase Il

~ Muc dich cua Phase II 1a dam phan b6 IPsec Policy (Phase II Policy), thiét lap dudng
két noi an toan gitta VPN Gateway peers cho viéc truyén dit liéu bang hay giao thuc la
ESP va AH.
IKE Phase Il hoat dong & Quick Mode va str dung 3 goi tin dé dam phan.

Qua trinh dam phan cua IKE Phase 11 dugc bao vé boi IKE SA, cho nén cac goi tin
cua IKE Phase Il s¢ dugc encrypted bang SKEYID E va xac thuc bang SKEYID A.
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Initiator Responder
(Hwng) (Tan)
1 C"C"SAJ'-NIZ-:ni-mr-HASH

_1Dr - HASH_2

2 Ci-Cr-Shr-Nr2- 1D
3Ci-Cr_Ha$h-3

Hinh A2 — 12 : Quick Mode

< GOi tin thtr nhat

Goi tin thei nhat di ti phia Initiator chira by Policy SAi cho IKE Phase Il, chudi
Nonce dugc tao mdi Ni2 va chuoi HASH_1 @é xac thuec.

Muc dich viée tao chudi Nonce méi 1a dé tao mdi bd key, bén canh do6 con Chéng
dugc Replay-Attack.

Dé chdng lai viéc Hacker c6 thé can thiép vao qué trinh hOa‘E dong cua IKE Phase
I, thi chitc nang Perfect Forward Secrecy (PFS) dugc str dung dé tao bd key cho IKE
Phase II.

Khi PFS duoc kich hoat thi thuat toan DH sé tao lai bd Public Key X, Y méi thay
cho bg A, B cii ¢ Phase I, do d6 Share Secret Key K2 ciing s€ khac K.

Khi @6 chudi HASH_1 s& c6 hai truong hop

HASH_1 = hashfunc(SKEYID_A, Mid|SAi|Ni2) khi khéng c6 PFS
HASH_1 = hashfunc(SKEYID_A, Mid|SAi|Ni2|X|IDi|IDr) véi PFS

V6i Mid 1a Message 1D 1a gid tri dung dé nhan biét mot phién tao IPSec. Vi cling
mot lac VPN Gateway c6 the tham gia vao nhicu VPN Community khac nhau, néu Mid
la mot gia tri dé phan biét cac phién tao két noi. Gia tri Mid s€ khong bi encrypted.
% G0i tin thr hai

O gi tin thii hai thi Responder s& giti tra vé bo Policy SAr phil hop, chudi Nonce
duoc tao mai Nr2 cung chuoi HASH_2.
HASH_2 = hashfunc(SKEYID_A’, Mid|SAr|Ni2|Nr2) khi khéng c6 PFS
HASH_2 = hashfunc(SKEYID_A’, Mid|SAr|Ni2|Nr2|Y|IDi|IDr) véi PFS

% G0i tin thir ba

_ Gi tin ther ba thi phia Initiator s& xac thuc véi chu§i HASH_3. Gia tri nay dung
dé xac thyc Initiator vi khi nay Initiator da c6 ca hai chuo6i Ni2 va Nr2. Néu HASH_3
khong phu hop, tire Attacker da ding cac gdi tin Quick Mode cua phién giao dich trude
de tan cong Replay-Attack.
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HASH_3 = hashfunc(SKEYID_A’,0|Mid|Ni2|Nr2)

Két qua ¢am phén cia IKE Phase II 1a bo IPsec SAs.
2.5.4 Step 4 : Data Transfer

Sau khi IKE Phase Il hoan thanh, thi qué trinh truyén dir liéu ciia ngudi ding duoc
bat dau. Tat ca dir liéu thoa yéu cau cia Access Control Policy s€ dugc bao vé bang
duong IPsec VPN.

2.5.5 Step 5: IPsec Tunnel Termination

Mot két ndi IPsec s& két thuc khi thoi gian ton tai — Life time caa IPsec SA két thuc
(Sau mdt khoang thoi gian hodc dat toi mirc dung luong xac dinh).

Sau khi két ndi IPsec két thic thi IKE Phase 11 s& dam phan lai tao két ndi IPsec méi,
hodc ca IKE Phase I s& dam phan lai néu IKE SA hét thoi gian ton tai.

Sau khi dam phan lai thi duong IPsec madi s€ dung bg IPsec SA moi.

Thong thudng cic bd SA méi s& duge dam phan trude khi bd SA cii hét thoi gian ton
tai, cho nén hoat dong cua IPsec luon lién tuc ma khéng hé c6 sy gian doan.

2.6 VPN Communities and Terminology
% VPN Gateway (VPN Community member)
e Noi dén cac Gateway tham gia vao viéc tao két néi VPN.
¢ VPN Gateway dam nhan vi¢c encrypted/decrypted dir lidu.

e VPN Gateway c6 thé 1& mot phan mém tich hop, mot module chuyén dung
hoac co6 thé 1a ca mot cluster (Tang kha nang Availability va LoadSharing).

% VPN Domain (Encryption Domain)

e La céc host, cac network nim phia sau Gateway, dir liéu giita cac VPN
domain sé dugc encrypted.

e VPN domain s¢ quy dir}h cac host, network nao s€ su dung duong VPN, nén
nhitng network khong can thiét nhu DMZ déu khong thugc VPN domain.

% Endpoint
e La cac nguoi dung, thiét bi cu thé trong VPN Domain.
% VPN Site
e Latap hop Gateway va cac VPN domain sau Gateway do.

e Mot VPN Site thuong 1 mot chi nhanh cta cong ty, cic td chirc ngang
hang...

% VPN Community

e La duong két néi VPN cling véi nhitng thudc tinh ciia duong VPN d6 (thuat
toan mé hda, thuat toan Hash, DH...).
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Community Member

S

VPN Tunnel

VPN
Domain

Endpoint

Endpoint

VPN S
Gateway Endpoint

VPN Site

VFN Community

Hinh A2 — 13 : VPN Terminology

2.7 IKE DoS Attack and Protection
2.7.1 IKE DoS Attack

Denial of Service — DoS Attack 1a phuong phap tan cong nham vao kha nang xu ly
cua h¢ thong méy tinh, 1am hé thong qua tai, khién nguoi ding that sy khong thé truy cap
duoc vao dich vu hoac lam té liét ca dich vu do.

DoS khong phai la mdi de doa truc tiép t6i tinh bi mat dir liéu cua nguoi dung hodc
chiém quyén hé thong DoS chi don gian st dung hét tai nguyen ctia h¢ thong (Nhu CPU,
RAM...) dé hé thdng khong thé xir Iy duoc nhitng yéu cau tir phia nguoi dung.

C6 hai dang tin cong DoS
o Dang thir nhit : Giri cac géi tin rac dé 1am service bi 16i va crash.

» Dang thir hai : Khai thac cac 16 hong cua service hay protocol bang cach guri cac
goi tin c6 khuén mau (Well-form packet). IKE DoS Attack thudc dang tan cong
nay.

IKE DoS Attack s& tao ra cac goi tin dau tién ¢ IKE Phase 1 vdi Source IP khac nhau,
khién Gateway phai xir 1y cac goi tin do lién tuc.

Qua trinh xur ly lién tuc cua Gateway s€ tiéu tbn mot lwgng 16n tai nguyén cua
Gateway vé CPU va RAM, khién Gateway tré nén qua tai va nhiing yéu cau tir phia
nguoi dung hop phéap sé khong dugce dap tng.

2.7.2 Checkpoint Solution

Khi s6 Iugng cac két ndi dam phan IKE vao Gateway ting 1én vuot mic ngudng, thi
Gateway s¢ qua tai hodc dang bi IKE DoS Attack. Trong truong hop nay Gateway s€ loc
ra cac peer c6 do tin tudng va cac peer cO su nghi ngd 1a nguon cua DoS Attack.

Co hai dang bao vé Gateway trudc cac cudc IKE DoS Attack

e Stateless Protection.
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e Puzzles Protection.
2.7.2.1 Stateless Protection

Stateless Protection s& hodn lai viéc cap tai nguyén cho mot peer dé tao két ndi
cho téi khi peer d6 chimg minh dugc nd 1a nguoi dung hop phap.

Néu Gateway dang trong tinh trang qua tai hoac bi IKE DoS Attack, khi nhan
duge mot yéu cau két nbi IKE, Gateway s& tra 10i lai bang mot goi tin chira mot chudi
s6 do Gateway tao ra. Khi do Gateway s€ khong xu 1y yéu cau tao két ndi IKE ma chi
Iwu lai trang thai ciia chudi s Gateway guri di.

Phia tao két’ ndi khi nhan duoc g061 tin tor Gateway s€ phai tao lai két ndi IKE khéc
kém theo chuoi so cua Gateway gtri cho.

1 Connection Request

'&‘ 2 Close Connection
s | Unique Number |

-—

3 New Connection Request_

>

|_Unigque Number | Gateway

Client

Hinh A2 — 14 : Stateless Protection

~ Phia Gateway khi nhan duoc két ndi IKE chira chudi s6 d6 s& dong y thiét 1ap két
noi du cho Gateway dang trong tinh trang qué tai.

Néu Gateway nhan dugc nhiéu két ndi IKE tir nhiéu IP khac nhau thi mdi IP s&
dugc tra 16i v6i cac chudi sb khac nhau, va mdi IP déu dugc yéu cau tao két ndi IKE
méi voi chudi sé ma né nhin duge. Do d6 néu IP do 1a IP gia mao (IP Spoofing) thi
Gateway sé khong bao gio nhan dugc chu01 s6 do tir attacker. Tir d6 s& khién cho
attacker that bai trong viéc guri hang loat két ndi IKE tir nhiéu IP khac nhau.

2.7.2.2 Puzzles Protection

Diém yéu cua Stateless Protection d6 1a chi c6 kha ning bao vé Gateway trudc
cac két noi tir mot nguon xac dinh (nhu mot peer Gateway vai dia chi tinh) hoac nhiing
attacker c6 kién thirc kém vé VPN.

Trong truong hop Attacker st dung nhiéu dia chi IP khac nhau dé tao két ndi IKE
V&1 chuoi so tao két noi bat ky, thi dén mot lic nao d6 Gateway ciing sé bi ha guc.

Nhu vay trong truong hop cac ngudn két ni khong xac dinh duoc source (nhur tir
mot peer Gateway v6i DAIP hodc SecuRemote/SecureClient) thi phuong phap Puzzles
Protection la lya chon tot nhat.

Thay vi sir dung chudi s6 dé ngin ngira IKE DoS Attack thi Puzzles Protection s&
yéu cau phia tao két nbi phai giai mot bai toan phirc tap. Dé giai dugc bai toan do thi
moi may phai tén mot khoang thoi gian ngin (vai bal toan trong mot gidy). Tuy nhién,
voi khoang thoi gian d6 ciing du khién cho viéc tan cong DoS thét bai (vi chi vai yéu
cau tao két ndi dugc guri trong mot gidy).
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1 Connection Request _

wiisf

Q\' - 2 Puzzle Solve Request =

Client &5 3 Puzzle Solved

» Gateway
Hinh A2 — 15 : Puzzles Protection

2.8 Access Control and VPN Communities

Céu hinh cac VPN Gateways vao mot VPN Community nghia 1a néu cac VPN Gateway
d6 duoc phép giao tiép voi nhau thdng qua cac Access Control Policy thi traffic cua giao
tiép do s& duoc encrypted.

Cau hinh Access Control Policy la ¢ thé Firewall trén SmartDashboard. Théng qua cot
“VPN” ¢6 trong Access Control Policy, ta cd thé quy dinh nhitng két ndi ndo 1a thugc mot
VPN Community xac dinh.

Nhu vay viée dit cac Access Control Policy dé quan 1y cac két ndi co6 hay khong duoc
st dung duong VPN 13 hét strc quan trong. Bai vi khong phai két ndi ndo ciing tir Site nay
sang Site khac, ma c6 nhirng két ndi tir host trong mang Private truy cip ra Internet hoic
vao mét vung khac nhu DMZ.

Vidu ta ¢6 cap Access Control Policy nhu sau

22 Firewall | 723 nat | {3 s | E30 anti-spam & Mail | £ anti-virus & URL Fikering | 5 ss0ven | €3 1psec ven | G qos |

‘ 2 Lboaw QT | & Any [*] &y Traffic TP kttp | €Y sccept | = None | @B QT | % any

AL Lap WyT | At Lan_aT

1Ly QT AL T ﬁ HoaSen_Commu | TP Hitp @ accept Lag E QT | ok Any

Hinh A2 — 16 : Access Control Rule Example

e Néu cac két giita hai Vung Private Quang Trung va Nguyén Vin Trang sir dung
dich vu HTTP thi c4c két ndi d6 s& dugc mi hoa va di duong VPN.

e Néu két ndi tir ving Private Quang Trung ra moi noi (trir viing Private Nguyén
Vian Trang) va su dung dich vu HTTP s€ khong dugc encrypted.

_ Trong trudng hop két ndi tr vung Private khong dugc encrypted di ra ving Public thi ta
can phai dat thém NAT Rule, dong thoi ta phai Disable chitc nang NAT trong duong VPN
dé ca hai Access Control Policy hoat dong binh thuong va hiéu qua.
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C . Remote Access VPN

1 Overview
1.1 Need for Remote Access VPN

Trong mot sb truong hop, nguoi ding & xa c6 nhu cau két ndi téi cong ty dé 1am viéc,
up/down dir li¢u, thi dicu quan trong ¢ day phai dam bao nhirng duong két noi do s€ an
toan, nhanh chong va dat hi€u qua cao.

Thira hudng nhitng dac tinh cua IPsec VPN (Bao mat, dam bao toan ven di liéu va co
co che xéac thye chinh xac), Remote Access VPN dem lai cho nguoi dung tir xa — Remote
Users nhitng vu di€ém nhu sau

e Dam bao tinh an toan vé dit lidu.
e Tao két ndi an toan tir ngudi dung vé cong ty.
e Co ché xac thuc hiéu qua.
e Han ché tbi da nhitng budc cau hinh phuc tap.
e SU dung moi lic moi noi (Chi can c6 két ndi Internet).
o Khdng yéu cau thiét bi dic biét dé thiét lap két nbi.
e Ap dit cac chinh sach lén nguoi ding & xa.
Remote Access VPN dugc sir dung trong nhiéu truong hop nhur
e Nguoi dung thudng xuyén thay doi vi tri.

e Vi tri khoi két ndi cua nguoi ding thuong xuyén thay doi (Sang két ndi t6i
Headquarters, chiéu két noi téi Branch).

e Ngudi dung sir dung mdi trudng két nbi 1a Wireless.
1.2 Checkpoint Solution
Checkpoint cé ba giai phap Remote Access VPN danh cho doanh nghiép

e Sur dung Secureclient (SecureClient/SecuRemote — Endpoint Connect — Endpoint
Security — SecureClient Mobile).

e SSL.
e SSL Network Extender.

Céc san pham cung cip Remote Access VPN chinh ciia Checkpoint 1a Checkpoint
Security Gateway va Connectra.

1.2.1 Remote Access and Components
M6 hinh Remote Access bao gém cac thanh phan sau
e Remote Access Community.
e SecureClient/SecuRemote.
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e Connection Mode.
e Users Profiles.
e Access Control.
o Client-Gateway Authentication Schemes.
e Advanced Features.
1.2.1.1 SecureClient/SecuRemote and Features

SecuRemote I phan mém két ndi Remote Access cho phép ngudi ding sur dung
Remote Access mot cach nhanh chong va dé dang.

SecureClient 1a phién ban mé rong ctia SecuRemote, thém vao nhitng chirc nang
cao cap, dugc chia 1am ba nhom chinh

» Security features
e Desktop Security Policy
e Logging and Alerts
e Secure Configuration Verification (SCV)
» Connectivity features
e Hub Mode
e Office Mode
e Visitor Mode
» Management features
e Automatic Software Distribution
e Avanced Packaging and Distribution Options
e Diagnostic tools
1.2.1.2 Connection Mode

Phu thuoc vao muc dich sir dung va do bao mat cta hé théng, cc van dé cua hé
thong mang thi cdc Remote Access dugc chia 1am ba dang két noi chinh

e Hub Mode.
e Office Mode.
e Visitor Mode.
1.2.1.3 User profiles
La cac profile dugce dinh nghia (Do nguoi dung dinh nghia hodc dinh nghia trude
boi nguoi quan tri) dé st dung duong Remote Access VPN.
User Profiles dugc str dung boi ngudi dung, cho phép luu lai cac cau hinh két ndi
(Remote Gateway, Policies, Authentication Method... ).
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User Profiles duoc sir dung nhiéu cho ngudi dung mobile (Laptop, smartphone,
iPhone/iPad), la dang Remote Users thay d6i vi tri lién tuc, di kém theo nhitng ric rdi
v6i hé théng mang noi nguoi ding (NAT, Firewall).

1.2.1.4 Access Control

Access Control két hop voi Remote Access Community s& tao ra cac quy dinh sir
dung duong Remote Access va tai nguyén hé thong nhu thé nao.

Remote Access Community qui dinh Users nao dugc phép dung Remote Access.

Access Control s€ quy dinh Users nao (Sau khi dugc cho phép dl]r)g Remote
Access) dugc phép dung tai nguyén va dich vu nao, Users nao bi han ché quyén sir
dung.

1.2.1.5 Client-Gateway Authentication Schemes

X&c thyc 1a mot trong nhirng nhan t§ chinh tao nén tinh an toan cho duong két
noi. Hai dang xac thuc duoc stir dung chinh 1a Digital certificates va Pre-shared Key.

Ngoai ra con céc dang xac thuc khac nhu One Time Password, SecurlD...
% Digital certificates.

Digital Certificate 1a phuong phap xac thuc don gian va hiéu qua nhat trong
Remote Access VPN. Ca hai phia Remote User va Remote Access Gateway deu
phai c6 Certificate dé xac thuc lan nhau.

Certificate sir dung phai dugc xac dinh 1a ¢ hi¢u luc
e Duoc cip boi Trusted CA.
e Van cOn gié tri sir dung (Chua hét han hoic bi thu hdi - Revoked).
Certificate cd thé duoc cip boi hai ngudn
e Internal CA (Do chinh Remote Access Gateway Cap).
e External CA (Third Party CA).
Certificate duogc tao va giri &én nguoi nhin qua Out-of-band.
% Pre-shared Key

~Ca hai phia Remote User va Remote Access Gateway s& dugc tao bo key
giong nhau. Khi xac thuc thi Remote User gui Pre-shared Key cho Remote
Access Gateway, néu ding chinh xac key thi két noi dugc tao.

Mbi Remote User s& c6 mot Pre-shared Key khac nhau.

Xac thuc bﬁng Pre-shared Key s& khong an toan béjng Certificate, vi cac Pre-
shared Key c6 thé giong nhau con Certificate 1a doc nhat.

1.2.1.6 Advanced Features

Mot s6 chitc ning mo rong ciia Remote Access 12 sir dung L2TP dé két ndi hoic
cap IP per User/Group.
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1.2.2 Connectra and Deloyment

Connectra la mot thiét bj chuyén dung (Connectra Appliance) hodc ¢ thé 1a mot may
tinh cai phan mém Connectra (Connectra Software) dugc dung nhu mot cong két ndi —
Remote Access Gateway véi nhiéu chirc nang tién tién nhu

e H& tro két ndi an toan qua nén Web — SSL.
e Tich hop san IPS.

e Dédang quan ly.

e Ho trg Endpoint Connect Client.

e Thich tmg va hd trg Endpoint Security.

e HO trg xac thuc SecurlD va SMS.

Hai mé hinh trién khai Connectra vao h¢ thong thuong dugc st dung 12 trién khai
Connectra vao vung DMZ va trién khai Connectra vao LAN. Nhung thong thuong
Connectra dugc trién khai chu yéu vao vung DMZ.

DU 1a ¢ dang trién khai ndo thi két ndi tir LAN toi Connectra 14 tryc tiép, con tir
Internet téi Connectra 1a thong qua NAT.

1.2.2.1 Deploy Connectra in DMZ

Khi Connectra dugc trién khai trong DMZ s& loai bo hoan toan céc két ndi tir
Internet vao LAN.

. 4 \\ Firewall
/

b
Internet —l\p

Remote User

Encrypted

\ Connectra ,} = = = = Cleartext

DMz

Hinh A3 -1 : Connectra in DMZ

Céc két ndi duoc tao tir Users (Tir LAN hodc tir Internet) s& t6i thiét bi Firewall.
Phu thudc vao Access Control Rule ¢ Firewall ma két noi s€ dugc tiép tuc hay ket thuc.

Néu két ndi dugc cho phép thi két ndi duoc dua tdi Connectra, Connectra s& xac
thuc Remote User. Két noi tir User td1 Connectra dugc encrypted bang SSL.

Phu thudc vao Access Control Rule trén Connectra (Trong Connectra goi 1a
Access to Application) ma Remote Users dugc phép truy cép tai nguyén va dich vu
trong vung Internal (Bao gom LAN, DMZ va Management).



m Truong Pai hoc Hoa Sen Cao Hiép Hung — Lwong Hiru Tan

Connectra thay mat User truy cip tai nguyén, dich vu & ving Internal, két ndi tir
Connectra téi vung Internal la cleartext (Hoac la encrypted néu c¢6 nhu cau).

Nhu vdy, mét ung dung trong vung Internal duoc cdp quyén s dung bai
Connectra lan Firewall néu host chira g dung khong nam trong ving DMZ.

1.2.2.2 Deploying Connectra on a LAN

Vi Connectra duoc trién khai trong LAN, thi két ndi tir viing Internet s& truc tiép
di tai vung LAN (cu thé 1a thiét bi connectra), két noi nay dugc encrypted bang SSL.

Néu c6 bat ky hanh vi truy cap bat hop phap vao tai nguyén viing LAN ma khong
dugc nhan biét boi Connectra, thi Firewall khéng thé ngan chian dugc hanh vi do.

Firewall

Internet = l‘p‘

Remote User

Encrypted
Internal - = = = Cleartext

Hinh A3 -2 : Connectra on LAN
1.2.2.3 Deploying a Connectra Cluster

Sy bung nd cong nghé hién tai giup ngudi ding cang co nhleu phuong phap hoc
tap hon. Va hién tai eLearning la phuong phap hoc ngoai gio tot nhat ma cac truong
Pai hoc c6 thé cung cip cho sinh vién.

eLearning c6 thé chira cac bai viét, cic bai presentation, cac doan ghi 4m cua
giang vién, hoac c0 thé 1a video clip.
Vi lugng tai nguyen nhiéu cung s6 luong sinh Vlen su dung hé thong eLearning

nhidu s& nay sinh ra van de qua tai cho cac cong két ndi. Tir 46 can c6 giai phap can
bang tai cho cac cong két ndi ndy, va giai phap cua Checkpoint Connectra Cluster.

1.2.3 User Database

Remote Access Gateway cung cip nhiéu dang co so dit liéu — user database dé luu trit
tai khoan cua Users (Bao gom Username, Passwor, Certificate, eMail...).

Céc dang database duoc hd tro

e Internal

e LDAP

e RADIUS
e SecurlD

1.2.3.1 Internal

Cho phép Remote Access Gateway luu trit password cua Users trén database noi
bo (trén chinh Remote Access Gateway). Ung v&i moi User la mot password.
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1.2.3.2 LDAP

LDAP [a mot chuidn mé duoc ding cho nhiéu hang thiét bi khac nhau. Thong qua
LDAP thi Users dugc quan ly trén LDAP server lan Remote Access Gateway. Tuy
nhién toan bo user database nam trén LDAP server.

Khi c6 yéu cau két ndi cia Users di dén, thi yéu ciu xac thyc cia Users & dugc
guidén LDAP server.

Ngoai viéc str dung cho Remote Access Gateway, cung mot LDAP user database
6 thé dung cho céac tng dung va thiét bi khac véi nhiéu muc dich xac thuc khac nhau.

1.2.3.3 RADIUS

RADIUS la dang xac thuc thong qua mot server bén ngoai, tuy nhién trén Remote
Access Gateway khéng c6 quyéen quan ly Users nhu LDAP.

RADIUS cho phép nguoi quan tri tach biét chirc ndng xac thuc ra khoi chirc nang
uy quyeén truy cap.

Ciing nhu LDAP server, yéu cau xac thuc s& duoc giri dén RADIUS server.
1.2.3.4 SecurlD

SecurlD — duoc phat trién boi RSA Security — cho phép x4c thyc bang hai nhan t&
khac nhau (Two-Factor Authentication).

SecurID ddi hoi ngudi ding phai co ca thiét bi xac thuc Token 1an sé PIN hoic
Password.

Token s€ tao one-time Password va déng bd véi RSA ACE/server. Token c6 thé
la hardware (Smartcard, USB device) hoac software (RSA Security SID 820).

securl> L 3urn3 ) F

) 00660

Hinh A3 - 3 : RSA SecurlID 800 Hinh A3 -4 : RSA SecurlID 900
One-time Password duoc tao ra mot cach ngﬁu nhién va thay dbi lién tuc sau mot
khoang thoi gian xac dinh (méc dinh 1a 60 gidy).

Khi Users c6 nhu cau xéac thuc thi & Token 1dn ACE/Serrver déu tao ra cling mot
One-time Password, nguoi dung phai cung cap dung One-time Password so véi
ACE/Server méi c6 thé xac thyc thanh cong.

2 Resolving Connectivity Issues

Qua trinh trién khai VPN vao thuc té ¢ thé phat sinh rat nhiéu tré ngai, vi nguoi dung
Remote Access VPN da phan nim ngodi pham vi quan 1y ciia hé thong mang cong ty. Ho ¢
thé & nha, khéch san, nha hang, noi cong cong...Nhitng noi d6 luén c6 nhitng chinh sich
mang riéng nhu NAT, Firewall...ttr 46 phat sinh ra céc trg ngai nhu
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< NAT khdng hd trg géi tin bi phan manh — Fragmentation Packet.

R/

< Firewall han ché sb luong dich vu duoc phép truy cap.
2.1 NAT Related Issues

2.1.1 Packet Fragmentation

Nhitng phat sinh lién quan toi NAT da phan do NAT khong hd tro viéc dung lai cac
packet bi phan manh.

Khi Remote Users tao két ndi toi Remote Access Gateway thi nhitng géi tin IKE hodc
IPsec s& rat 1on (vuot qua gia tri MTU). Khi thiét bi x4c dinh packet vuot gia tri MTU thi
packet s& bi phan ra 1am nhiéu phan, mdi phan tao mdt packet mgi (Xay ra nhidu véi cac
goi tin UDP).

IP
Header

z
’

P Fragment 2 "'

ri 4

Layer 4 DATA Original Packet

Layer 4 DATA

IP UDP
Header |Header

Al Al
X Fragment 1 X

A Y

IP UDP Layer 4
Header | Header DATA

Hinh A3 -5 : Packet Fragmentation
e Packet dau tién s& chira UDP header va mot phan Layer 4 Data.

o Céc packets tiép theo chi chira Layer 4 Data.

Quy tic cia NAT la thay ddi thong tin cta IP header (IP address) 1in cia UDP header
(Port number). Khi fragment packet dau tién tai thiét bi NAT, thi g6i tin d6 s& duoc
translate thanh cong. Tuy nhién céc fragment packets tiép theo s& khong duoc thiét bi
NAT hiéu do khong chira UDP header, thiét bi NAT khi d6 s& drop cac fragment packet
d6 di, dong nghia vai viéc két ndi Remote Access tht bai.

O mbi gian doan ctia qua trinh thiét 1ap va truyén dir liéu ciia Remote Access, thi s& c6
mat gidi phap riéng dé khac phuc nhitng phat sinh cua NAT.

2.1.2 IKE Phase I Problem and Solutions

O IKE Phase I, thi s& ¢6 phan xac thyc qua lai giita Remote User va Remote Access
Gateway. Co hai phuong phap xac thuc chinh la Pre-shared Key va Digital Certificate.

Khi str dung Certificate thi s& ¢6 qua trinh trao d6i Certificate hodc cép nhat CRLs
(Certificate Revocation Lists). Néu Certificate hoac CRLs qua 16n s€ dan toi goi tin IKE
Phase | ciing 16n theo. Vay nén cac goi tin IKE Phase | s€ bi Fragment.

Giai phap don gian nhit ¢ day 1a s dung Pre-shared Key. Pre-shared Key don gian
vé mit cdu hinh l3n han ché van dé Fragment. Tuy nhién Pre-shared Key khong an toan
va bdo mat nhu Certificate (Lo password khi nhép, IKE Pre-shared Key crack...). Vay
trong truong hop khong sir dung Pre-shared Key thi can phai c6 mot giai phap t6i uu hon.
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2.1.2.1 IKE over TCP

Mic dinh IKE s& sir dung g6i tin UDP dé dam phan két ndi, tuy nhién trong
Remote Access, do van dé cia NAT ma ta ¢6 thé cau hinh cho IKE dam phan dua trén
g6i tin TCP (G6i TCP s& khong bi Fragment). O TCP header, co DF (do not fragment)
s& dugc bat 1én, ddng thoi TCP tao mot phién két ndi day du (Full TCP session) giita
Remote User va Remote Access Gateway.

Mo, Time Source - Destination Pratocol Irfa
8 54922? 6l.1.1.

1.1 62.1.1.1 ISAKMP Identity Protection (Main Model
51.1.1.1 62.1.1. SAKMP Identi1ty Protection (Main Mode)
1.1
1

12 2. 825986 61.1.1. 62.1.1.1 ISAKMP Identity Protection (Main Mode)
12 2 NP an (=5 B B | rednht TCTH Akl San—1 aclk- wiR—fATIA | ar

# Frame 10 (2856 bytes on wire, 286 bytes captured)
# Ethernet II, Src: Wmware_6l:e6:95 (00:0cC:29:61l:26:95), Dst: c2:00:02:d0:00:00 (c2:00:02:d0:00:00)
# Internet Protocol, src: 61.1.1.1 (6l.1.1.10), Dst: 62.1.1.1 (62.1.1.1)
smission Control Protocol, Src Port: isakmp (5000, Dst Port: rdrmshc (10750, Seqg: 153, Ack: 602,

[ T D dcalmm = Fannav_d

# Internet Security Association and Key Management Protocol

Hinh A3 -6 : IKE over TCP Packet

2122 IKEv2

Mot giai phap khac 1a sir dung IKEv2. V&i IKEv2 thi Certificate s& dugc trao doi
thong qua FTP hoac HTTP. Do d6 géi tin IKE Phase I s¢ khong vuot qua MTU va bi
fragmented.

2.1.3 IKE Phase Il Problem and Solutions

O Phase II thi qué trinh dam phan bo Policy danh cho IPsec Tunnel s& dugc thuc
hi¢n. Phia Remote Access Gateway s& dugc cau hinh San cac by Policy xac dinh. Tuy
nhién ¢ phia Remote Users lai khong dugc céu hinh sin cac bd Policy, ma phan mém
Remote Client s& tu tao ra tt cac bd policy c6 thé c6 dé phu hop véi Remote Access
Gateway, roi giri tat ca cac bo policy co duge toi Remote Access Gateway. Néu Remote
Access Gateway tim duoc bd policy gidng v6i bd policy ma Remote Access Gateway dé
duogc ciu hinh, két ndi dugc chip nhan.

Do d6 dan téi goi tin & Phase II rat 16n, vuot qua MTU va bi fragment. Véan dé
fragment lai phat sinh ¢ IKE Phase II.

Giai phap IKE over TCP nhu ¢ Phase I khong thé sir dung cho Phase 1. Boi vi &
Phase 11, qua trinh tao moi key s€ duoc thuc hién sau mot khoang thoi gian xac dinh (Hét
thot gian song cua SA — SA’s Life time hodc dung luong IPsec dugc st dung da het ), va
tir phia Remote User 1dn Remote Access Gateway déu c6 thé khorl tao két ndi yéu cau tao
mai key. Gia sir phia Remote Access Gateway khoi tao két ndi, thi di Remote Access
Gateway biét dugc dia chi IP cua thiét bi NAT, ciing khong thé khoi tao két ndi vi
Remote Access Gateway khong biét port nao trén thiét bi NAT s& duoc gan cho Remote
User (do NAT thay d6i port gan cho Users lién tuc sau mdi két ndi), hoic té hon 1a thiét
bi NAT khong hd trg cho phép Remote Access Gateway khai tao két ndi vao Remote
User.

Giai phap IKE over TCP trén thuc té 6 thé sir dung dugc, tuy nhién phai dam bao
cho két ndi cia Remote Access Gateway va Remote Users ludn duge m¢ (Static NAT,
danh riéng cho céac két nbi ndy cac socket riéng hodc lién tuc guri goi Keep-alive). Tuy
nhién lam nhu vay s& ton tai nguyén caa hé thong NAT va c6 thé thiét bi NAT d6 khong
hd trg cho ngudi dung.
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s Small IKE Phase Il Proposals

Giai phap tot nhét 1a phia Remote Access Gateway va Remote User cling khéi tao
cac bo policy vaoi sO lugng nho cac thuat toan Encryption va Integrity (Stir dung cac
thuat toan thuong dugc sir dung).

Néu khong c6 bd policy nao trong Scf) cac bd policy dugc gui boi Remote User
phu hop véi Remote Access Gateway, thi s6 lugng day du cac bo policy s€ dugce giri.

Thong thudng thi Remote Access Gateway s& dé dang tim dugc bd policy phll
hop trong s cac bd policy han ché duoc giri boi Remote User. Tuy nhién van co truong
hop khong tim duoc bd policy thich hop (Hay xay ra néu Remote Access Gateway six
dung thuét toan ma hda AES-128, vi AES-128 khong ndm trong s cac thuat toan ding
trong Small IKE Phase 11 Proposals), cho nén ta can chii ¥ vin dé nay khi thiét lap hé
thong Remote Access.

2.1.4 1Psec Data transfer Problem and Solutions
2.1.41 NAT Traversal

Trong giai doan truyén dit liéu cua IPsec, dir liéu cta ngudi ding s& dugc mé hda,
toan bo thong tin tir Layer 3 trg 1én (Bao gom IP header va Layer 4 Header) s& bi ma
hoa, mot IP header m&i duge thém vao. Do d6 thiét bi NAT khong thé biét dugc nodi
dung c6 trong Layer 4 Header, trong d6 chira thong tin port number ciia géi tin. Két qua
|2 thiét bi NAT khong thé translate goi tin IPsec, goi tin IPsec s& bi drop.

IP UDP Header Regular IP

Header Port x L packet
New UDP

Header Port x

P | IPsec

Header ESP - IPsec Segment Packet

UDP
IP New UDP
Header |Header Port x ESP - IPsec Segment Enc:s:::t:ted

Hinh A3 -7 : NAT Traversal Packet — 1

Giai phap ¢ day la ta s dong goi — Encapsulate cac IPsec Segment bing UDP,
con IP header van gitt nguyén. Nhu vay thi khi goi tin IPsec t&i thi€t bi NAT thi thict bi
NAT c0 thé translate goi tin ESP d6 nhu mgt goéi UDP binh thuong.

ho. - Time Source Destination Protocol Infa

29 L2000 L e I I L. l.l.1 EoF ESF LoFLl=UuXxils5235700)
60 25.07858% 61.1.1.1 62.1.1.1 ESP ESP (SPI=0x77552534)

26, 0681100 h2.1.1.1 ESP (SPI=0x1435370d)
62 26.068802 61.1.1.1 62.1.1.1 ESP [SPI=0x7F7552534)

Frame 61 (134 bytes on wire, 134 bytes captured)

Ethernet II, Src: C2:00:02:d0:00:00 (£2:00:02:c0:00:00), Dst: Vmware_6l:e6:95 (00:0C:29:61:26:95)
Internet Protocol, src: 62.1.1.1 ¢62.1.1.1), Dst: 61.1.1.1 (61.1.1.10

User Datagram Protocol, Src Port: jadl ¢1030), Dst Port: ipsec-nat-t (4500)

UDP Encapsulation of IPsec Packets

® Encapsulating Security Payload

Hinh A3 -8 : NAT Traversal Packet — 2

]
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Port thuong str dung cho “New UDP Header” 1a 4500 dugc qui dinh & IANA.
2.1.4.2 IPsec PMTU

~ Trude khi truyén dir liéu, thi IPsec s& phai tim xem déu 1a gia tri MTU thich hop
dé khi truyén trén internet, cac gai tin cia IPsec khong bi fragmented.

PMTU - Path Maximum Transmission Units Ia gi& tri MTU nho nhét trong s cac
gié tri MTU cua cac router trén duong di ctia goi tin.

Do gia tri MTU cua céc router 1a khac nhau, nén can c6 co ché xac dinh gia tri
PMTU sao cho chinh xac. C6 hai phuong phap dé xac dinh PMTU

e Active IPSec PMTU
e Passive IPSec PMTU
«» Active IPSec PMTU

Sau khi két thuc dam phan ¢ Phase II va trude khi dit liéu dugc truyén trén
duong IPsec, thi Remote User s€ thuc hién viéc guri nhicu goi tin vdi @6 16n khac
nhau. Céac goéi tin dugc gui déu c6 cd DF (Do not Fragment) duogc bat.

Khi router nao nhan dugc goi tin

> Néu goi tin ¢6 dung lugng nhé hon MTU ciia router thi géi tin duoc phép
di qua.
> Néu goi tin c6 dung lugng 16n hon MTU ciia router thi goi tin s& bi drop,
dong thoi router gui trd vé cho Remote User goi ICMP bdo 10i.
Duwa vao goi tin c6 dung luong 16n nhét di toi duoc dich ma khdng bi bao 164, thi
Remote User c0 thé tim ra gié tri PMTU.
% Passive IPSec PMTU

Vi Active PMTU, thi vin dé s& kho khin hon néu dudng di cia goi tin dugc
dinh tuyén dong — Dynamic Routing.

Passive IPsec PMTU s€ giai quyet van dé ndy bang cach van giri dir liéu trén
duong IPsec nhu binh thudng, nhung tit ca cac goi tin IPsec déu dugc bat cd DF.
Nhu vay néu c6 bat ky router nao ¢6 gia tri MTU nh6 hon dung lwong ctia goi tin, thi
goi tin s& bi drop, va mot goi ICMP s& dugc giri tra vé cho Remote Access Peers (12
Remote Access Gateway hoac Remote User).

Khi Remote Access Peers nhan dugc goi ICMP do, ghi Remote Access Peers sé
truyen lai goi tin bi drop va giam gia tri PMTU hién tai xuong.

Trén thuc té thi ca hai co ché ndy hoat dong mot cach tu dong. Vi cach tim
PMTU la giai thuat duoc str dung chung cho nhicu giao thirc.

2.2 Restricted Internet Access Issues
2.2.1 Overview

Remote Userss tao két ndi téi Remote Access Gateway thong qua hé théng mang cong
cong (Dich vu Internet, khach san, nha hang, thu vién...), thi nguoi quan tri nhirng hé
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thong mang cong cong d6 cd thé han ché cac dich vu ma nguoi dung c6 thé truy cap.
Thong thuong hai dich vu thuong dugce cho phép nhiéu nhat la HTTP va HTTPS.

Vén @& ndy sinh & day 1a IPsec chay & port 500 (cho qué trinh dam phéan ISAKMP),
nhu vdy vo tinh nguoi dung khong thé st dung Remote Access theo cach thong thuong
duoc nira vi Firewall da han ché dich vu.

2.2.2 Checkpoint Solution — Visitor Mode

Visitor Mode cho phép Remote Users c6 thé tao két ni t6i Remote Access Gateway
thdng qua cong SSL (port 443).

Pé chay dugc ché d6 ndy thi & ca hai phia déu phai dugc hd tro Visitor Mode.
o O Remote Access Gateway phai kich hoat chirc ning nay.
e O Remote Users phai str dung SecureClient va kich hoat chirc ning nay.
2.2.2.1 Number of Users
Dé c6 duoc hiéu ning tét nhat khi sir dung Visitor Mode
e Han ché tbi da sb lugng Users str dung Visitor Mode, chi dung khi can thiét.
e Ting sd lugng sockets c6 thé sir dung cho Visitor Mode.
2.2.2.2 Allocating Customized Ports

Ngoai su dung port SSL 443 ra thi Checkpoint con hs‘ trg str dung cac port khac
cho Visitor Mode. Khi sir dung port khac port 443 thi ta can phai cau hinh & Access
Remote Gateway lan c6 su cho phép sir dung ¢ thiét bi Firewall phia Remote Users.

2.2.2.3 Visitor Mode and Proxy Servers

Visitor Mode con c6 thé st dung duoc khi phia Remote Users c6 su dung Proxy
server. Trong truong hgp nay thi Remote Users s€ két noi toi Remote Access Gateway
thdng qua Proxy server.

2.2.2.4 Visitor Mode and Port 443 is Occupied By HTTPS server

Mot phét sinh khi stir dung Visitor Mode 12 ¢6 thé port 443 sir dung cho Visitor
Mode dang bi str dung bdi mot ing dung khac (SSL Network Extender, Static NAT téi
mot Server, sit dung cho Connectra...) trén Remote Access Gateway. Khi do cac két
ndi t&i Remote Access Gateway s& duoc bao 15i 12

“Visitor Mode Server failed to bind to XXX.XXX.XXX.XXX:YYy
(either port was already taken or the IP address does not exist)”

Pé giai quyét‘ truong hop phat sinh ndy ta c6 thé sir dung hai Interface cho phia
External (Ca hai déu c6 IP Pulic), mot phuc vu cho Visitor Mode, mdt phuc vu cho
HTTP server.
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3 Office Mode

3.1 Overview

Khi Remote Users sir dung dich vu mang cong cong dé tham gia vao Remote Access,
thi Remote Users cd thé s& nim phia sau mot thiét bji NAT va duoc cdp dia chi Private
(Non-Routable), chinh vi duoc cdp dia chi Private cho nén khi Remote Users sir dung
Remote Access s& xay ra nhiéu mau thuan.

% Firewall ctia cong ty chi cho phép mot s6 dich vu duoc truy cap boi Internal
Users. Néu Remote Users khong dugc cap dang dia chi thi khéng thé truy cép.

<  Dia chi cia Remote Users duoc cip boi internet cong cong triing véi dia chi
mang vung Internal ctia cong ty, tham chi dia chi IP cia Remote Users dugc cap
trung véi dia chi host chira tai nguyén ma Remote Users can truy cap.

= 10.0.0.0/24 :
EM --- Internet ---- -— ‘

e -23 ~SEPTIS S>
=y
Internal _
Server Gateway NAT Device

Hinh A3 -9 : Office Mode Problem

< Hai Remote Users duoc cdp cling mot dia chi IP, khi truy cap vao ciing mot tai
nguyén, thi tai nguyén cia cong ty s€ khong biét tra 161 cho Remote User nao.

3.2 Checkpoint Solution - Office Mode

Giai phap ciia Checkpoint 13 st dung Office mode. Vi Office mode thi mdi Remote
User s€ dugc cap mot IP khi két noi téi Remote Access Gateway va dugce Xac thuc thanh
cong.

Dia chi dugc cip co thé 1a tir chudi dia chi dugc xac dinh sin — IP Pool, thong qua
DHCP server hoac dia chi dugc cap riéng cho c&c group User.

Ngoai dia chi IP, Remote Users con dugc cép cho dia chi DNS va WINS dé c6 thé phan
giai tén mién trong vung Internal.

Office Mode hd trg cac dang két ndi thong qua
e SecureClient.
e SSL Network Extender.
o L2TP.
3.3 How Office Mode Works

Khi Remote Users khai tao két ndi t6i Remote Access Gateway, quéa trinh dam phan
IKE s& dién ra nhu binh thuong, tuy nhién ¢ gitta IKE Phase I va IKE Phase Il s& chay mot
mode goi 1a Config-mode.

Config-mode sé dam nhiém viéc cép dia chi IP, DNS server, WINS server. . .
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Sau khi cac dia chi IP dwoc Remote Access Gateway cip s& dugc gan cho mot Virtual
Interface (cong ao) trong hé dicu hanh cia Remote Users. Nhirng goi tin dugc dinh tuyén
vé mang Internal s€ di qua Virtual Interface nay.

Trude khi goi tin di qua NIC that thi goi tin s& dugc déng goi bang IPsec (hoic SSL)
véi Source IP 1a cua NIC that.

Day IP duoc cép cho Remote Users phai 1a ddy dia chi c6 thé dinh tuyén duoc tu
Remote Access Gateway, bai vi goi tin response phai dugc tra vé cho Remote Users.

3.4 Workflow

Khi mot packet tir Remote Users duoc gui di, néu Destination IP 13 thudc mang
Private cta cong ty, thi packet d6 s€ di qua Virtual Interface.

Packet d6 s& c6 Source IP 1a IP ctia Virtual Interface, Destination la ctia host trong
mang cua Private cong ty.

Packet sau khi ra khoi Virtual Interface s¢ duoc encrypt véi IPsec, dong thoi
encapsulate packet voi UDP header c6 thé dugc NAT va dinh tuyén.

IPsec Packet s€ co Source IP 1a IP cta Interface that (Do ISP hodc DHCP Server cua
mang cong cong cap), Destination IP la IP cua Remote Access Gateway.

Remote Access Gateway sau khi ’nhan duoc IPsec Packet sé gle-encgpsulate va
decrypted cho ra géi packet goc, packet goc nay sau do s€ dugc dinh tuyén di dén host theo
Destination IP.

Khi host tra 101 lai packet nhén duoc, packet t6i Remote Access Gateway thi Remote
Access Gateway s¢ lam tuong tu nhu Remote User (encrypt va encapsulate) dé tra vé cho
Remote User.

3.5 IP Address Allocation
C6 ba phuong phap cip IP cho Remote Users
e IP Pool
e DHCP Server
e RADIUS Server
3.5.1 IP Pool

Quan tri vién s€ tao ra cac IP Pool trén Remote Access Gateway, khi Remote Users
két noi vao Remote Access Gateway thi Remote Access Gateway sé tu dong cap cac dia
chi IP trong IP Pool da duoc tao.

IP duoc cap s& 1a IP ddc nhit (tranh truong hop tring IP).

IP Pool ¢6 thé cap IP dua trén source IP (img voi mot IP public s& dugc cap mot IP
trong Pool). Khi Remote Users két ndi toi Remote Access Gateway thi IP cia Remote
Users s¢ dugc so sanh véi d@y IP dugc dinh nghia san, néu Source IP ctia Remote Users
¢ nam trong IP Pool thi s& dugc cap.

Viéc cp IP dua trén source IP s& giup phan biét giita Users thuong va Users ¢ céc
guyén dac biét.
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3.5.2 DHCP

DHCP la phuong phap thir hai dé cap IP cho Remote Users trong Office Mode. Khi
Remote Users két ndi t6i Remote Access Gateway thi Remote Access Gateway s€ guri
request toi DHCP server dé cdp IP cho Remote Users. Request gui toi DHCP server sé
chira cac thudc tinh

e Host Name
e Fully Qualified Domain Name (FQDN)
e Vendor Class
e User Class
3.5.3 RADIUS Server
RADIUS Server trong Office Mode vira dugc dung dé xac thuc, vira ding dé cép IP.
Ca hai chirc nang (xac thuc va cap IP) can phai chay trén cling RADIUS Server.
IP Pool ma RADIUS Server dugc cip s& duoc quy dinh & Remote Access Gateway.
3.5.4 1P Allocation Order
Thir ty cap IP cho Remote Users Ia tir trén xudng
e Cap IP theo file ipassignment. conf.
e Xac thuc va cip IP theo RADIUS server.
e Su dung IP Pool hodac DHCP Server.

Khi phuong phéap cp IP khong dugce thuc hién thi Remote Access Gateway s¢ xét toi
phuong phap thir hai. Ti€p tuc cho dén khi Remote Users c¢6 dugc IP hodc khong cap
duogc IP (Do hét phuong phap dé chon).

3.5.5 IP pool Versus DHCP

Thong thuong viéc quan 1y IP address va cac van dé khac déu nam trén cling mot
thiet bi (d¢ dang va nhanh chéng), do 1a cap IP address cho Remote Users qua IP Pool.
Tuy nhién cach do chi hiéu qua doi véi nhirng hé thong nhd véi so lugng Users it.

D6i v6i hé théng 16n bao gom nhiéu thiét bi khac nhau hay 1a hé thong cluster thi
DHCP Ia lya chon hiéu qua nhit. Thong qua DHCP, ta ¢6 thé quan 1y tap trung cac IP
duogc cap cho tat ca cac thiét bi giri yéu ciu toi.

3.6 Optional Parameters
3.6.1 IP Address Lease duration

Sau khi Remote Users duoc cdp mot dia chi IP thi IP d6 chi duoc sir dung trong mot
khoang thoi gian xac dinh, khoang thoi gian d6 goi 1a “IP address Lease duration” — Thoi
gian st dung IP.

Remote User s& ty dong giri request dé 1am méi “IP address Lease duration” khi con
phan ntra thoi gian stir dung IP do
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Vi du “IP address Lease duration” la 60 phat, thi sau 30 phut thi request lam mai sé
duoc giri, néu request duoc chip nhan va IP dwoc 1am méi thi sau 30 phdt nita Remote
User méi giri request 1am mai khac. Néu request khong duoc chip nhdn hodc thit bai vi
mot 1y do nao do thi Remote User s& tiép tuc giri khi con phan nira thoi gian sir dung (Lan
tiép theo 1a 15phdt, tiép theo nita la 7.5 phdt, tiép theo 1a 3.25 phut...). Néu sau 60 phut
ma IP khong duoc 1am mai thi xem nhu duong két ndi d6 két thic.

Néu Remote User mudn st dung tiép dudng két ndi thi phai thuc hién tao két ndi
mai, dam phan IKE...

Néu IP duogc cap nam trong IP Pool dinh nghia trén Gateway thi “IP Address Lease
duration” s€ do Gateway xac dinh, mac dinh 1a 15 phut.

Néu IP do DHCP server cap thi “IP Address Lease duration” s& do DHCP server xac
dinh.

Néu Remote User ngit két ndi va tai két ndi toi Remote Access Gateway trong mot
khoang thoi gian ngan thi Remote User d6 s€ dugc cap cung mot dia chi.

3.6.2 WINS and DNS

Pé tién cho viéc truy cip ciia Remote Users vao cac host trong mang Private thi dja
chi WINS va DNS server sé dugc cap cho Remote Users.

Thong tin vé WINS va DNS server s& dugc giri t6i Remote Users cling voi thong tin
va dia chi IP.

3.7 Office Mode Per Site

_ Sau khi Remote Users két péi vao Remote Access Gateway thi Remote Users s& dugc
cap cho Office Mode IP (IP cap cho Interface ao). Tat ca cac goi tin di vé VPN Domain
cua cong ty s€ str dung Office Mode IP 1am source IP.

Cho nén Office Mode IP con dugc xem la thugc VPN Domain (thudc vung private
cua cong ty) néu dugc cau hinh va co thé tao két noi toi vung Private cia mot site khac
(chi nhanh cua cong ty).

Tat ca cac Gateway can phai biét Office Mode IP range thi méi sir dung duoc chirc
nang “Office Mode Per Site”.

Khi dung “Office Mode Per Site” thi ta khdng thé str dung chirc nang “IP per Users”.
QT NVT _'

[ >
“ Internet —'
Remote ‘ R
LAN_QT Group ¥ LAN_NVT
Remote Access Remote User

- = = = Site-to-Site

Hinh A3 - 10 : Office Mode per Site
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Nhur trén hinh ta thdy Remote User két n6i Remote Access vao Gateway QT va dugce
cap Office Mode IP. Do d6 Remote User c6 thé tao két noi tdi vung LAN cia NVT
Gateway (théng qua IPsec VPN Site-to-Site) nhu 1a mot User trong vung LAN cua QT.

e Gateway QT : VPN Domain = “LAN_QT” + “Remote Group”
e Gateway NVT : VPN Domain = “LAN_NVT”

3.8 IP per user

Trong mot sb truong hop, ta can cap dung dia chi cho mot User ndo d6 (do su han ché
truy cap dich vu cua Firewall véi mot s6 IP hodc can cip nhirng quyén truy cap dic biét
cho Power Users).

Hai phuwong phap giai quyét tot nhat 1a ding DHCP kém véi gan IP cho Users hoic
chinh stra trong file ipassignment. conf.

3.8.1 DHCP Solution
Dé giai quyét voi DHCP, ta 1am theo thr ty nhu sau
Buéc 1: Cau hinh DHCP.
Bude 2: Céu hinh Office Mode str dung DHCP dé cép IP.
Bude 3: O “MAC address for DHCP allocation” chon “Calculated per user name”.
Budc 4: Install Policy.
Budc 5: Dung Iénh sau dé xem MAC-Addess tung véi IP Addess.

C:iN>upn macutil 870112

vpn macutil <username> DB-DC-24-4F-49-D2, 878112

Budc 6: Trén DHCP server ta ciu hinh IP duoc cap ting véi MAC-Address da cho
bai 1énh macutil.

3.8.2 Ipassignment. conf Solution

Thang qua Ipassignment. conf thi ta ¢6 thé cap IP cho timg User. Ciu tric cua file
Ipassignment. conf bao gom nhiéu dong, moi dong sé ¢ 4 ¢t chinh

Gateway Type IP Address  User Name/Group Name

Vidu

QT  10.200.200.5 hiephung

QT addr 10.200.200.6 huutan

QT addr 10.200.1.1 CN=admin,CN=users,DC=lotus,DC=vn

QT addr 10.200.1.1  CN=admin2,0U=user,0=QT.lotus.vn.sgyw26
NVT range 100.200.10.1 —100.200.10.120/24 VTO071
NVT net  10.200.10.32/28 Professor
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% Gateway

Day 1a ct dinh ra tén Gateway s& cép IP cho Users, ta c6 th¢ diing Gateway
Name ciing c6 thé dung IP Address dé dinh cot Gateway.

< Type
La s6 Iuwgng IP co thé cap.
e addr : La dia chi xac dinh. Vidu : 10.200.200.5
e range : L& ddy dia chi lién tiép. Vi du : 100.200.10.1 — 100.200.10.120/24
e net: La mot subnet. Vidu : 10.200.10.32/28
% IP Address
Dia chi hodc day dia chi dugc cép.
% User Name/Group Name

C6 thé 1a username néu ding User Name/Group Name hoic 13 DN néu dung
Certificate.

e Certificate cdp bai LDAP : CN=admin,CN=users,DC=lotus,DC=vn
e Certificate cap boi ICA : CN=admin2,0U=user,0=QT.lotus.vn.sgyw26

3.9 Routing Table
3.9.1 Topology Overview

E 795 IP Pool : 194.1.1.0/24
.7
4
w
- 11.0.0.0/24
EM - gl '
g >
o - =
o

Gateway NAT Device

Hinh A3 - 11 : Example Topology
Phia Remote Access Gateway bao gom
e Management Zone :193.1.1.0/24
e LAN Zone :10.0.0.0/8
e DMZ Zone :195.1.1.0/24 (VPN Domain)
e Office Mode IP Pool :194.1.1.0/24
e Public IP Addess 161.1.1.1/24

3.9.2 Routing Table

Sau khi Remote User dugc cp IP trong Office Mode IP Pool, ddng thoi Remote User
cling s€ dugc cap mot bang Routing dé c6 thé tham gia nhu mét host trong mang Private.
Bat ky goi tin nao cling s€ dugc xét theo bang routing dua vao Destination cta goi tin.
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Néu Destination ctia goi tin 1a thudc mang 193.1.1.0/24 — 195.1.1.0/24 —
10.0.0.0/8 - 61.1.1.1/24 thi s& dugc route qua 194.1.1.1 (Metric = 1). Goi tin
di qua cong Interface 4o s€ dugc encapsulate bang VPN.

Con lai dugc default route théng qua default gateway 11.0.0.1 (Metric = 10).

Metmask Interface Metric
B.0.8.8 11.8.8.1 1.8.8.26 i@
255.255.255.
255.255.255.@
255.255.255.255
255 .255.255.255
255.255.255.255
255.0.9.@
255.255.255.
255.255.255.48

AR x

255.255.255.255
255.255.255.255
255.255.2585.0
248.0.9.0
248.0.9.0
255.255.255.255
255 .255.255.255

a.
1.1.
.a.
1.
.
1.
.1.25
1.
.a.
a

5.

e
MUEEECFEFEFE AT &S S

s A 0

Ethernet adapter LAN:

Connection—specific DMS Suffix

Ethernet adapter {6993BE18-2FF?-415F-864E-B879DEABESAR> -

Connection—specific DNE Suffix

IPHddPess...........:: 1 .
1P pddress, :[132- 354 355.0] Office Mode IP

Default Gateway

Hinh A3 - 12 : Office Mode Routing Table

Phu thudc vao viéc quy dinh VPN Domain ¢ phia Remote Access Gateway ma bang
routing & Remote User s€ dugc phép di dén mang Private nao.

Theo Topology thi VPN domain la ving DMZ (195.1.1.0/24) nén trong bang
routing thé hién 1a 195.1.1.0/24.

Cac mang con lai khong thuéc VPN Domain, Remote User chi c¢6 thé truy cép
dugc vao IP cia Remote Access Gateway nén trong bang routing thé hién la
193.1.1.1/32 -10.0.0.1/32 - 61.1.1.1/32.

3.10 SSL Network Extender
3.10.1 Overview

Khi Remote Users két ni téi cong ty, ngoai dudng truyén can dugc bao vé thi con
nhitng yéu cau dac biét khac can dugc dap tng & Remote Users nhu

Connectivity — Tinh két ndi : Cac két ndi tir Remote Users ti cong ty co thé
XUAt phat tur nhiéu noi khac nhau (Sau Firewalls, NAT devices, Proxies...) voi
nhitng yéu cau vé dich vu duoc dap ung khac nhau (Mail, Web, File
Sharing...). Do d6 duong truyén Remote Access can dap ung du cac yéu cau
d6 ma khong bi han ché bai cac thiét bi mang phia Remote Users (Restricted
Internet Access).
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e Secure Connectivity — Tinh an toan két ndi : Pam bao tinh an todn cho dit liéu
dugc truyén, xac thuc Remote Users, xac thuc Remote Access Gateway va
Xac thuc dir liéu duogc truyen.

e Usability — Tl'nh,dé dang sir dung : Dé dang cai dit, khong d0i héi Remote
Users phai c6 kién thirc nhiu vé mang cling nhu may tinh méi st dung dugc
Remote Access.

3.10.2 Checkpoint Solution — SSL Network Extender

Khi stir dung SNX thi phia client s¢ tai va cai dat mét chuong trinh ActiveX, va dua
trén chuong trinh d6 két noi tdi Remote Access Gateway trén nén giao thirc SSL (Qua
trinh tai, cai dat va cau hinh hoan toan ty dong).

Phin cau hinh s& nim hoan toan vé phia Remote Access Gateway, lic nay dong vai
tro nhu mot SSL Web Server, cho nén viéc quan 1y cac budce cau hinh sé dugc dé dang va
tap trung.

SNX lam viéc dua trén Remote Access VPN, Office Mode va Visitor Mode. Khi
Remote Users két ndi vao Remote Access Gateway thi Remote Users s& tai va cai dit mot
chuong trinh ActiveX, qua d6 trinh duyét dugc xem nhu la chuong trinh
SecureClient/SecuRemote va duoc cap IP trong Office Mode IP Pool.

Pé tang thém tinh bao mat thi SNX con ¢c6 co ché Endpoint Security on Demand
(ESOD) s€ quét may Remote Users dé kieém tra c&c phan mém ddc hai trudce khi cho phép
Remote Users tham gia vao mang ndi bo.

Do qua trinh quéan ly SecurePlatform cling thong qua nén SSL(443) nén khi st
dung SNX trén nén SecurePlatform c6 thé xay ra xung dot glu’a SNX va cong quan ly
thiét bi (Management Portal). Pé tranh truong hop ndy ta ¢6 thé linh hoat thay d6i cong
quan 1y bang hai cach sau

> Thay dbi port truy cap vao cong quan ly. | webui enable <portnumber>

> Tit cong quan ly. | webui disable
3.11 Clientless VPN

3.11.1 Overview

Ngoai nhitng yéu cau can dugc dap ung da néura ¢ phan SSL Network Extender, thi
Remote Users con ¢ thé roi vao mot sb trudng hop dit biét

e Remote Users st dung may tinh cong cong voi quyén han str dung rat han ché,
khong duogc phép cai dat chuong trinh, phan mém, khong duoc cai ActiveX
hoac Java Runtime.

e Nhiing Internal server danh cho Remote Users cin dugc bao vé dudng truyén
va gidm sét, loc nhitng traffic c6 hai.

Dap tng yéu cau do6 thi Checkpoint dua ra giai phap Clientless VPN.
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3.11.2 Checkpoint Solution — Clientless VPN
Vi Clientless VPN

e Remote Users két ni toi Internal Server mot cach an toan théng qua cac giao
thirc mé hda ma khdng can cai dat bat ky phan mém, chuong trinh nao.

e Cung cip kha ning giam sat dir liéu vao ra & Remote Access Gateway.
e Xac thuc Remote Users va Remote Access Gateway.

e St dung cac thuét toan ma héa manh nhu 3DES.
Remote Access Gateway

: Cleartext
"SR
Internal
Hinh A3 - 13 : Clientless VPN

__ Internet —32‘

Remote User

SSL Tunnel ‘

3.11.3 Workflow
Qua trinh tao két ndi tir Remote Users t6i Internal server sé trai qua hai giai doan
3.11.3.1 Establishing a Secure Channel
> Remote User giri HTTPS request t6i Internal server (qua NAT hoic truc tiép).

> Request di qua Gateway, Gateway kiém tra trong cac Policy, néu request thoa
vai Policy cho phép HTTPS thi request duoc xtr .

> Gateway sé& tao két noi Clientless VPN cho Remote User va giri request tao két
noi cleartext (két ndoi HTTP) tdi Internal server. Nhu vay két noi tir Remote
User dén Internal server sé dugc quan ly boi Gateway.

> Két ndi Clientless VPN tir Gateway toi Remote User 1a két ndi an toan HTTPS
(SSL) va str dung Certificate cua Gateway.

3.11.3.2 Communication Phase

> Gateway tao két ndi cleartext t6i Internal server. Nhu vay toan bo két ndi cua
Remote User dén Internal server déu thong qua Gateway va dugc quan ly boi
Gateway.

Do két ndi tir Gateway ti Internal server 13 cleartext cho nén Gateway hoan toan
€0 thé kiém tra traffic di qua lai gitra Remote User va Internal server.

Theo khia canh ciia Remote Users thi Remote Users két ndi tryc tiép t6i Internal
Server thong qua SSL, nhung that t€ két noi SSL d6 1a véi Gateway.

3.11.4 Clientless VPN Consideration
3.11.4.1 Certificate Presented by the Gateway

Certificate dai dién cho Gateway s& dugc giri cho Remote User trong qua trinh
xac thyc Gateway. Remote User s€ xac dinh danh tinh cia Gateway thong qua
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Certificate dé dam bao minh két ndi t6i chinh xac Gateway. Nhu vy Certificate do
phai dam bao dugc ky bdi mot trusted CA (Nhu ctia Verisign).

Tuy nhién trong mot sb truong hop, Gateway str dung ICA dé cap Certificate, cho
nén dé Remote User cO thé xadc minh tinh chinh xdc cua Certificate thi Remote User
phai tai Certificate cia ICA tur Gateway ve.

3.11.4.2 Number of Internal Servers to Run

Dé quan 1y tét duoc cac két ndi cia Remote Users, thi tot nhat chi tao két ndi t6i
10 Internal servers khac nhau (Véi 150 Users cho moi Internal server) trén moi
Gateway.

4 Remote Access Routing

4.1 Overview

Trong mot sb truong hop thi Remote User s& khong thé két ndi tryc tiép tdi Remote
User (hoac Gateway) khac. Vi du

e Remote Users st dung cac dich vy peer-to-peer nhu 1a VolIP, Microsoft
NetMeeting can két noi truc ti€p vdi nhau. Tuy nhién cdc Remote Users khéng
the két ndi tryc tiep vai nhau.

e Remote Users duoc phép két ndi toi Headquarters Gateway, nhung dir liéu can st
dung lai nam ¢ Branch’s VPN Domain.

Tir d6 dat ra van dé 14 can tiang kha ning Routing ciia hé théng dé Remote User co thé
giao tiép voi Remote User (hoac Gateway) khac.

4.2 Checkpoint Solution — Hub Mode

Giai phap cua Checkpoint 1a cho phép Remote Users dugc phép két ndi cua Remote
Users dugc phép route truc tlep t6i Remote Access Gateway. Nhu vy toan bo cac két ndi
ctia Remote Users déu duoc giam sat bai Remote Access Gateway.

Khi sir dung Hub Mode thi phai st ding dong thoi Office Mode. Vi IP address cia
Remote Users s ho trg kha nang route hoan chinh. Office Mode gilp viéc quan ly Remote
Users sé dugc dé dang va bao mat hon thong qua Office Mode IP Pool.

4.3 Hub Mode Situation
4.3.1 Remote User to Another VPN Domain
NVT

Internet

Remote
LAN_QT Group ‘W LAN_NVT
Remote Access Remote User
- = = - Site-to-Site

Hinh A3 - 14 : Hub Mode — Remote User to Another VPN Domain
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Truong hop dit ra 1a Remote User cin két ndi t6i mang LAN NVT sau Gateway
NVT. Tuy nhién Gateway NVT khong hd trg chitc ning Remote Access cho Remote
User. Dé giai quyét truong hop ndy, thi Remote User c6 thé két ndi toi LAN NVT thong
qua Gateway QT.

e Remote User két néi Remote Access téi Gateway QT.

e Tao két ndi Site-to-Site giita Gateway QT va Gateway NVT.

e Céu hinh Office Mode IP Pool thugc VPN Domain.

e Tt ca Request ciia Remote User duogc guri dén Gateway QT.

e Gateway QT dya vao bang route dua request téi dung dich dén.

Két nbi tir Remote Users toi Gateway QT 1a két ndi Remote Access, két ndi tir
Gateway QT téi Gateway NVT 1a Site-to-Site.

4.3.2 Remote User to Remote User

Truong hop dat ra lél‘ Remote Users sir dung cac dich vu peer-to-peer nhu la VolP,
Microsoft NetMeeting can két noi tryc ti€p vi nhau. Nhu vy ta c6 thé ket noi hai
Remote Users truc ti€p véi nhau voi Hub Mode thong qua hai cach

< Route tat ca cac traffic di qua Gateway.
% Dua Office Mode IP Pool vao VPN Domain.
4.3.2.1 Remote Users at the same Gateway

Trong truong hop ndy thi tit ca traffic cua Remote Users s& d6 vé& cung mot
Gateway, Gateway s€ route va dua traffic dén dung dia chi dich. Truong hop cd the
khong can str dung Office Mode.

Puong két ndi tir Remote User 1 t6i Remote User 2 van dam bao 1a két ndi an
toan (IPsec VPN).

Tuy nhién viéc quan ly Remote User kha phirc tap va kém bao mat.

NAT Device 1

User 1
Hotel
— Internet

Internal Gateway \. ;

=

Remote

NAT Device 2 User 2
Restaurant

Hinh A3 - 15 : Hub Mode — Remote User at the same Gateway
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4.3.2.2 Remote Users at different Gateways
Trong truong hop nay thi thir tu tao két ndi s& duoc thuc hién nhu sau
e Remote User 1 tao két ndi Remote Access ti Gateway QT.
e Remote User 2 tao két ndi Remote Access t6i Gateway NVT.
e Traffic cua User 1 s€ dugc Gateway QT route va dua qua Gateway NVT.
e Gateway NVT sé& ddy traffic cia Remote User 1 cho Remote User 2.

QT NVT '

B Internet > '

./ Lo

LAN_QT ‘ ‘ LAN_NVT
»ni A L2
Remote User 1 Remote User 2

Hinh A3 - 16 : Hub Mode — Remote Users at the different Gateway
Diéu kién dé Remote User 1 vd Remote User 2 ¢6 thé két ndi véi nhau
e Can st dung Office Mode.

e Office Mode IP Pool cua ca hai Gateway sir dung can phai duoc dinh
nghia ¢ trén hai Gateway.

e Office Mode IP Pool cua hai Gateway khong dugc phép trung nhau —
Overlapping.

4.3.3 Remote User to Internet Server
bay la truong hgp nay phéat sinh cho Remote Users khi sit dung Hub Mode.

Do tét ca cac traffic cia Remote Users déu dugc route vé Remote Access Gateway,
nén khi Remote Users cin truy cdp vao mot server ¢ ngodi Internet, thi request cua
Remote Users s& khong truc tiép toi server d6 ma ciing s& thong qua Remote Access
Gateway. Mic khac Source IP cia request nim trong day Private Address, nén phia
server khong thé respond vé cho Remote Users.

Dé giai quyét trudng hop ndy thi can st dung Office Mode két hop véi NAT day
Office Mode IP Addess. Remote Access Gateway sé phai NAT roi guri request tdi server.

Néu Remote Access Gateway khong hd trg NAT cho Office Mode IP Pool thi coi nhu két
noi cua Remote Users that bai.

Ly do can sir dung Office Mode ¢ day 1a vi khi NAT thi day dia chi dugc NAT can
phai c6 dinh, m&d Remote Users lai c6 dia chi thay doi lién tuc.



[m Truwong Dai hoc Hoa Sen Cao Hiép Hung — Lwong Hiru Tan

4.4 Hub Mode Routing Table

Phia Remote Access Gateway bao gom ba mang Private, mot IP Public va Office

Mode IP Pool
e Management Zone :193.1.1.0/24
e LAN Zone :10.0.0.0/8
e DMZ Zone :195.1.1.0/24 (VPN Domain)

e Office Mode IP Pool :194.1.1.0/24
e Public IP Addess :61.1.1.1/24

Tuong tu nhu Routing Table ctia Office Mode, tuy nhién & Hub Mode cOn c6 thém
mot doan Default Route v&i Next hop 1a tro vé Remote Access Gateway v6i Metric = 1.
Nhu vay toan bd traffic s€ di vé Gateway du la traffic vé VPN Domain hay ra Internet.

Metmaszsk Gateway Interface Metric
A.A.8.8 .a.a. 26 i@
A.8.8.8
255 _255_255.@
255 256 .255.128
255 .255.255.256
255 255 255 _25%
255 256 .255.128
255 .255.255.256
255.8.8.8
255.255.255.@
255 . 25625525
255255255,

oy

[,

- TR
-
[~ Rl ]
oo o B oo

255 955 355 .

Ethernet adapter LAN:

Connection—specific DMS Suffix . =

IP Addves=_ . . . _ . . . . . . . = 11.8.8.26
Subnet Mask = 255.255.255.8
Default Gateway : 1i.8.8.1

Ethernet adapter {67938E18-2FF7-415F-864E-B879DEASESAB::

Connection—specific DMS Suffix . =

IP Address. - « -« = =« = « = « - - = 194.1.1.1
Subnet Maszk = 255.255.255.8@
Default Gateway = 194.1.1.2

Hinh A3 - 17 : Office Mode Routing Table
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CHAPTER 02 - IPS
INTRUSION PREVENTION SYSTEM

~ Trong chapter nay ta sé ndi vé hé thong IPS — Intrusion Prevention System cing cac quy
tac hoat dong va cong nghé ciia IPS.

Bén canh do [a phéan tich cac dang Signature ciia IPS.

Cudi cing la gidi phdp IPS ciia Checkpoint
Chapter 02 — Endpoint Security bao gom hai phan
e |PS Overview
e Checkpoint Solutions

%+ IPS Overview

Trong phan EPS Overview ta sé gici thiéu tong quan vé cau triic, phan logi IPS.
Cé&c dang Signature cua IPS.

» |IPS —IDS Overview

» NIPS — Network-based Intrusion Prevention System
» HIPS - Host-based Intrusion Prevention System

» HIPS and NIPS Comparision

» IPS Signature

% Checkpoint Solution

Trong phan ndy ta sé ndi vé cdc gidi phdp cita Checkpoint, cac 1y chon va cach cdu
hinh Checkpoint IPS.

CAc gidi phdp t6i wu héa IPS ciia Checkpoint.
» Checkpoint IPS Overview
» Checkpoint IPS Profile
» Checkpoint IPS Protection
» IPS Optimization
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A . IPS Overview

Trong moi truong internet, cac doan ma doc hai dugc phat tan mot cach nhanh chéng va
XUY&n suot trong hé thong mang ciia cd thé giéi. Do dé bat cir hé thong mang ndo Ciing phai
dwge chudn bi dé c6 kha nang nhdn biét nhanh chéng s nguy hiém va lam giam thiéu mirc do
anh hwong cua cac cugc tan cong nay hay con goi la h¢é thong bao vé thoi gian thuc (Realtime
Protection).

Cac codng nghé phdat hién nhdn dang ma déc da dwoc dp dung vao moé hinh kién tric hé
thong mang tir rat sém nhuw IDS (Intrusion Detection System), tuy nhién sau mot thoi gian sir
dung, sir thiéu hiéu qud trong qud trinh 1am Viéc cua IDS lién tuc bi khai thac triét de, vi thé
Mot phuong thire [am Viéc moi dd duoc ra doi dé khdc phuc cac nhuoc diém cua IDS. T hay vi
chi triec quan bat géi kiém tra sau d6 méi ¢é bién phdp giri y8u cau dén cdc thiét bi qudn 1y
trong hé thong dé cé hudng xur Iy thich hop, thi nhiing gdi tin dé €6 thé da dén duwoc endpoint.
Phurong thirc chin goi kiém tra va dwa ra bién phap xi Iy ngay duoc dap dung, voi phuong thire
nay, ta cd thé giam mot lwong Ién cic cude tan cong va hiéu qud hon so véi IDS, va phwong
phap nay con goi la IPS (Intrusion Prevention System). Tuy nhién, phuwong thirC maoi nay doi
héi cong viéc xir Iy nhiéu hon nén it nhiéu déu danh huong dén hiéu nang cua cd h¢ théng. Vi
thé, vai tr0 Ciia nhitng nha quan tri cé anh huong rat lén, ho phai nam rd hé théng minh qudn
Iy dé dwa ra nhitng policy thich hop nham t6i wu hé thong dwoc quan Iy...

1 Overview

1.1 IPSvs IDS

IPS la mot thiét bi (apphance) clng co thé 1a mot ing dung (application). Véi phuong
thire hoat dong cua IDS ngay cang 16i thoi va dé dang bi khai thac, IPS 1a mot su phat trién
dua trén 1DS, bd xung khic phuc nhitng han ché cta IDS nham ting cudng kha ning bao
mat cho hé théng. Néu no6i IDS 1a mot hé théng mang tinh thy dong, thi IPS s& duoc xem 12
mot hé thong mang tinh chi dong toan dién véi kha nang kiém tra, phat hién, han ché, ngan
chan nhitng cudc tan cong ngay tir ban dau (so Voi viée bo qua dir liéu dau tién caa két ndi,
sau d6 méi théng bao vé tinh vi pham cuia két ndi d6 khi phat hién).

% Kha nang phan tich

V6i co ché quét theo stream (stream 1a dang traffic dugc tap hop boi nhiéu packet
do kich thudc qué 16n nén duoc chia nho ra dé truyén di trén mang), cic attacker s&
khéng thé loi dung phuong thirc chén cac doan ma doc vao cac goi tin co payload I6n,
néu IPS/IDS phat hién géi tin d6 12 mot dang géi tin duge chia nho, thi n6 s& tap hop
day du cac goi thanh mot payload hoan chinh r0i bat dau tién hanh quét. Vi phuong
phap quét nay, dan dén nhugc diém 1a gay anh huong dén do tré ciing nhu hién tuong
mat 2061 do co timer cua mdi g0i tin.

< Kha ning tim Kiém

Han ché vé mat tim kiém cta IDS chinh 12 kha ning bét goi, vai trd ciia 1DS chi 1a
mot thiét bi giam sat, xir Iy nhirng ban sao cuia goi tin tir Firewall giri dén. Do d6 tinh
san sang cua IDS khong cao vi d6i véi mdi két ndi, hodc cude tin cong nao do, & goi tin
dau tién IDS can phai nhan ban sao cua gbi tin do tir Firewall rdi méi tién hanh phan
tich, trong thoi gian phan tich ban sao d6, thi géi tin chinh dé di téi endpoint. Diéu nay
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dan téi viée IDS sau khi phat hién déu hiéu bat thuong rdi méi bao cho cac thiét b
quan 1y thuc hién viéc loai bo két nbi d6 trong khi endpoint da xir 1y goi tin dau tién va
bi anh hudng, sy bao vé ndy khong triét dé. Pé khic phuc diém yéu nay, IPS dugc quan
ly traffic ra va vao mang duogc bao vé, moi dit liéu di chuyén ra va vao mang duoc bao
'S déu duoc IPS chin lai kiém tra, sau d6 mdi dua ra hanh dong tuong ng. Diéu nay
gitp ngan chin cac cudc tin cong hodc mdi nguy hiém ngay tir dau.

% Hanh dong dap tra

IDS chi thuc hién nhiém vu giam sat va gui thong bao, khong truc tiép tham gia Véo
qua trinh ngan chin, dé nang cao do bao mat va tinh sin sang, IPS duoc lap trinh san
céc churc nang co thé hanh dong dap tra doc 1ap khi phat hién ra nhitng ddu hiéu bt
thuong, d6 bao mat dugc nang cao hon.

1.2 Terminology

X True POSitiVlfe : Chi ra sy phat hién va hanh dong ngén chan cua IPS vé mot tinh
huong c6 the khien h¢ thong bi tan cong va phat hién do la chinh xac. (Phat hién
mot stream dit liéu chira ma doc, IPS tién hanh loai bo phién két noi nay).

< True Negative : Chi ra kha ning IPS khong thé phat hién ra mot tinh hudng tin
cong.

% False Positive : Ch1 ra kha ning IPS xac dinh duoc tinh hudng d6 gan gidng voi

mot tinh huong tan cong, nhung khong chinh xac 1a mét cude tan cong. Tuy
nhién IPS van xem d6 1a mot cudc tan cong.

< False Negative : Chi ra kha ning IPS khong thé phat hién ra mot tinh hudng tin
cong.

2 Classification

2.1 NIPS - Network-based Intrusion Prevention System

NIPS 1a mot thiét bi phan cing hodc mdt dang phan mém duge tich hgp (I0S Cisco)
thuong dugc dat lam Gateway cua mang dugc bao vé, kiém tra lugng traffic luu thong qua
NIPS dé dam bao an toan cho hé thong do NIPS quan ly.

% Churc nang
NEPS ’duqc thiét }(é dé bao Ve kién trﬁg hé théng mang, loc df{: liéq ngay tur ban dau
cua ket noi, giam thiéu cac truong hop bi tan cong ngay tur thoi diém dau.

% Hoat dong

Thuong dugc dat ¢ nhirng vi tri vanh dai gitta hai mang, dong vai tro0 nhu mot
Gateway, xur ly tat ca cac dir ligu trafﬁc. Khi géi tin di qua thiét bi ndy s€ duoc chan lai,
su dung cac phuong thuc kiém tra dé cé nhitng hanh dong dap tra thich hop.

% Uudiém

NIPS la mot dang m6 hinh quan 1y cac dir liu duge truyén ra vao h¢ théng mang
duogc bao vé, giup nha quan tri d& dang kiém tra quan 1y hé thong mang. Bang nhirng
canh bao dwoc giri toi nha quan tri khi hé thong co nhitng sy kién bét thuong xay ra,
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nhu phén ving dang bi tan cong, luu lugng traffic bt thuong... Pong thoi tao log ghi
nhan cac ddu hiéu nay.

Déu dic biét, hé thong NIPS nay duoc xay dung xtr 1y nhing dit liu traffic duoc
bao vé, va khéng tham gia vao céc dich vu dinh tuyén traffic nhu cac thiét bi mang
khéc chay trén chinh hé diéu hanh riéng cho NIPS, khéng bi han ché bai yéu t6 xung
dot hé thong do doi hoi tinh twong thich khi cai 1én mot hé thong khac. Quan 1y dang
tap trung, don gian.

Khéng thé phat hién ra sy hién di€n cua thiét bi NIPS trong hé théng mang.

Vé kha ning xir 1y, do NIPS doi hoi d6 1a nhiing thiét bi dic trung riéng va co
nhiém vu doc 1ap nén toc do xu 1y rat cao.

C4c thanh phan can c6 cua NIPS
e Network Interface Card (NIC) : Dung dé két ndi vao hé théng mang.

e Processor : Bo xur Iy dugc xay dung hd trg cac chirc niang phan tich va so sanh
dé xac dinh loai tan cong hodc hanh vi tan cong.

e Memory : Luu trir cic co s¢ dit li¢u tam thoi dung trong cac hoat dong cta IPS
cling nhu lam bo dém dé chirc cac traffic dang streaming.
< Nhuoc diém

Nhiing nhu:oc diém 16n oﬁa hé thong nay chinh 1a do tré, su khong on dinh vé hiéu
nang cua hé thong mang. Poi véi cac traffic dugec ma hda (dung trong VPN, SSL...) thi
cac thiet bi IPS s€ bo qua, va khi den endpoint Ehi cac goi tin chira ma doc sé duoc giai
ma va thyc thi. Tuy nhién néu endpoint bi nhiem md doc va gay ra nhitng hanh dong
bat thuong doi véi hé thong mang (c6 thé luu lugng traffic tir endpoint do s€ tang dot
ngot) thi NIPS van nhén ra va dua ra nhitng bién phap xur Iy thich hop.

Mot nhuge diém khac 12 néu payload ctia mot traffic qua 16n thi n6 s& duoc chia
nho ra, vi thé thiét bi NIPS s€ khong gui di ngay sau khi nhén nhiing goi tin dau ma s&
tap hop cac gi tin lai va ndi lai thanh payload hoan chinh dé kiém tra, sau d6 méi co
huong xur ly tlep theo, do d6 nguyén hé thong (CPU, Ram...) cia thiét bj NIPS s& bi
chiém dung, dong nghia vo1 viée gia thanh dé xay dung cho mot h¢ thong NIPS s& rat
I6n va @6 khong 6n dinh cta hé thong mang sé ting cao néu cac thiét bi nay bi qua tai,
d6i khi dan dén su khong 6n dinh cta hé théng mang. Va vi mé hinh NIPS thi khdng
thé dam bao dugc cac cudc tin cong da duoc ngin chin thanh céng hay khong.

2.2 HIPS — Host-based Intrusion Prevention System

HIPS : La mot phén mém dugc cdi truc tiép trén endpoint can dugc bao vé. Viée bao vé
nay chi mang tinh chat ndi bo.

X/

% Churc nang

HIPS cung cép cac chic ning : Confidentality, Integrity, Availability cho di liéu va
hé thong cuia endpoint (Servers, Desktops, Laptops...). HIPS hoat dong dua vao su két
hop giita cong nghé phan tich dya theo hanh dong va cdc mau duoc dinh nghia sin
(Signature-based) dé phat hién ra cac diu hiéu bat thuong co thé gay anh huong dén hé
thong endpoint. Co s¢ dit liéu cua HIPS duoc update thuong xuyén (thdng qua mot
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server) gitp cho kha ning bao vé ting cao va an toan cho endpoint trude nhitng méi de
doa méi. HIPS thuong dugc tich hgp cac chirc nang ctua cac chuong trinh Anti-virus,
Firewall.

% Hoat dong
HIPS s& can thiép vao hoat dong cua cac application, khi application thuc hién mot
tién trinh truy XUét hodc yéu cau hé thong cung cap tai nguyén hé thong dé thyc thi, dwa
vao co ché phan tich cua minh, HIPS tién hanh céc hinh thirc kiém tra va dua ra hanh
dong dap tra hop ly.

X/

% Uudiém

Uu diém 16n ciia hé thong HIPS 14 tinh bao vé toan dién, n6 s& d& dang phat hién va
ngan chan cac cudc tin cong dén endpoint do, bao vé cac tai nguyén hé théng cua
endpoint. Khic phuc nhugc diém cia NIPS 13 xtr 1y duogc céc traffic bi m4 hoa, do sau
khi endpoint nhan dugc traffic s€ thuc hién qua trinh giai md, ngay sau khi traffic duoc
giai ma va duoc application thuc thi, lic d6 dit liéu s€ dugc HIPS kiém tra va dua ra
hanh dong. Xir 1y céc traffic co payload 16n tét hon do xtr 1y dang ndi bo, chi xtr 1y cac
traffic cua host d6 nén do tré ciing nhu sy 6n dinh cua hé thong mang khong bi anh
huong. Tir d6 c6 thé xac dinh dugc hé thong co dang bi tan cong hay khong.

% Nhuoc diém

Do HIPS chi bao vé ndi bg, nén vdi moé hinh ndy, cic nha quan tri s€ gap kho khan
trong viéc quan 1y hé théng mang cta minh, bao gdm viéc cép nhat co s¢ dit liéu ciia
HIPS, viéc cai dat cling nhu linh hoat trong viée béo v¢, va khac phuc cac 16i do HIPS
gay ra (mot s truong hop HIPS c6 thé xoa ca tap tin h¢ thong...). Dong thoi yéu cau
phai c¢6 su twong thich voi hé thong may endpoint, néu khong c6 thé dan dén tinh trang
khong tuong thich va hoat dong khong 6n dinh. Khong the quan ly cac traffic trong h¢
thdng mang, do d6 khdng thé ngan chin triét dé ngudn gbe ciia cac cude tan cong.

2.3 Comparision

o Uu diém

HIPS NIPS
- Xir Iy dugce dir liéu bi ma hda. - La mot thiét bi hodc mot phan mém dugc
- Bao v€ mang tinh cuc bg, d6 chinh xac cao tich hop.
va dé dang phat hién duoc khi bi tan cong. - Kho x4c dinh su ton tai ciia NIPS trong

- Khong anh huéng téi hé thong mang (do tré, hé thong.

mat goi...). - Mang tinh twong thich cao, do duoc thiét
ké trén hé thong riéng (hardening). Nang
cao kha nang xu 1y.

- C6 thé kiém soat va quan 1y duogc tinh

trang hé thong mang.

- Mang tinh tap trung.
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< Nhuoge diém
HIPS NIPS
- La mot phan mém, duoc cai dat trén endpoint.| - Khong thé xir 1y nhirng dit liéu ma hoa.

Poi hoi tinh twong thich véi hé diéu hanh cua - Khé dam bao dugc ngan chan hoan toan
endpoint. Khé dat dugc hi¢u suét ti wu. nhitng cudc tin cong.

- Khong thé biét duoc tinh trang cta hé thong - Gay anh huéng t6i tinh 6n dinh cua hé
Mmang. thong mang nhu do tré, mét goi...

- Kho quan ly tap trung trong viéc cai dat, cap
nhat, stra chira 16i.

- C6 thé bj attacker phat hién su ton tai.

- Chi bao vé cho mot endpoint don 1¢. Khong

ngin chin triét dé ngudn gbe clia CAC cude tan

cong.

3 IPS Signature

3.1 Signature Definition

IPS signature dinh nghia nhitng quy luat, nguyén tic ma IPS s€ dya vao do dé xac dinh
mot goi tin, hoat dong hoac mot su kién nao d6 c6 dugc xem la bat thuong hay khong va cd
nhitng hanh dong dap tra hop ly.

< Bao gom
e Signature-based : Cac loai co s& dir liéu.
e Signature types : Kiéu phan tich dit liéu.
e Signature trigger : Phuong thirc x4c dinh mot hanh dong.
e Signature action : Hanh dong dap tra.
3.2 Phan loai Signature
3.2.1 Signature-based

Signature-based 1a dang co s& dit liéu bao gdm cac diu hiéu dé xac dinh mot doan ma
hodc mét hanh dong 1a bat thuong. C6 cac dang co s¢ dir liéu sau

e Exploit-based : Bao gém cac diu hiéu, cac doan ma cua cac loai virus, worm,. ..

e Vulnerability-based : Bao gom thong tin vé cac 15 hong cia cac hé thdng, chuong
trinh thuong bi loi dung dé tan cong.

e Behavior-based : Bao gom cac dinh nghia vé& cac hoat dong dugc xem la bét
thuong, bat hop phap.
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e Profile-based : Bao gém céc dinh nghia vé cac hoat dong dugc xem la binh thuong
cua mdt h¢ thong tai mdt thoi diém nao do (thoi diém tao ra profile).

Signature-based dugc chia 1am hai loai 1a
% Statistical Analysis - Co so dit li¢u phan tich chinh xac.
% Heuristic Analysis - Co s¢ dir li¢u phan tich dya theo hanh dong.
3.2.1.1 Statistical Analysis

Gom Exploit- based va Vulnerability-based, dé c6 duge nhing co s¢ dir liéu theo
dang nay, doi hoi can phai c¢6 mot qua trinh phan tich sau vao cach thirc hoat dong cua
c4c giao thirc duoc sir dung, nim rd vé cac ngdn ngit 1ap trinh, hiéu biét vé hé thong dé
c6 kha nang phan tich, doc hiéu cac doan ma doc va xac dinh cac thire xtr ly dbi véi
tung loai mé doc.

3.2.1.2 Heuristic Analysis

Gdm Profile-based, thaViO[-based, dé co nhitng co so dir liéu theo dang nély,"d(‘)i
hoi phai c6 sw phén tich tong the, tim ra cai chung nhat giira cac loai hoat dong, dé co
thé nhan biét dugc su khac biét gitra cac hanh dong binh thuong va bat binh thuong.

3.2.2 Signature types

Mot hé thong IPS hi¢u qua 1am viéc tét ngoai Viéc c6 mot co s¢ dir li¢u day du vé
céc loai tan cong, ddu hiéu vi pham, thi yéu t6 gop phan quan trong nhét chinh 1a hinh
thuc klem tra phan tich traffic. Mot co s¢ dir licu day du ma hinh thirc klem tra kém hiéu
qua thi van khong dat dugc hidu qua nhu mong mudn. Signature types bao gdm hai loai

3.2.2.1 Atomic Signature

~Atomic Signatures la dang don gian nhét, hinh thic két hop giita phuong thirc
Kiém tra va co s¢ dir liéu dé xac dinh hanh dong bat hgp phap hay hop phap chi dua vao
mot goi tin, su kién nao d6. Khong can phai duy tri trang thai, thong tin cac goi tin hoac
két noi do, khong can quan tdm dén thoi diém trude va sau cla cdc goi tin nay, Atomic
signature chi don gidn khi tiép nhan mdt goi tin, dung co che kiém tra, dua vao nhﬁ:ng
dau hiéu, thong tin trong Signature-based cua minh dé kiém tra, va viéc ki€ém tra sé ket
thuc trong mot qua trinh, sau khi géi tin dugc di qua IPS thi moi thong tin vé goi tin do
s€ duogc x0a bo.
% Uu diém
Do khdng thyc hién cac co ché luu trir thong tin trang thai, nén khdng chiém dung
nhiéu bd nhd, do do viéc dinh rd cac Signature-based gilp cho hé thong IPS dé phat
hién dugc nguyén nhén va khac phuc.
% Nhuoc diém
S6 lwong Signature-based s& vo cling I6n, do phwong thirc nay doi phai c6
nhirng thong tin vé nhitng dau hiéu cia cac hoat dong, goi tin bat thuong va cac goi
tin bat thuong d6 phai dugc gui di dudi dang Non-fragmented, do Atomic chi ho tro
Kiém tra theo dang tung goi tin.
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Do sy khong linh hoat trong viéc thiét lap co ché luu gilr trang thai, dan dén ti 16
canh bao False Positive cao, tham chi False Negative vi cac ma doc hoan chinh
khong chi luén ludn chira trong mot goi tin, nd c6 thé duge phin phdi déu cac doan
mé& vao nhiéu goi tin khac nhau, véi hinh thirc quét theo géi cia Atomic thi céc
attacker dé dang qua mit duogc hé thong.

Do lugng Signatures ngdy cang nhiéu, qua trinh xir 1y ciing nhiéu hon (mot
phan do khong c6 co ché Iuu trit trang thai nén viéc kiém tra phai thuc hién nhiéu
lan d6i voi nhidu goi ciia mot payload), va anh hudng téi hidu suat cua hé thong.

3.2.2.2 Stateful Signature

Stateful Signature la mot dang quét theo stream, Stateful Signature s& tién hanh tai
tao lai toan bo payload cia mot tép tin hay dir liéu dugc truyén qua mang, sau d6 tién
hanh kiém tra ddu hiéu va hoat dong cua payload nay dé ¢ bién phap xir 1y thich hop.
Do phai duy tri nhirng thong tin, trang thai cua cac goi tin di qua nd trong by nhd cua
hé thong, nén mdi Signature phai dugc dinh nghia mot khoang thoi gian dé duy trl
thong tin vé céc traffic cua su kién d6 nhim han ché tinh trang Out-of Memor.

% Uudiém

V6i kha ning duy tri trang thai cac traffic, Stateful dé dang khic phuc duoc
nhuoc diém chi co thé quét theo goi ciia Atomic. Bang cach luu trit, tp hop ddy du
nhirng thong tin cua cdc goi dit liéu di qua no, nén khi IPS phat hi¢n goi tin nao duoc
chia thanh nhleu phan do d6 dai qua 1on, IPS s& tong hop cac goi tin lai thanh goi
hoan chinh va tién hanh kiém tra va dwa ra hanh dong dép tra thich hop.

% Nhuoc diém

Nhuoc diém 16n nhit caa hinh thic ndy la kha nang duy tri trang thai traffic
duoc kiém tra. Do qua trinh duy tri trang thai nay s& chiém bo nhé va kha nang xu ly
cta IPS, nén hiéu suat ciia hé thong IPS sé& giam dang ké (Do tré, mat goi...) néu IPS
phai xir 1y qua nhiéu traffic cling thoi diém.

3.2.3 Signature trigger

Cac phwong thirc phan tich, kiém tra cac déu hiéu bat thuong chinh 1a c6t 16i cia hé
thong IPS. C6 nhiing phuong thirc don gian va cling co nhitng phuong thirc voi co ché thyc
hién vo cung phtre tap. Hau hét cac hé théng IPS trén thé gii déu sir dung chung céc tiéu
chuan nay dé c6 thé kiém soat, quan ly traffic ciia endpoints hozc toan hé théng mang.

Céc phuong phap kiém tra hanh dong s& dya vao noi dung cia traffic dé dua ra két luan
traffic d6 c¢6 chira mé doc hay khong.

Phuong phép phan tich, kiém tra ciing gop phan khong nho cho viéc phat hién va xac
dinh cac dang tan cong chua dugc cép nhat trong co so dir liéu Signature-based, giiip co s6
dir liéu ngay cang day du, da dang hon.

3.2.3.1 Pattern Detection

Pattern Detection 1a phuong thirc kiém tra don gian nhat, co ché hoat dong theo
phuong thirc so tring. Trude hét can phai dinh nghia ra mot ddu hiéu (mot chu01 text,
hinh anh, dit liéu...) trong Signatured-based dé khi phan tich, dau hiéu nay s& 12 mau dé
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dé’kiém tra cac traffic. Khi IPS phat hién ndi dung cua traffic c6 chira nhitng doan ma
giong v6i mau thi IPS s& dua hanh dong dép tra hop 1y.

Ngoai ra IPS con c6 kha ning xir 1y voi nhitng kiéu dir liéu dwoc hoan vi khéc, ¢6
noi dung khéac so voi mau.

Pattern Detection c6 thé két hop voi Atomic signature va Stateful signature.
< Uudiém

La phuong phap ngin chin manh mé néu c6 mot Signature-based phong phu va
duoc cap nhat lién tuc, c6 nhirng dau hiéq r0 réngrcho moi lan thyc hién hanh dong
dap tra, gitip nha quan tri dé dang nhan thay va khac phuc.

¢ Nhuoc diém

Vi co ché hoat dong qua don gian, nén viéc linh hoat trong mot hé¢ théng mang
v6i nhiéu loai traffic, ti 16 ma Pattern Detection s& tao ra nhitng hanh dong mang
tinh False Positive rat cao, dic biét néu duoc ap dung v6i Atomic Signature. Dong
thoi, thoi gian kiém tra cac traffic s& dai.

3.2.3.2 Signature-based Detection

Phuong phép klem tra nay la mot dang cua phuong phép Pattern Detection, dya
vao co s& dir liéu c6 sdn bao gdm Exploit-based signatures va Vulnerability-based
signatures. Exploit-based signatures s& dua ra thong tin ve cac du hiéu bat thuong giy
anh huong tryuc tiep tdi hé thong endpoint, con Vulnerability-based phén tich phat hién
[0 hong bdo mat ciia mot hé thong hoac mot chuong trinh, tir 36 IPS s€ dua vao co s&
dir liéu nay d¢ thyuc hién viéc kiém tra hé¢ thong.

% Uu diém

Don gian, dé sir dung, it bo sot khi phat hién ra céac traffic co dau hiéu bt hop
phap khi tim thay thong tin vé cac dau hi¢u nay trong co s¢ dit li¢u. Linh hoat trong
viéc thay doi tuy chinh lai co s¢ dit liu dé thich hgp véi hé thong ctia minh.
% Nhuoc diém

Khong thé phat hién ra nhitng bién thé hodc cic phuong thirc tin cong khac
ngoai co s¢ dit liu san c6. Vi du don gian chinh 1a sy thay doi cach tan cong cua
céc bién theé worm.

Do st dung nhirng déu hiéu nén cac d6i tuong tan cong s& dé dang biét dugc va
thay d6i phuong thirc tan cong. Dic biét ban dau, d& dang nham 1an khi cac hanh

dong nay khéng nam trong co 6 dir liéu. Co thé tao ra nhing hanh dong mang tinh
False Positive cao. C6 thé chinh sira trong co s& dit liéu dé han ché tinh trang nay.

bam bao Signature-based dugc cap nhat thuong xuyén.
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Hinh B1 - 1 : Signature-Based Detection
3.2.3.3 Statistical Profile-based Detection

Statistical Profile-based Detection (hay con goi la Profile-based Detection), qua
trinh kiém tra cua Profile-based Detection khong dua vao moét hanh dong rd rang nao
(khéc véi Pattern Detection 14 doi hoi mot ddu hiéu 18 rang), phuong thirc ndy s& dua ra
hanh dong dap tra hop 1y khi phat hién mot hanh dong bat thudng niao dé xay ra.

Statistical Profile-based Detection s€ tao ra mot Profile-based signature chira cac
dinh nghia vé luu luong va dang traffic thudng ¢ trong mot mdi truong hoat dong tai
mot thoi diém duoc xem 13 hé thong hoat dong binh thuong, dung tiéu chuan (thuong
duoc tao ra khi hé thong mang vira dugc xay dung hoan chinh).

Trong sudt qué trinh theo ddi hé thong, néu IPS phat hién bét ky dbi twong nao co
ddu hidu vuot qua nhitng dinh nghia vé tiéu chuan dugc dé ra trong Profile-based
Signature, thi xem nhu d6i dugng d6 1a bat thuong, khi d6 IPS s& dua ra nhitng thong
tin canh céo va nhirng hanh dong thich hop.

% Uudiém

Nhanh chong phat hi¢n dé xu 1y kip thoi, co kha ning phat hi¢n nhitng hanh
dong tin cong mdéi xuat hién, chua phat tan rong rai. Khong can phai dinh nghia
mot lwong 16n signatures, kha ning phat hién dugc nhitng bat thuong xay ra trong
hé théng mang rat cao khi két hop voi Signature-based.

Cac ddi tuong tin cong thuong di tim nhiing nguyén nhan din dén sy ngin can
va canh bao cua hé thong IPS rdi tir d6 tim hu:ong tan cong khac, tuy nhién, voi
Profile-based Detection nay thi attacker khdng thé biét dugc IPS dua vao co s& gl
dé phat hién ra sy tin cong ciia ho, 1am cho d6 an todn hé thdng duoc cao hon.
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% Nhuoc diém

Doi hoi sy hiéu biét nhidu vé hé thong, va s& gip kho khin trong cac hé thong
mang c6 quy mo 16n (12 mot mé hinh hdn hop gdm nhiéu hé thong khac nhau, nhiéu
thiét bi, tap hop nhiéu chuong trinh tmg dung), doi hoi nhu cau, yéu cau cao va thay
d6i thuong xuyén.

Khong linh hoat, gay khé khan khi ¢6 nhu cau thay d6i vé hé thong Doi khi gay
ra nhitng thong bao khong chinh xac vé su thay d6i ciia hé thong, su tan cong.

Profile-based do phai ding mot dang tiéu chuin chung, mang tinh tong thé nén
thé hién su khong chinh xac, khong rd rang, bén canh d6, cac canh bao khong thé
hién day du chi tiét cac thong tin cho viéc phan tich va gay tro ngai cho viéc phan
tich, khac phuc, va phét trién hé théng. Dong thoi khi ¢6 sy thay doi trong hé thong
thi phai tao ra mot Profile-based mai.

Data ) Data Collection
Tw
Atomic Stateful
Signature Signature
es
J Interpretati -
Test\:?
Protocol
Port .
Function —ﬁpar@?— Profile
Activity
Other j

~
o

Hinh B1 -2 : Profile-Based Détection
3.2.3.4 Behavior-based Detection

Behavior-based Detection : Phuong thic nay gan gibng phuong thic Pattern
Detection, tuy nhién Behavior-based khéng sir dung dau hiéu rd rang, ma dira vao cac
hoat dong dugc cho la dang ngd dua va viéc phan tich cac hanh dong & tir thoi diém do
tré vé trude.

Behavior-based Signatures 1a tap hop nhirng class, ma trong nhirng class nay dinh
nghia nhirng hoat dong duoc cho la dang ngo. IPS s€ tao ra mot hé théng a0, va S€ chay
thir dit 1iéu thu thap duogc, dua vao nhitng hanh dong nay, IPS sé tién hanh danh gia va
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dua ra quyét dinh d6 c6 phai 1a hoat dong bat thuong hay khong dé dua ra hanh dong
dap tra hop ly.

Bén canh d(’)’, phuong thirc ndy con hd tro viéc str dung mot Signature dé dinh
nghia chung cho tat ca cac hoat dong c6 co ché tuong tuy ma khdng can phai dinh nghia
ri§ng cho tirng hanh dong. Vi du khi phat hién mot img dung loi dung giao thirc e-mail
dé thyc thi nhitng 1énh CLI, véi co ché Behavior-based Detection, tu dong IPS sé dua
ra hanh dong ngan chan tat ca cac ng dung lién quan tgi giao thirc e-mail & host.

< Uu diém
Do cac hanh d@ng bat thudng déu duoc dinh nghia dya theo mdt tiéu chuin nao
dé do nha cung cap dich vu (Avira, Kasperslgy...) dua ra, han ché dugc so lu:c_mg
Signature-based. Véi phuong phap nay, IPS de dang phat hién ra cac hoat dong bat
thuong, va néu nhirng hoat dong nay chua dugc trong co s dit liéu thi IPS s& ty dong
cap nhat de tién cho viéc kiém tra lan sau.

% Nhuoge diém
D6i khi din dén gy ra cac hanh dong dap tra mang tinh False Positve.

Khong dinh nghia chi ti’é't dang tan cong, do d6 viéc thong tin canh bao va log
khdng day du chi tiét, dan dén kho khan trong viéc phat hién, va khac phuc.
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3.2.4 Signature Action
3.2.4.1 Generating and alert
C6 hai dang thong bao 1a Atomic alerts va Sumary alerts
% Atomic alerts

MGi khi phét hién hoat dong bat hop phap, IPS s& tao ra mot canh bao téi quan
tri vién vé hoat dong dang ngd bi phat hién. Tuy nhién, phuong thirc tao canh bao
nay dé bi attacker khai thac, attacker s& tao ra mot loat cac hanh dong vi pham dé
IPS canh bao lién tuc, din dén hé théng log qua tai va quan tri vién tran ngap trong
céc canh bao.

s Sumary alerts

Tat ca nhirng canh bao vé cac hoat dong c6 cling Kiéu vi pham, cling nhiing
thoéng tin (Source IP, destination IP, port...) sé dugc dua chung lai vao mdt goi tin
canh bao duy nhat, tuy nhién Vﬁn thé hién day du thong tin nhu s6 lan vi pham, thoi
gian, Kiéu vi pham. Trong sut thoi gian bi tan cong, mdi Signature déu c6 mot
duoc dinh nghia mot khoang interval, néu cac hanh dong vi pham kéo dai thi khi
thoi gian interval hét thi canh bao moéi s& dwoc giri di. Vi phuong phap nay da
khic phuc duge diém yéu cua phuong thirc Atomic alerts.

3.2.4.2 Drop Signature Action

Khi phét hién traffic vi pham, IPS c6 nhiéu cach thirc dé han ché sy vi pham do,
viéc ngin chin va loai bé géi tin néu can thlet V61 hanh dong drop géi tin cua IPS gitip
cho hé thong bao vé chin dung dugc m01 nguy hlem tir cac hoat dong tan cong. Tuy
nhién, véi phuong thirc ndy, attacker van co thé tiép tuc tin cong vao hé thng véi cac
goi tin khac.

3.2.4.3 Log Signature Action

D61 khi phat hién nhirng hanh dong bat thuong, tuy nhién do khong du thong tin
hodc co s cho rang d6 1& mot hanh dong vi pham, ta ¢6 thé luu lai vao log va cho
nhirng traffic nay di qua. Tuy nhién dya vao log ta s¢ theo dBi, danh gia va dua ra
nhirng hanh dong phu hgp sau do.

3.2.4.4 Block Signature Action

Khi diing Block Signature Action, néu IPS phat hién céc géi tin vi pham lién tiép
tir mt nguon thi IPS s€ tao ra mdt Access Control List (ACL) dé chan tat cd cic traffic
khoi tao tir phia attacker ma khdng can trai qua cac chu trinh kiém tra phure tap.

3.2.45 TCP Reset Signature Action

Khi phat hi¢n traffic vi pham thi IPS s& giti goi tin chira ¢ RST cho ca hai
endpoint dé yéu cau tao két ndoi mai.

3.2.4.6 Allow Signature Action

Traffic khong thuoc bat clr dang ndo nam trong danh sach ngin chan cia IPS thi
s€ dugc cho phép di ti€p thong qua Outbound Interface cua IPS.
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B . Checkpoint Solutions

1 Checkpoint IPS Protection
Hé thong bao vé cua IPS tap trung vao ba phan chinh

1.1 Network Security

Bao vé hé thong trudc nhitng cach thirc tin cong dua vao viéc thay dbi ndi dung
cac truong trong nhitng goi tin TCP, nhu Sequence number, Checksum...

Xay dung hé théng quan ly cac két ndi han ché tinh trang overload tai nguyén cua
h¢ thong IPS nham toi wu tinh hi€u nang ctia h¢ thong.

Bao vé hé théng trude nhitng phuong thirc tan cong DoS, Buffer Overflow.

Bao v¢ h¢ thong mang trudc nhitng phuong thirc Reconnaissance dé lay thong tin

vé hé thong nhu so d6 mang, cic hé didu hanh duoc sir dung trong hé thong
mang..

Cung Cap danh sach nhing dia chi IP duge cho la thuong duoc sir dung dé tan
cong vao hé thdng, giup cac nha quan tri vién cd thé thiét 1ap Rule ngin chin cac
traffic tur nhirng dia chi nay.

Bao vé hé thong trudc nhitng phuong thirc tan cong & 16p Transport thong qua
giao thac TCP.

1.2 Application Intelligent

H& tro xdy dung chinh sich gi¢i han va yéu cu vé tinh chinh xac ciia phuong
thirc duge st dung trong céc giao thae POP3, SMTP, FTP, TELNET... trude
nhitng phuong thirc tan cong Malformed command hay Buffer Overflow...

Xay dyng hé thoéng quan 1y cac Gng dung Instanct Message nhu Yahoo
Messenger, Skype... quan ly cac chuong trinh sir dung giao thirc Peer-to-Peer.

Khic phuc nhitng 156 hong bao ‘mat cua mot s6 img dung c6 thé bi khai thac (IAS,
Adobe products, Outlook...) bang Buffer Overflow, hoac Malformed Packet...

Hb tro giao thirc VPN, loai bo nhitng géi tin IKE dugc chinh stra nhim gay DoS
hé thong trong céc giao thirc SSL VPN. Chi dinh phwong thirc IKE chi dugc st
dung trong qua trinh xay dung VPN Tunnel, IPS s€ loai bo nhitng qua trinh dam
phé&n IKE st dung Aggressive Mode...

Bén canh d6 IPS con hd trg nhiéu giao thirc va céc ing dung khac nhu DNS, IBM
database, Oracle Database...

1.3 Web Intelligent

Xay dung hé théng bao vé hé théng Web Server truéc nhitng phuong thirc tAn
cong DoS nhu Buffer overflow.

Xay dung hé thong bao vé hé théng Web Server trudc nhirng phuong thirc tan
cong biang ma doc, 16 hong khi xay dung co so dit liéu (SQL, LDAP).
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e Bao vé hé théng endpoint Client trudc nhirng tin cong lgi dung 15 hdng cua trinh
duyét nhu Internet Explorer va cac addon duoc cai dat ¢ cac trinh duyét nhu
Adobe Flash... nham gay Buffer overflow va chiém quyen hé thong.

2 IPS Optimization
2.1 Trouble Shooting

Khi thiét lap mot hé théng IPS, viéc enable chirc ndng Trouble Shooting s€ rt hiéu qua
cho viéc danh gia hiéu sudt hoat dong cta IPS ddi voi cac hoat dong mang, voi co ché
Detect-Only, IPS s& kiém tra, phan tich va tao ra nhiing file log vé cac hoat dong, traffic
trong hé thong mang, nho dé, ta co thé dé dang danh gia mirc d6 hoan thién cia IPS.

2.2 Protect Internal Host Only

Dbi voi mot IPS duoc tich hop sin trén Gateway, hoic duogc thiét ké trén mot thiét bi
riéng thi vin dé hiéu suét hoat dong ctia IPS ludn 12 vin dé can quan tam. D6i voi hé thong
tich hop IPS, viéc st dung chung mdt tai nguyén, hé thong thi sy anh hudng 13n nhau can
dugc quan tam.

Néu IPS tham gia, thuc hién qua nhiéu chu trinh giam sat kiém tra, xtr 1y cac traffic trén
mang, thi hién nhién lugng tai nguyén hé thong cua IPS phai chiém nhiéu, dong thoi cé thé
anh huong dén hiéu ning cua hé thong mang. Do d6, dé gioi han sy tham gia cua IPS, ta ¢6
thé han ché qua trinh phan tich, kiém tra bang cach chi bao vé mang Private.

2.3 Bypass Under Load

Bing phuong phap nay, IPS s& dugc tit (inactive) trong mot khoang thdi gian khi hé
thdng trd nén cham chap vi mot 1y do gi d6. Khi d6 IPS s& khong tham gia qua trinh Kiém
tra, phan tich céc traffic, nham tranh gay ra hién tugng overload hé thong, din dén hé thong
bi tat nghén.

Viéc inactive chirc ning IPS trong mot thoi gian ngan ciing khong anh hudng nhiéu dén
hé thong bao mat, vi h¢ thong Firewall mot phan da ¢ kha ning ngin chin dugc cac hiém
hoa. Chi vi khi bat IPS duoc tich hop 18n, cac dir liéu du tién s& duoc Firewall cia hé
thdng kiém tra va sau d6 giri t6i IPS dé tiép tuc thuc hién qua trinh phan tich, tit IPS chi
don gian giam bot mot hé thong bao mat, va khéng anh hudng nhiéu toi hé thong. Va sau
mot khoang thoi gian, khi kha nang xur 1y ctiia hé théng trd lai mot mirc nao d6 duoc ta dinh
san thi IPS tu dong dugc kich hoat.

Trong thg‘yi gian IPS inactive, ta van ¢6 thé kiém tra hoat dong cua traffic trong hé théng
mang, bao gom log, mail alert, popup alert, SNMP Trap alert.

V61 mode “Advanced”, ta c6 thé diéu chinh cac thong s6 dinh nghia “Heavy Load” dé
IPS c0 thé tu dong tat, m¢ giup hé thong dugc toi uu hon.
e High : Néu h¢ thong tai nguyén CPU va Memory cua h¢ thérng vuot ngudng nay thi
IPS s¢€ tu dong duogc tat dé tang hiéu suat lam viéc cho hé thong.

e Low : Néu IPS ¢ trang thai tat, khi tai nguyén hé thong CPU va Memory dat
ngudng Low trd xudng thi IPS s€ tu dong dugc bat 1én.

Khoa Luan Tét Nghiép — Firewall Checkpoint Trang 82




M Truong Pai hoc Hoa Sen Cao Hiép Hung — Lwong Hiru Tan

CHAPTER 03 - EPS
ENDPOINT SECURITY
(SECURE ACCESS)

Trong chapter nay ta sé néi vé Endpoint Security va C&c Vin dé vé qud trinh cdu hinh, qudn
ly va cap Policy cho End-point Users.

Ngoai ra con co phan Cooperative Enforcement giup quan ly End-point Users duoc chat
ché théng qua qud trinh két hop 1am viéc ciia cdc thiét bi mang dam nhdn cdc vi tri khéc nhau.

Chapter 03 — Endpoint Security bao gom bén phan
e EPS Overview
e Managing Catalogs
e Managing Security Policy
e Gateway and Cooperative Enforcement

/7

<+ EPS Overview

Trong phan EPS Overview ta sé gici thiéu tong quan Vé cdu tric, Policy, cdc ché do
hoat dong, quan Iy Domains, quadn Iy vai tr0 Cia Administrator trong EPS Server.

» EPS System Architecture
Policy Overview
Modes and Views

Managing Domain

vV V V V

Managing Administrator Role

/7

% Managing Catalogs

Trong phan nay ta sé gidi thiéu vé cdc phwong thirc qudn Iy Endpoint Clients thong qua
Username va IP Adress.

Ngoai ra con cac vdn dé lién quan téi qud trinh Xac thuee khi sir dung User Catalogs.
» User Catalogs
» IP Catalogs
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s Managing Security Policy
» Policy Types
» Creating Policy
» Policy Object
s Gateway and Cooperative Enforcement
» Cooperative Enforcement Overview

» Network Access Server Integration
e Cooperative Enforcement — NAS Architecture
e Cooperative Enforcement — NAS Workflow
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A . EPS Overview

Endpoint Security cho phép qudn #i vién quan Iy tap trung tat ca cac hé thong mdy end-
point khi tham gia vao hé théng mang do ching ta quan ly thong qua policy, bao gom trién
khai, gidm sat va quy dinh nhitng chinh sach bao mdt doi véi cac hé thong mdy end-point.

1 EPS System Architecture

Hé théng Endpoint Security c6 2 phin co ban : Endpoint Security Server (EP_Server)
va Endpoint Security Client (EP_Client). Bén canh con cd Security Gateways, RADIUS
servers, LDAP servers...

< EP_Server la thiét bi thiét lap va trién khai cac Enterprise Policies.

EndPoint Security Client
—" (EP_Client)

e

A )

EP_Flex
EP_Agent =

EndPoint Security Server
(EP_Server)

Hinh C1 -1 : EPS System Architecture

EP_Client package 1a phan mém duoc cai trén may end-point. EP_Client s& thudng
Xuyén cap nhat dong bd thong tin véi EP_Server dé cap nhat cac Enterprise Policies
tr EP_Server, giam sat va thuc thi cac Enterprise Policies nhan dugc tir EP_Server.
C06 bon dang Endpoint Security Client
> EP_Agent

EP_Agent cd giao dién don gian, duoc sir dung dbi voi cac h¢ thong may ludn
thuong tryc trong mang dugc quan ly (Desktop PC) tuy nhién van co6 thé st dung
v6i cac Remote Users hodc thict bi di dong (Laptop. Bao gdom giao dién don gian,

khong cho phep cac Users tién hanh chinh stra hodc thay dbi thong tin biao mat duoc
c4u hinh sin tir Admin.

> EP_Flex

X/
L X4

Str dung EP_Flex cung cép cho Users nhidu quyén hon trong viéc quan 1y thiét
lap cac chinh sach riéng cho minh (Personal Policy). EP_Flex phu hop dung cho
nhirng Remote Users, c4c thiét bi di dong (Laptop).
> VPN Agent va VPN Flex

Bén canh nhirg chtc nang thong thuong nhu bao vé hé thong, dir lidu,
Endpoint Security cung cip chirc ning quan 1y qua trinh truy xuat cua cic Remote
Users thong qua VPN.
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2 Policy

2.1 Policy Overview

Policy la chinh sach bao mat dugc nha quan tri (Admin) trién khai va ap dat dén timg
Users trong hé thong mang cua minh bang cach tao ra nhitng Enterprise Policies va chi
dinh nhiig policies nay dén ting User hodc nhom cac Users (User Groups) thdng qua mét
chwong trinh giao tiép giira EP_Server vd EP_Users (duoc cai dit & hé théng may cta
Users, duoc goi la EP_Client package). Va nhu:ng policies nay s€ dugc thuc thi boi
EP_Client package ¢ cac h¢ thong cta Users. Ddi vdi Users sir dung EP_Flex package thi
Users ¢ thé tu dinh nghia Personal policy.

Céc van dé cua Policy s& duoc dé cap chi tiét trong phan C “Managing Policy Server”.
2.2 Policy Component Overview
% Firewall Rules

Hoat dong nhu mot Firewall truyén thong, bao gom kiém tra cac thong tin IP, port
source va port destination (block hodc allow traffic thong qua viéc kiém tra cac goi tin
communication) va ca thoi gian cho tirng Rule. Hoat dong chu yéu ¢ 16p Network.

«» Zone Rules

Quan 1y nhiing ludn traffic dén va khoi tao tir cac Zone do quan tri vién dinh nghia
trudc. Bao gom Blocked Zone, Internet Zoned, Trusted Zone.

% Program Control

Str dung co ché Program Advisor han ché qua trinh truy xuét trao doi thong tin qua
Mang cua cac chuong trinh. Program Control cho phép han ché thiét 1ap quan 1y qua trinh
truyén thong ciia mdt chuwong trinh cu thé giita Trusted Zone va Internet Zone.

% Program Advisor

Checkpoint s& hd trg EP_Server vd EP_Users vé cac chinh sach danh cho ting
chuong trinh ¢6 chirc nang mang, nham tiét kiém thoi gian va giam bot lugng cong viée
cho nha quan tri.

«» Enforcement Rules

Nham dam bao chinh sich bao mat cta hé théng mang ludn dugce thyc hién chinh
xac, Enforcement Rules s& thyc thi nhitng yéu cau doi hoi vé tiéu chuén bao mat (do
admin dé ra) cua hé thong EP_Users khi tham gia vao hé thdng mang dugc quan ly. Néu
hé théng EP_Users khong dap u:ng dugc nhitng yéu ciu ndy, thi két ndi ctia hé thong
EP_Users s& bi han ché su két ndi vao mang.

% Anti-Spyware
Bao vé EP_Users va hé thdng mang trudc nhitng nguy hiém tir Worm, Trojan...
% Anti-Virus

Bao vé EP_Users trudc nhitng loai Virus d4 biét va phong ngira nhitng loai Virus
chua xuat hién.
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«» SmartDefence

Bao vé hé thdng mang trude nhitng cudc tin cong Network Attack nhu DoS. Ngin
chan nhirg phuong thirc tan cong dang che gidu (Over channel : sir dung nhiing giao
thu:c bat hop phap thong qua giao thire hop phap trong hé thong mang ...) hodc cac dang
tan cong vao tiéu chuin (RFC) dé tao ra cac malform packet 1am anh huong dén hé
thong.

«» Mail Protection

Ngéan chan cac cugc tan cong bang mail (Mailsafe), gioi han sé lwong mail duoc gui
di nham han ché cac loai worm lgi dung Mail va EP_Users dé 1y lan sang cac hé thong
khac trong mang.

3 Modes and Views

3.1 Multi-Domain Mode

O Multi-Domain Mode, ta c6 thé tao ra nhiéu domain nhé hon, d& dang cho viéc quan
ly cac Users va ap dit cac policies cho tung User cu thé. Mdi domain c6 thé cé riéng mot
quan tri vién riéng dé quan 1y domain d6, bao gdm quan ly User (chia group) va xay dung
policy riéng cho tirng User va User Group trong domain do.

3.2 Single Domain Mode

Single Domain Mode : Viéc st dung Single Domain it linh hoat hon Multi-Domain tuy
nhién cé thé quan Iy user theo dang group va ap dat policy cho tirng group.

DPéi voi Single Domain Mode, s€ ¢6 2 giao dién st dung

< Simple View : Giao dién don gian hd tro giam sat, tao va ap dat policy.
X Advance~d View : Giao dién hd trg sir dung tat ca cac tinh nang ma Simple View
khdng ho trg (Domain va Catalogs, Policy Template, Policy Assignment...).

4 Managing Domain
4.1 Multi-Domain Administrators

Global Administrator : L4 Admin c6 quyén truy xuat va quan Iy tit ca cac domain, bao
gom tao, quan ly domain, policy (cho tat ca cac domain).

Domain Administrator : Mdi Domain dugc tao ra va dugc quan 1y boi mot quan tri Vién
co quyén tao va chi dinh pohcy cho tung User/Group. Giam sét va xir Iy cac van dé vé két
ndi giita cac Endpoint, va cac bao céo vé hoat dong cua cac Users trong domain minh quan

ly.
4.2 System Domain va Non-System Domain
4.2.1 System Domain

Cung cap chiic ning quan 1y tap trung cac domain. Tao cac policy anh hudng t6i tat
ca cac Non-System Domain. Chi c6 Global Administrator mdi c6 quyén truy xuat vao
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System Domain. Nhitng thay déi ctia System Domain mang tinh Global anh hudng t6i tat
ca cac non-System Domain.

4.2.2 Non-System Domain

La nhitng domain dugc tao bai System Domain, chi c6 thé quan 1y nhitng EP_Users
thuoc domain doé.

5 Managing Administrator Roles
Administrator chi cd thé chi dinh policies ting User hoic Group thudc domain ma Admin
dé quan ly.
Master Administrator

System Domain

Domain 1 Domain 2

S Catglog
Administrator B

Administrator A

I

Group 3 Administrator C

Hinh C1 -2 : Administrator Role Example

e Domain Manager : Tao, chinh stra, x6a thong tin va domain cua Endpoint Security
(trong system domain).

e Entity Manager : Tao, chinh stra, x6a ndi dung thong tin ciia Endpoint Security (non-
system domain).

e Admin Manager : Tao, thay ddi va x0a cac quyén ciia Administrator domain.

e Even Notification : Thong bao cho Admin vé nhiing hoat dong cta hé théng va tao
nhitng tap tin log vé cac hoat dong (System Domain).

e Program Advisor : Diéu chinh nhitng thiét 1ap cua Program Advisor.
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Assignment Priority : Chi dinh policy gan cho cac EP_Users khi c6 nhiéu policy gén
cho User nay, hoac do User nay thugc nhiéu Catalog (s€ d¢ cap ¢ phan Managing
Catalog) (System Domain).

Certificate : Tao va x0a Certificate.
Client Package : Tao nhitng gbi EP_Client package dé trién khai dén cac EP_Users.

Firewall Rule Management : Tao, x6a va chinh stra nhitng rule cta Firewall ctia cac
policy.
Enforcement Rule Manager : Tao, x6a va chinh stra cac Enforcement Rule cta cac
policy.

Template Publishing : Tao, chinh stra nhitng kiéu mau (policy) va ap dung cho tat ca
cac domain (System Domain).

Policy Assignment : Chi dinh policy cho domain hoic dbi tuong.
Policy Deployment : Trién khai policy trén policy server.

Reports : Bat chirc ndng bao cao.
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B . Managing Catalogs
Endpoint Security hé tro' hai loai Catalog cho viéc qudn Iy Users

< User Catalogs : Dia vao nhitng co s¢ dit liéu vé cdc tai khodn cia Users Cia
hang thiz ba (Third Party) nhw : LDAP, NTDomain, RADIUS. Bén canh do,
Endpoint Security con ¢6 thé xdy dung co s¢ div liéu néi bo ciia chinh Endpoint
Security nhw Custom Catalogs, Custom Groups.

% IP Catalogs : Quan Iy Users dua vao dia chi IP va Subnet Mask.
1 User Catalogs

Str dung User Catalogs dé chi dinh policy dua vao nhiém vu, vi tri va trach nhiém cua
EP_Users trong mot bo phén cua cong ty. Vi du nhu EP_Users Manager cua by phén
Marketing ¢6 quyén truy xuit théng tin cta cac thanh vién trong b phan do, va cac thanh
vién trong bo phan d6 lai khong duoc truy xuét thong tin ciia nhau hodc ctia Users quan 1.
Admin c6 thé ap dat policies khac nhau, tuy thudc vao vi tri, trach nhiém cua ting Users.

Néu mot User thudc nhidu Catalog va group, va s& nhan dugc nhiéu policy tir cac Catalog
va group do, thi EP_User s¢€ thuc thi thuc thi policy nhan dugc dau tién.

1.1 Custom Catalogs

Trong Custom Catalogs ta c6 thé linh hoat cap policy cho timg User théng qua phuong
phép tao nhiéu group trong Custom Catalog.

O mdi truong UserID (khi tao EP_Client Package) ta ghi r& duong dan theo cti phap

manual://<Catalog type>/<group>

Khi admin gan policy cho group hodc ca Catalog thi tat ca nhitng EP_Users cai dat
EP_Client package d6 sé bi anh huong ma khong can kiém tra Users hoac IP.

1.2 LDAP Catalogs

Endpoint Security cung cip nhirng thong tin cdu hinh sin véi Novel eDirectory
(Novel), Netscape Directory Server (Windows 2000), Windows Active Directory (AD).
Hodc neu c6 sir dung mot LDAP Server khac nhu ADAM thi Admin phai tu cau hinh cac
thdng sb can thiét & cac truong trong qua trinh tao LDAP Catalog (Catalog Information) dé
LDAP Server d6 co thé trao d6i dong bo thong tin v6i Endpoint Security.

Duya vao nhirng thudc tinh User Attribute ciia mdi hé thong LDAP, EP_Server sé tién
hanh giao tiép trao d6i thong tin ciia User d6. Qua trinh x4c thuc User dya vao hai phuong
thac la EP_Users sé xac thuc vdi LDAP béng cach Join Domain (Microsoft Active
Directory) hodc EP_Server s€ dong vai 1a mot RADIUS Proxy Server thong qua st dung
chirc ning “Proxy Login Server” néu EP_Users khong Join Domain.

Chirc nang “Auto add” gitp nhirng Users khi xac thuc thanh cong ma chua duoc cap
nhat trong co so dir liéu ctia hé thong EP_Server thi lap tirc dugc cap nhat vao EP_Server.

% Proxy Login Server

Endpoint Security dong vai RADIUS Proxy Server, tiép nhdn nhimg yéu cau
X&c thyc va tién hanh giri yéu cau xac thuc dén LDAP Server. D6i vai phuong thire
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nay, do EP_Server chi hd trg phuong thirc xac thuc Simple Authentication khi trao
doi véi LDAP Server, vi the traffic gittra EP_Server va LDAP Server hoan toan la
cleartext.

«» Join Domain

Trudc tién, EP_User s¢ xac thuc véi LDAP server qua budc Log On, sau d6 s€
tién hanh trao d6i thong tin v6i EP_Server (thong tin d4 dugc ma hda). Néu EP_User
duoc xac thue thanh cong EP_Server s& cip dung policy cho timg User (néu User d6
d4 duoc cap nhat trong co so dit liéu ciia EP_Server) hodc sé cap policy chung cho
cua Catalog (néu user d6 chua duoc cip nhat trong database cia EP_Server).

1.3 RADIUS Catalogs

Mot RADIUS Server c6 thé bao gdm Internal (TACACS+) va external User database
(LDAP), tiép nhan nhitng yéu ciu xac thuc tir EP_Server (EP_Server dong vai RADIUS
Proxy Server), va RADIUS Server s& tién hanh xac thuc nhitng thong tin d6, tra két qua vé
cho EP_Server. RADIUS Catalog hd trg phwong thirc ma hoa trong qua trinh trao doi thong
tin xac thuc gitta EP_Server va RADIUS Server, giup théng tin xac thuc ctia EP_Users
duoc an toan hon so voi hé théng xac thuc gitta EP_Server va LDAP Server.

1.4 Synchronizing User Catalogs

) Dong bo thong tin gitip EP_Server cap nhét nhirmg thong tin moi vé EP_Users ¢ cac h¢
thong LDAP hodc NT Domain, ta c¢6 thé thuc hién qua trinh dong bo theo mét lich dinh san
hoac dong bd thu cong.

Céc thong tin duoc dong bd

e Nhitng cap nhat madi vira dugc dua vao EP_Security, nhirng Users mdi s€ nhan
nhitng policy cua group hodc catalog chira chiing.

e Nhimg thong tin vira bi x6a khoi Endpoint Security, cac EP_Users nhan dugc
nhitng policy d6 van ap dung chung binh thuong, khong thay doi cho tdi khi lan
trao doi thong tin gitt EP_Server va EP_Users xay ra (phu thudc vao HeartBeat).

e Nhiing group sau khi cap nhat dugc thay doi tén xem nhu group cii la da bi x6a
khoi Endpoint Security va group méi dugc cap nhat. Trong truong hop nay,
policy chi dinh cho group cli xem nhu khong cOn anh hudng tGi cac Users trong
group do, phai chi dinh policy cho group méi.

1.5 Authenticating Users

Endpoint Security s& dong vai nhu mot Proxy Login Server, tién hanh guri yéu cau xac
thuc EP_Users dén cac Authentication Server.

% Gateway Authentication

Users két ndi vao mang duoc quan ly théng qua mot gateway. EP_Server s€ chi
dinh policy dinh san vao gateway va tat ca cac EP_Users truy xuat vao h¢ thong mang
thdng qua Gateway nay sé nhan policy dugc ap dat cho chinh Gateway nay.
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«» Native Authentication

Néu str dung qua trinh xac thuc bang hé thong NT Domain, Novell NDS LDAP,
Microsoft Active Directory, cac EP_Users s¢ xac thuc vdi LDAP Server sau dc}
Endpoint Security sé tu dong chi dinh cac EP_Users thdng qua nhitng thong so
EP_User gui toi.

% Proxy Login Server

Néu sir dung hé théng xac thuc RADIUS hodc LDAP (ngoai hé théng Novell
NDS va Microsoft Active Directory do x&c thuc dang Native), EP_Server dong vai 1a
RADIUS Proxy server.

1.6 Authentication Process
1.6.1 LDAP Catalog

LDAP Server (LDAP Catalog)
Authentication Server

3b 3a
No Support or
EPS Proxy Authentication Fail 1
Login Server
‘ Default
1 _ Yes Policy
Za | 1b
No
2
Client | | | | EP_Server No
3
1a
4
: O Yes= =
Yes
EP_Server
User Database
[ \
No Yes
LDAP Catalog User LDAP
Policy Catalog Policy

Hinh C2 -1 : LDAP Catalog Authentication Process.

Buge 1: EP_User khai tao két ndi dén EP_Server cung cip thong tin ciia hé thong may
EP User dén EP_Server.

Budc la: EP_Server s& kiém tra EP_User d4 join domain hay chua.

e Néu d4 join domain, EP_Server s& kiém tra domain do6 c6 trong danh sach
domain EPS_Server biét hay khong. Neu domain d6 niam trong danh sach,
EP_Server sé kiém tra EP_User d6 c6 nam trong co so dit li¢u cua minh hay
khoéng. Néu khong thudc, EP Server s& cap cho EP User d6 policy danh
cho Catalog (Policy chung cho ca LDAP Server). Néu EP_User d6 thudc,
EP_Server s& cap chinh xac policy do Admin chi dinh danh cho user dé.
Xem tiép budc 4.
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e Néu join domain nhung domain d6 khong nelgm trong database cua
EP_Server hoac user d6 khong join domain. Xem tiép budc 1b.

Bude 1b: Néu van chua xac thue duoc thong tin ctua user, EP_Server tién hanh kiém
tra hé thong xem c6 hd trg tinh ning Proxy Login Server hay khong
(EP_Server s& dong vai nhu Proxy Login Server) LDAP Server s€ 1a
Authentication Server. Xem tiép budc 2. Néu khong hd trg Proxy Login
Server thi EP_Server s& cap Default Policy cho EP_User.

Buwée 2 : EP_Server yéu cau EP_User cung cép thong tin xac thuc.

Bwée 3 : EP_User cung cip thong tin xac thuc dén EP_Server (username va encrypted
password).

Budc 3a: EP_Server giri thong tin cin xac thyc dén LDAP Server (username +
cleartext password).

Bude 3b: LDAP Server s& xac thuc va tra vé két qua cho EP_Server.
Buwéc 4 : EP_Server cung cép link dé tai Policy.

e Néu EP User dugc xac thuc thanh c¢éng, EP_Server cung cip link tai Policy
danh cho EP_User d6 (do Admin chi dinh).

e Néu EP_User khong xdc thuc thanh cong. EP_Server s& cép link tai Defaul
policy vé cho EP_User.

Buwéce 5: EP_User Get Policy théng qua giao thirc HTTP va cap nhat vao hé thong.

1.6.2 RADIUS Catalog External Dtabase
(LDAP)
RADIUS Server (RADIUS Caralog)
Authentication Server
Internal Dtabase
(TACACS+)
3by 3a
No Support or
EPS Proxy Authentication Fail i\
Login Server
I Default
1 _ Yes Policy
- 1b
‘ No
2
Client | | EP_Server No
3

EP_Server
User Database
! |
No Yes
LDAP Catalog User LDAP
Policy Catalog Policy

Hinh C2 - 2 : RADIUS Catalog Authentication Process.
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Buée 1: EP_User khoi tao két ndi dén EP_Server cung cép thong tin ciia hé thong may
EP User dén EP_Server.

Budc la: EP_Server s& kiém tra EP_User d4 join domain hay khong.

e Néu da join domain, EP_Server s& kiém tra domain dé c6 trong danh sach
domain EP_Server biét hay khong. Néu domain d6 nam trong danh sach,
EP_Server s& kiém tra EP_User d6 c6 nim trong co s& dir liéu cua minh hay
khong. Néu khong thudc, EP_Server sé& cdp cho EP User d6 policy danh
cho Catalog (policy chung cho ca LDAP Server). Néu EP_User d6 thudc,
EP_Server s& cap chinh xac policy do Admin chi dinh danh cho EP_User
d6. Xem tiép budc 4.

e Néu join domain nhung domain d6 khong ddng bd voi EP_Server hoic
EP_User d6 khong join domain. Xem tiép budc 1b.

Bude 1b: Néu van chua xac thyc dwoc thong tin ciia EP_User, EP_Server tién hanh
kiém tra hé théng xem c6 hd trg tinh ning Proxy Login Server hay khong
(EP_Server s€ dong vai nhu Proxy Login Server), lic nay RADIUS Server
s& la Authentication Servers. Xem budc 2. Néu khong hd trg Proxy Login
Server thi EP_Server s& cap Default Policy cho EP_User.

Buée 2: EP_Server ydu cau EP_User cung cap thong tin xac thyc.

Bwéce 3: EP_User cung cip thong tin xac thuc dén EP Server (username + encrypted
password).

Budc 3a: EP_Server guri thong tin can xac thuc dén RADIUS Server (username va
encrypted password).

Budc 3b: RADIUS Server s& xac thyc va tra vé két qua cho EP_Server.
Buwéc 4 : EP_Server cung cép link dé tai Policy.

e Néu EP_User duogc xac thyc thanh cong, EP_Server cung cip link download
Policy danh cho EP_User d6 (do Admin chi dinh).

e Néu EP_User khong xac thuc thanh cong. EP_Server s& cap link download
Defaul policy vé cho EP_User.

Buwéc 5: EP_User tai Policy danh cho minh théng qua giao thirc HTTP va cap nhat vao
hé thong.

2 IP Catalogs

Hb tro viée chi dinh policy dén mot EP_user dua vao dia chi IP hodc Subnet Mask.
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C . Managing Security Policy
1 Policy Type
1.1 Enterprise Policy

Khi mgt mdy tinh két ndi vao hé thdng mang, EP_User s& tién hanh trao df)i Vo1
EP_Server d¢ yéu cau policy danh cho minh. Va policy dugc EP_Server cung cap cho
EP_User goi 1a Enterprise Policy.

Co hai loai : Connected Enterprise Policy va Disconnected Enterprise Policy.

e Connected Enterprise Policy : La policy dugc thuc thi khi EP_User c6 thé két nbi
véi EP_Server hodc cé thé lién lac dén dia chi dugc dinh sin trong Office
Awarengss. Policy nay khéng nhirng bao vé hé thong khoi cic nguy co bi tan
céng, ma con dam bao cac hé thong may tinh trong mang dugc quan 1y va thyc thi
dung nhitng chinh sach bao mat d4 dé ra.

* Disconnected Enterprise Policy : La policy dugc thyc thi khi EP_User khong két
ndi duoc voi EP Server hoic dia chi dugce dinh san trong Office Awareness.
Policy ndy cung cap su bao vé toi thiéu cho hé thong may EP_User.

Khi EP_User khdng thé két ndi dugc v6i EP_Server hodc dia chi trong Office Aware
thi Connected policy s€ ngirng hoat dong, va Disconnected policy s¢ dugc kich hoat.

Khi EP_User két ndi dugc vao hé théng do EP_Server quan 1y thi Connected policy s&
duoc kich hoat va Disconnected policy s€ ngirng hoat dong.

Muc dich cua Disconnected policy chinh la ddm bao h¢ théng EP_User luén c6 dugc su
bao vé co ban trude nhitng nguy co bi tan cong.

Ching ta c6 thé dua ca hai policy ndy vao chung mot policy pakage hodc ¢ thé chi
chon Connected policy.

Nhim ning cao tinh linh hoat cho EP_User, ta c6 thé sir dung phién ban EP_Flex dé
nguoi dung co thé ty dinh nghia policy cho riéng minh, va khdng can thiét phai sir dung
Disconnected policy.

Néu EP user sir dung EP Flex, thi EP_User s& 4p dung ca hai policy (bao gém
Enterprise policy va Personal policy va tat ca nhitng traffic ndo roi vao mot trong hai policy
nay thi EP_User s& tién hanh loai bo hoidc cho phép tlly theo cau hinh). Vi thé, ta c6 thé
thay d6i thong sb dé EP_User chi thyc thi Enterprise policy.

D6i véi EP_Agent, nham tang tinh bao mat, ta c6 thé két hgp Disconnected policy cho
cac Remote User va cac thiét bi di dong ¢ nhirng thoi diém ho khong két noi duge voi
EP_Server.

1.2 Personal Policy

Khi sir dung EP_Flex, EP_Users c6 thé ty dinh nghia Personal policy cho riéng minh
(Agent khong thé tu dinh nghla policy cho riéng minh). EP_Flex cung cip nhiéu sy tuong
tac hon cho nguoi dung trong viéc cau hinh cac chinh sach bao mét cho hé thong khi khong
chiu sw quan 1y cia EP_Server (khong két ndi vao mang dugc quan 1y).
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EP_Agent khong hd tro giao di¢n twong tac vé Personal policy, va Personal policy cua
EP_Agent la trong, chi c6 thé chinh stra thong qua nhitng tap tin cau hinh.

Khi khéng nhan dugc bat ki Enterprise policy nao, tu dong Personal policy dugc kich
hoat cho t6i khi nhan dugc Enterprise policy cap tir EP_Server.

1.3 Policy Arbitration

Néu EP_Users dung EP_Flex d4 dinh nghia riéng cho minh mot Personal policy, thi
policy nay s& bi han ché khi xay ra c6 nhiéu hon hai policy hoat dong cling lic. Arbitration
Xay ra v6i ca connected va disconnected Enterprise policy (dé lam dugc viée ndy can phai
chinh stra thong tin Enfoce qué trinh thuc thi policy ¢ tab Enforcement Policy).

1.4 Policy Package

Policy package bao gom hai loai policies dugc gom chung lai nhdm muc dich nang cao
d6 bao mat cho hé thong. Sir dung policy package, ta c6 thé chi ra policy nao thyc thi nhu
la Connected policy, hogc la Disconnected policy (Mbi policy duoc chi dinh 1a Connected
policy hoic Disconnected policy s& bao gdm nhiing thanh phan security sau : xem phan
Policy Component Overview va Policy Object).

1.5 Rule Evaluation and Precedence

Do policy 1a mét tap hop nhiéu loai rule (Firewall rule, Zone rule, Program rule...), nén
hoan toan CO thé xay ra truong hop céc rule nay s€ xung dot voi nhau. Vi du Firewall rule
s& block tit ca cac traffic dén port 80, tuy nhién Zone rule lai cho phép traffic dén port 80,
két qua cac traffic port 80 s& bi loai bo. Vay dé giai quyét van d& ndy, can phai c6 mot sy
phén biét d6 uvu tién gitra cac rule.

1.5.1 Hard-Cored Rule

Rule nay dwoc wu tién thyc thi trude tit ca cac rule khac, va rule ndy mic dinh duoc
tao ra va khéng hién thi trong Endpoint Security Administrator Console. Ta c6 thé ty thay
d6i thong sb cua Hard-Cored rule bang cach thay doi ndi dung tap tim XML Policy, tuy
nhién viéc nay duoc khuyén khich khéng nén lam.

e Cho phép UDP packets dén va duoc khai tao tir EP_Server port 80.
e Cho phép TCP packets dén va dugc khoi tao tir EP_Server port 443.

e Cho phep traffic t EP_Users dén port 53 cua tat ca cac hé théng may khac. Rule
nay cho phép truy xuat dich vu DNS.

e Accept ICMP type 9 dén cac may EP_Users. Rule ndy cho phép su quang cdo cia
Router.

o Loai bo tat ca cac traffic c6 dia chi ngudn khong nam trong Trusted Zone hoic
Internet Zone (Con goi 1a Clean-up Rule).

1.5.2 Security Rules

Hard-cored Rule duoc thyc hién trudc hét, sau d6 Enterprise va Personal policy s&
duoc thuec thi.
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Rule ?

7

Apply Zone
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Hinh C3 -1 : Rule Order Process

Yes

Block Traffic

)

Apply Rule Program

U Permission

»  EP_User so sanh véi céc rule ctia Firewall rules.
e Néu Firewall rule dinh nghia loai bo traffic ndy, traffic s& bj loai bo.

e Néu khong co6 bét ki policy nao cua Firewall rule loai bd traffic nay thi qué
trinh Kiém tra ti€p theo dugc thyc hién.

»  EP_User kiém tra nhitng traffic dén va dugc khoi tao di tir loai Zone nao.
e Néu traffic dén tir Zone bj han ché (Blocked Zone), traffic d6 s€ bi loai bd.

e Néu traffic khong bat nguén tir Zone bi han ché, qua trinh kiém tra tiép theo
duoc thuc hién.

> EP_User kiém tra Program rules.

e Néu traffic ndm trong danh sach policy cua program rule, EP_User thyc thi
program rule danh cho traffic do.

e Néu traffic khong nim trong danh sach policy cta program rule, EP_User s&
thuc thi Zone rule.

2 Creating Policy
2.1 Creating Policy Using Template

Nhitng Template nay dugc tao tir System-Domain va dugc sir dung cho tat ca céac
Domain khac. Mac dinh, Check Point tao ra ba Template, ta c6 thé tu tao mot Template
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khac phi hop v6i hé thng ciia minh rdi phd bién cho tat ca cac Domain. Mic dinh ¢6 3
loai dugc cap san : High, Medium, Observation.

R/
**

High Security : Déi véi mirc ndy, EP_Users s& nhan dugc nhiéu thong bao hon,
tat ca nhiing mang méi ma EP_Users phat hién dugc thi policy s€ cho rang
mang d6 thudc ving Internet Zone va dé mirc bao mat cho ving dé 1a High
Level. Tt ca cac traffic tir viing mang mdi ndy s& bi loai bé hoan toan ( cau
hinh mic dinh cho vung Internet Zone 1a & mtrc do High Level dugc dé cap ¢
phan Security Level). Do d6 can phai cap nhat nhirng dia chi tin twdong vao viing
Trusted Zones. Tuy nhién ddi v6i EP_Flex, ho c6 thé tu thay doi thong tin &
viing Trusted Zone trong Personal policy, vi thé déi véi nhirng EP_Users thudc
dién can dugc bao vé & muc cao hodc it hiéu biét vé bao mat nén trién khai hé
thong EP_Agent. Tinh chat Program rule duoc sir dung dé han ché sy giao tiép
mang ctia cic chuong trinh trén hé thong may EP_Users va mdi truong mang
ma Users d6 c6 thé két ndi (Trusted va Internet network).

Medium Security : Policy nay cung cip su bao vé it hon, it tac dong dén qua
trinh st dung ctia EP_Users. Khi phat hién ra mot mang mdi, policy sé mac
dinh mang d6 thudc viung Trusted Zone, va déng thoi tat ca cac chuong trinh s¢
chiu sy quan 1y cua EP_Server, c6 toan quyén giao tiép vao hé théng mang. Tuy
nhién cac chuong trinh nay khéng thé dong vai nhu mot Application Server.

Observation : Policy ndy duoc thiét ké cho qué trinh gidm sét cac hoat dong cua
EP_Users va cac chuong trinh trén hé thong cua EP_Users. Policy nay cung cap
d6 bao mat & mirc thip, cho phép cac tat ca cac traffic khong bi han ché khi giao
tiép voi hé théng mang. Tét ca nhitng chuong trinh giao tiép mang déng vai nhu
Application Client hoic Application Servers (xem phan Security Program).

2.2 Creating Policy Using File

Pugc import tir file dinh dang XML. Dé c6 dugc file XML ndy bang cach sir dung tién
ich “export” & Tab policy manager (trong truong hop ta lay policy & mt EP_Server khac).

X/
A X4

X/
A X4

Security Level

High Level : Mic dinh loai bo tit ca cac traffic va port (traffic cua cac giao
thae TCP, UDP, ICMP, DNS, DHCP....). Tuy nhién ta van c6 thé thict 1ap dé
policy cé thé bo qua port ctia mot s6 giao thirc (TCP/UDP port).

Medium Level : Cho pheép hau hét cac traffic cua céc giao thirc, bén canh do
ta co the thiét 1ap d¢€ policy chan port ctia mot so giao thirc (TCP/UDP port).

Low Level : Tt ca cac traffic déu dugc cho phép.
Security Program

Application Server : Chuong trinh duoc quan ly dong vai nhu mot Server, ¢
thé lang nghe cac traffic truy van va tra loi cac truy van do.

Application Client : Chuong trinh dugc quan Iy dong vai nhu mot Client,
khong cho phép ling nghe cac traffic truy van, s& loai bo tt ca cac traffic truy
van dén port duoc chuong trinh d6 st dung. Co thé gui goi tin truy van dich
vu dén cac hé thong khéc.
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3 Policy Object
3.1 Access Zone

Str dung Access Zone dé chi dinh sy phin biét v& quyén truy xudt giita cac mang & hé
thong EP_Users tham gia.

Zone Rule cho phép ta xay dung mirc d6 bao mat (han ché, cho phép traffic) dua vao
dia chi ngudn va dia chi dén cua traffic. EP_User phan tich nhiing traffic dén hodc gui di tir
hé théng may ciia EP_User bao gdom dia chi IP, ports, hodc giao thic cua traffic do
(TCP/UDP). Néu Program Control dugc kich hoat, cac traffic dén va giri di cia cac chuong
trinh trén hé thdng may EP_User ciing s& dugc kiém tra.

Ta c6 thé tu thiét 1ap nhitng thdng sé cua Security Level dé phti hop véi nhu ciu, bao
gom
e Protocols : Danh sach céc giao thirc mic dinh ma Checkpoint cung cip.

e Incoming : La nhiing traffic ma h¢ thdng EP_User s& nhan, & muyc ndy ta c6 thé
cho phép hoic loai bo traffic do.

e Outgoing : La nhirng traffic ma hé thong EP_User s& giri di, & muc nay ta cd thé
cho phép hoic loai bo traffic do.

e Dbi v6i nhiing giao thl'rc TCP, UDP ta co thé st dung port (vi du : 24,25), port
range (24-37), hoac két hop ca port va port range (22,23,28-35).

Access Zone sir dung nhitng thong sd sau:
e Host/Site : Dia chi trang web.
e [P address : Dia chi xac dinh.
e [P range : Déy dia chi.
e |P Subnet mask : Ca mot Subnet.

Access Zone chia lIam 3 dang chinh : Trusted Zone, Blocked Zone va Internet Zone.
Mac dinh, tat ca nhitng traffic déu thudc vung Internet Zone.

e Trusted Zone : Vung ndy bao gém nhirng traffic dwoc xem 1 an toan va tin
tudng, cho phép trao d6i thong tin voi hé thong EP_User tuy nhién van co thé bi
hanh huéng boi Firewall rule va Program rule. Nhing traffic can dugc dua vao
viing Trusted Zone bao gém

+ Nhirng Remote host két nbi vao hé théng may EP_User.
+ Hé thdng mang WAN/LAN dugc EP_User két ndi.

+ Check Point EP_Server.

+ DNS Servers.

+ Local NIC loopback.

+ Internet Gateway.

+ Local Subnet.
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e Blocked Zone : Pugc xem 1a nguy hiém déi v6i hé théng vatat ca nhirng traffic
Xuat phat ttr vung nay s€ bi loai bo tai hé thong EP_User.
e Internet Zone : Nhiing traffic xudt phat tir ving nay la nhirng traffic duoc giri di
tur nhirng dia chi chua dugc chi dinh trong Trusted Zone va Blocked Zone.
Khi mot hé théng mang moi duge phat hién boi EP_User, s€ c6 ba lya chon cho viée
xac dinh vung cho hé thong mang nay
e Include the network in Trusted Zone : Puwa hé thdng mang ndy vao ving

Trusted Zone dbi v6i hé théng EP User. Va dugc xem 13 ving tin tuéng, duogc
quan ly boi Trusted Zone policy.

e Leave the network in the Internet Zone : Pwa hé thong mang ndy vao ving
Internet Zone & EP_Client. Va dugc quan 1y boi Internet Zone policy.

e Ask the Flex End-point User : Néu EP User sir dung EP Flex, EP_User c6
quyén chi dinh viing cho hé thdng mang d6 trong Personal policy. Tuy nhién ddi
vGi EP_Agent thi hé théng mang nay s& dugc dua vao ving Internet Zone. Va
mang ndy van s& chiu anh huong boi d6 uu tién vé policy, st dung Enterprise
Policy dugc néu policy nay dang duoc kich hoat.

3.2 Firewall Rule
3.2.1 Firewall Rule Overview

Su dung Firev&{all Rule nh:flm han ché hodc cho phép cac hoat dong mang dua trén
nhirng thong tin két noi bao gom dia chi IP, ports, protocols, qua trinh Kiém tra dua trén
ca hai hudng incoming va outgoing, bao gom

o Két hop nhiing thong s6 tao nén mot hé théng Firewall trén hé théng may
EP_User.

e Tinh chinh, quan 1y cac chuong trinh bing cach han ché sy truy xuit mang ctia
mot hay nhiéu chuong trinh dya vao qué trinh quan ly cac giao thirc.

e Han ché va ngin chin cac sy truy xuat hodc giao tiép bat hop phap.
3.2.2 Firewall Rule Rank

Rank dugc str dung trong Firewall Rule nham danh dau thir tu rule nao s& duoc st
dung d¢ ki€m tra traffic.

Khi cac théng s cua traffic dugc kiém tra tring vé6i cac thong sé trong rule, thi rule
do6 duoc thuc thi va ngurng viée kiém tra traffic do.

Ta c6 thé thay d6i Rank nham phll hop v6i muc dich ctia minh.

Hame Rank Source Destination Protocol Time Action Track
Wieh Access 1

Cliert Computer wehl hoazen.eduswn Wigh Servers HTTP Alwvays Al IMone
Remove | Dizable Change v
WEB_Cther 2

Cliert Caomputer Ay Wigh Servers HTTP Alwvays Block Mane
Remove | Dizable Change »

Hinh C3 -2 : Example 1 — Cho phép truy xuit Web1.hoasen.edu.vn
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Hame Rank Source Destination Protocol Time Action Track
WEB_Cther 1

Cliert Computer Ay Wigh Servers HTTP Alvvays Block Mane
Remove | Disable Change v
Weh Access 2

Cliert Computer wwebl hoasen edu.vn Wb Servers HTTP Alweays Al [Mone
Remove | Disable Change v

Hinh C3 - 3 : Example 2 — Loai bé cac traffic truy xuét giao thirc HTTP

3.2.3 Firewall Rule Parameter

Néu Firewall rule duoc tao & System Domain (trong Multi-Domain mode) thi rule d6

s& 12 Global rule, va s& xuét hién trong tit ca cac option ciia danh sach Firewall rule trong
cac Domain khac.

Néu Firewall rule duoc tao trong mot Non-System Domain thuong thi rule dé chi

mang gié tri Local rule, va chi tn tai trong domain do.

3.3

Enforcement Rule

Str dung Enforcement Rule nhim dam bao hé thong ctia EP_Users phai dap (mg duoc

nhirmg yéu cau vé tiéu chuan bao mat tdi thiéu dé duoc xem nhu 13 an toan (tiéu chuin do
Admin dé ra) khi tham gia vao hé théng mang, bao gom hé théng Anti-Virus, Anti-

Spyware hoic mot sb ban va 16i ciia hé didu hanh...

Néu hé thong EP_Users khong dép

g duogc nhirng yéu cau ndy, ta cd thé han ché su két ndi cia EP_Users thong qua Restrict
rule dugc tich hop trong Enforcement rule.

Bén canh d6, Enforcement rule c6 thé yéu cau cai dit hoic loai bd cac chwong trinh

trén hé théng may EP_Users tuy nhién lai khong quan ly cac hoat dong cua cac chuong
trinh nay. B¢ quan 1y cac hoat dong cta chuong trinh, sir dung Program Rule.

3.3.1 Enforcement Rule Types Overview

«» General Enforcement Rule

Chi dinh nhitng gia tri (registry) hodc tap tin (bao gém vi tri cia tap tin do, phién
ban, thoi gian tép tin d6 dugc chinh stra, tinh integrity cua tép tin...) la nhiing gia tri
hoic tap tin duoc yéu cau phai co hodc khong duoc phép ton tai trén hé théng cia
EP_Users.

Vi duy : Yéu cau tir EP_User khi dang nhap vao hé thong, néu Operating System
ciia EP_User la XP thi phai la cai dat ban Hotfix KB898461. H¢ thong cia EP_User
khi tham gia vao hé thong sé duoc kiém tra su ton tai ctia gia tri ndy trong Registry tai
Vi tri

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Updates\Windows
XP\SP3\KB898461

«» Anti-Virus Rule

Str dung rule ndy Kiém tra nhim dam bao hé théng EP_Users phai c6 mot chuong
trinh Anti-Virus dugc Checkpoint tin tuéng 13 an toan. Néu khong dap tng duoc
chinh sach vé loai engine va database cua chuong trinh Anti-virus do Admin chi dinh,
EP_Users s¢ ¢ trang thai “out-of compliance”.
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«» Client Rule

Nhirng quy dinh vé EP Client Package & hé théng cuia EP Users (bao gom
version EP_Client package, database cua Anti-virus...).

% Rule Group

Néu ta c6 mot loat nhitng quy dinh, tuy nhién chi yéu cau Users thoa mdn mot
trong cac quy dinh do, thi ta c6 thé sir dung Rule Groups dé thyc hién viéc nay.

Vi dy : Phan mém Anti-Virus bao gém Kaspersky, Avira, Panda...chi can
EP_Users c6 mot trong nhirng chuong trinh nay thi dap Gng duoc yéu cau vé Anti-
virus Enforcement Rule.

Tuy nhién, tit ca cac rule trong group d6 chic nang Auto Remediation s& khong
duoc kich hoat, va ta ¢ thé cung cép Remediation Resource bing Sandbox (trang
web hd trg cac EP_Users khi khong dap tng vé cac chinh sach bao mat cta hé
thong).

Néu mot rule trong group dé hd trg Auto Remediation dugce gan cho mét policy
khéc khdng phai dudi dang group thi rule do van c6 chirc nang Auto Remediation.

«+ Enforcement Rule Process

EP_Users thuong xuyén dugc kiém tra hé thong dé dam bao hé thong d6 ludn dap
ung duogc cac chinh sach cua Enforcement rule, néu hé thong EP_Users khong dap ting
dugc nhitng quy dinh nay thi cic Restrict rule dugc dinh nghia trong Enforcement rule sé

duoc thuc thi. )

In-compliance
State

Connect

Yes

Re-check

Out of
Compliance |—————>
State

6
Wait -——— Restrict

Hinh C3 -4 : Enforcement Rule Process

Buée 1 : EP_User tién hanh kiém tra nhitng Enforcement rule trong policy, bao
gom ca Anti-virus Provider rule va groups.

Buéc 2 : Néu hé théng EP User dap ting dugc cac quy dinh cua Enforcement
rule, h¢ thong dé duoc xem la “Compliance” (hop phép), va tat cd cac
két noi cia EP_User dugc tiep tuc hoat dong binh thuong.
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Buée3 : Néu hé thong EP_User khong dap tng dugc cac quy dinh cua
Enforcement rule, hé thong d6 dugc xem la “out-of compliance”.

Buéc 4 : Khi khong dap tng duoc cac quy dinh, EP_User tién hanh thuc thi cac
céc han ché trong Enforcement rule, trong trudng hop ndy ta co thé tiy
chon diéu chinh trang thai bdo mat cua EP_User chi ¢ thé 1a Observer,
Warn (canh bao) dén EP User, hodc 1a Restrict “han ché” cac két ndi
ctia hé théng EP_User.

Buoce 5 : Céc rule “Restrict” nay s€ duoc thyc thi trudc khi nhiing rule trong
Firewall rule dugc thuc thi.

Bude 6 : Néu chon “Observer” hodc “Warn”, viéc thuc thi s& xay ra lap tuc, dbi
Vi “Restrict” hanh dong ndy s€ xay ra sau mdt gidi han (Threshold) do
s6 lan “Heartbeats” mic dinh 1a 4 lan (Heartbeats 13 géi tin chira nhitng
thong tin vé trang thai va tinh hop phap (compliance) ciia hé thong
EP_User giri vé cho EP_Server thong qua giao thirc UDP port 6054 sau
mot khoang thoi gian nhét dinh, mic dinh 13 60 giay). Dua vao s6 lan
“Heartbeats” nay dé thuc hién viéc “Restrict” hé thong EP_user.

Buwée 7 : Khi hé thpng EP User ¢ trang thai “Observer”, EP_User van dugc tham
gia hé thong mang tuy nhién tat ca cac hoat dong d6 déu dugc hru lai.

Budée 8 : Khi hé thong EP_User ¢ trang thai “Warn”, EP_User van dugc tham gia
hé thong mang, tat ca cac hoat dong déu duogc luu lai, va s& duoc thong
bao (alert) ve cac quy dinh cia Enforcement rule ma EP_User khong
dap tng dugc, dong thoi ciing cung cip duong dan hd tro thong tin dé
khic phuc tinh trang nay (Sandbox).

Buéc 9 : Cac EP_Client s& lién tyc kiém tra EP user dé dam bao policy ludn
duoc thuce thi chinh xac.

3.3.2 Remediation Resource and Sandbox

Remediation Resource duogc st dung trong cac Enforcement Rule, Anti-virus
Enforcement Rule, Client Enforcement Rule.

Khi EP_User “out-of compliance” va cac Enforcement rule dugc thuc thi, viéc cung
cap thong tin khic phuc cho Gitp hé thong EP_user tré nén “compliance” vo cing quan
trong. Nhing thong tin nay goi 1a “Remediation Resource”. Bén canh vi¢c cung cip
nhitng thong tin canh béo (alert) vé phan mém hozc mot tip tin ndo dé khong dap tmng
duoc yéu cau, ta co thé cung cap duong dan dén hé théng huéng dan EP User khic phuc
16i.

Sandbox dugc xem nhu mot hé thong hd tro cac EP_Users khi ¢ trang thai “out-of
compliance”. O trang web ndy, ta s& cung cap nhing nguyen nhan dan dén 1i do 1am
EP_Users roi vao trang thai out-of compliance. D6i v6i moi loai chinh sach déu duoc xay
dung mot trang web riéng bao gém nhitng nguyén nhan lién quan dén chinh sach d6. Bén
canh d6 dua ra nhirng hudéng dan gitp EP_Users khic phuc 151,

Bén canh do, ta c6 thé cung cip Remediation Resource bai Sandbox, giup cung cip
cho EP_Users nhiéu thong tin chinh xac va nang cao Kién thirc vé chinh sach bao mat cua
h¢ thong cho EP_Users.
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3.3.3 Enforcement Rule Parameter

Chi dinh nhiing gi tri registry hodc tap tin (bao gdm vi tri cua tap tin d6, phién ban,
thoi gian tap tin d6 dugc chinh stra, tinh integrity cua tap tin) 1a nhitng gia tri hodc thong
tin dugc yéu cau phai c6 hoac khong dugc phép ton tai trén hé thong ctia EP_User.

e Rule name : Tén cia Enforcement rule.
e Operating System : Version cua hé diéu hanh Windows (2000/2003/0XP/Vista).

e Check for registry key and value : Chi dinh gia tri key can co trong registry cuia hé
thong EP_User va gi4 tri cua key do.

e Check for file and properties : Yéu ciu kiém tra su ton tai va théng s ctia mot tap
tin trén h¢ thong EP_User. Cung cap tén cua tap tin d6 (vi du : firefox.exe) va
nhitng thong so cua tap tin do.

e Running at all times.

e Location : Puong dan dén tap tin d6 (bao gdm ca tap tin, vi du : c:/firefox.exe).
e Version number.

e Laste modified less than “n” days ago.

e Match Smart Checksum : Kiém tra gid tri checksum cua chuong trinh trong may
EP_User voi gia tri Admin cung cap.

e Type of Check : Chi dinh yéu cau ddi véi tap tin d6 “can thiét” (require) va “ngan
cam” (prohibit).

e Action : Hanh dong

0 Observe Clients that don’t comply : Log cac hoat dong, tuy nhién Users van
tham gia h¢ thong mang binh thuong.

o0 Warn Clients that don’t comply : Hién thi canh bao dén EP_Users la dang bi
“out-of compliance”. User van tham gia hé thong mang binh thuong.

0 Restrict Clients that don’t comply : Thuc thi Restrict rule va giri thong bao
deén EP_User.

DPdi voi hai dang War va Restrict action, ta nén ho trg EP_Users “out-of compliance”
bang cach chon option Remediation Resource va Sandbox”.

3.3.4 Anti-virus Enforcement Rule Parameter

Str dung rule ndy Kiém tra nham dam bao hé thong EP_Users phai ¢ mot chuong
trinh Anti-Virus duoc Checkpoint tin tuéng. Néu khong dap tng duoc yéu cau nay,
EP_User s& ¢ trang thai “out-of compliance”. Ta c6 thé gui thong bao va dua ra bién
phéap khic phuc cho EP_User thong qua “Remediation Resource”.

Khi tao mot Anti-virus provider rule, ta c6 thé yéu cu dua theo Anti-virus engine va
co sO dir liéu (Signature-based) cta chuong trinh do.

e Minimum engine version : Y&u cau vé phién ban cua chwong trinh Anti-virus
ton tai trén h¢ thong EP_User it nhat phai bang vai version dugc quy dinh.
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e Minimum DAT file version : Yéu ciu phién ban Signature-based cia chuong
trinh Anti-virus trén hé thong EP_User it nhat phai bang version dugc quy dinh.

e Oldest DAT file time stamp : Yéu cau phién ban Signature-based cua chuong
trinh Anti-virus trén h¢ thong EP_User phai bang vdi version dugc quy dinh.

e Maximum DAT file age, in “x/day” : Thoi gian cap nhat cua Signature-based
cua chuong trinh Ati-virus s& dugc so véi thoi gian cap nhat cua hé thong
EP_Server, néu chénh léch “x” day thi EP_User s& bi xem 1a “out-of
compliance”. (Vi du : Signatured-based version ctua Kaspersky Anti-virus duoc
cap nhat trén EP_Server 1a ngay 20/12, ma ¢ hé thong cia EP_User 1a 15/12,
néu ta chi dinh x=2 thi hé théng EP_User s& khong dap tmg duoc yéu cau, va s&
roi vao trang thai “out-of compliance”.

Viéc cap nhat thong tin Vé engine ciing nhu co s¢ dir liéu virus cua chuong trinh
Anti-virus cho cac policy c6 thé dugc thuc hién thi cong hodc ty dong. Di v6i phuong
phép tu dong, engine va Signature-based version ma EP_Server s& dong bd voi
Reference Clients (hé théng may cai dét chuong trinh Anti-virus ma EP_Server s& dong
bo dé lay thong tin vé Engine va Signature-based version), va EP_Server s& dung
nhirng thong tin ndy dé kiém tra tinh “compliance” ciia EP_User.

3.4 Anti-virus and Anti-spyware Rules

Ta c6 thé chi dinh yéu ciu thyc thi tién trinh quét toan bo hé thng tai mot thoi diém
dinh sin. D6i v6i spyware, do mirc d6 anh hudng cap Network, do d6 viéc thuc thi nghiém
tdc yéu ciu quét toan bo hé théng boi Anti-spyware rat can thiét, do do ta c6 thé Restrict
EP_User d6 néu yéu cau nay khong duogc thuc hién. Dbi v6i virus, ta cd thé cho tién trinh
ty dong quét tai mot thoi diém nhit dinh, va khong c6 diéu kién cho viée thuc hién tién
trinh quét virus.

Ta c6 thé chi dinh nhing dbi tuong can duoc quét (Local, Removable, CD- ROM...)
ddng thoi ciing c6 thé chi dinh bo qua tién trinh Kiém tra nhirng tap tin dugc dinh sin.

3.5 Program Control Rules

Khéc voi Firewall, han ché qua trinh truy xuat dya vao I6p Network (mé hinh TCP/IP)
bao gom source, destination IP, port, time, khac v4i Zone han ché qua trinh truy xuat dua
vao nguon goi 1a Location ma ta dinh san.

Program Rule cung cap cho Admin kha ning han ché qua trinh truy xuét giao tiép mang
cia moi chuong trinh co chirc nang ung dung mang (Ex_program) dugc chi dinh trén h¢
thong EP_Users.

Program Rule khong quy dinh mot chuong trinh nao d6 duge hodc khong dugce cai dat
trong hé thong (xem Enforcement Rule), ma chi c6 thé quan li qua trinh truy xuat mang cua
chuong trinh do.

Program Rule gdm ba thanh phan : Observation, Permission, Advisor.
3.5.1 Program Observation

Program Observation cho phép Admin Iy nhiing thong tin vé cac Ex_program duogc
su dung trén h¢ thong cuia EP_Users. Khi EP_Server c¢c6 dugc nhitng thong tin vé
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Ex_program nay, Admin c6 thé ap dit quy dinh dé didu khién qua giao tiép mang cua
chwong trinh & cac hé thong ciia EP_User. Tuy nhién Program Observation s& mic dinh
duogc kich hoat & EP_User, thanh phan ndy khong xuat hién trong Endpoint Security
Administrator Console. Khi EP_Server nhan nhirng théng tin vé Ex_program do Program
Observation giri dén, néu Ex_program d6 khong cé trong co so dit liéu ciia Program
Advisor va Program do Admin dinh sin (cap nhat thu cong) thi Ex_program dé sé duoc
dwa vao phan Unknown Program.

Ta c6 thé quy dinh thoi gian ma Program Observation s& cung cip thong tin vé cac
Ex_program trén hé théng EP_User, tuy nhién tai mot thoi diém nao d6 EP_User cai dat
va su dung mot Ex _program, tuy nhién chua dén luc Program Observation giri théng tin
cta Ex_program nay dén cho EP_Server, do do ta co dinh nghia Reference program : 1a
nhitng Ex_program dugc quan ly boi EP_Server da dugc cép nhat trong co so dir ligu.
D6i v6i nhitng Ex_program ma EP_Server chua cap nhat trong Reference program thi
dugc xem la Unknown program, va cho doi sy truy van tir EP_ server dén Program
Advisor Server (néu c6) dé cap nhat permission vé program nay, néu Program Advisor
Server hd tro program nay thi né s& tu dong cap nhat vao group Program Advisor
terminated program hodc Program Advisor Reference program (xem phin Program
Advisor), néu Program Advisor Server khong hd trg thi né s& duoc giit lai trong group
Unknown program va Admin s& tuy diéu chinh permission cho né hoic s& s dung
permission ciia group Unknown sir dung dé quan 1y program nay.

3.5.2 Program Permission

Program Permission cho phép Admin c6 thé han ché qué trinh tham gia vao h¢ thng
mang cua Ex_program, bao gom

e Zone : Program Permission s€ danh gia traffic dugc giri hodc nhan ciia mot
Ex_program tir vung Trusted hoac vung Internet.

e Role : Program Permission s¢ danh gia vai tr0 ctia chuong trinh d6 khi thyc hién
hodc nhan cac két noi tir hé thong mang ngoai bao gom vung Internet va
Trusted.

0 Internet Zone/Act as Client : Ex_program s& c6 vai tr0 nhu mét h¢ thong
Client khi thuc hién cac két ndi voi cac hé thong thudce vung Internet.

Ex_program s& chi c6 thé thyc hién cic yéu cau truy vin ma s& khong dap
tra lai cac yéu cau truy van tur cac hé thong thugc vung Internet.

0 Internet Zone/Act as Server : Ex_program s& c6 thé ling nghe cac truy van
tir cac hé thong thude ving Internet, va co thé dap tra lai cac yéu cau do.

0 Trusted Zone/Act as Server : tuong tu Internet Zone/Act as Server tuy
nhién doi tuong lai 1a nhirng h¢ thong tir Trusted Zone.

0 Trusted Zone/Act as Client : twong tu Internet Zone/Act as Server tuy
nhién doi tuong lai 1a nhirng h¢ thong tir Trusted Zone.

3.5.3 Program Advisor

Program Advisor (PA) la mdt tinh ndng cung cdp Program Permission boi
Checkpoint danh cho cac Ex program, co s¢ dit li¢u vé céc loai Ex program nay duogc
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quan ly bdi Checkpoint. Khi tinh ndng Program Advisor hoat dong, Program Observation
phat hi¢n nhirng Ex _program dugc dit trén hé thong EP_User, nd s€ gtri nhirng thong tin
nady vé cho EP Server vd EP_ Server s€ truy van dén Program Advisor central
(Checkpoint Server) Tuy nhién néu EP User khong thé két ndi dén EP_Server thi
EP_User s& truc tiép giri yéu cau dén cho PA, va néu EP_User khong thé nhan duoc bat
ctr hd trg nao tir EP_Server va PA thi EP_User s¢ dung permission danh cho Unknown
program dé ap dung trong truong hop nay.

Tuy nhién,

ta c6 thé tu thay doi Permission dwgc cung cap boi Checkpoint dé phul

hop véi hé théng mang cia minh. Program Advisor gdm hai loai 12 Terminated program
va Reference program.

e Terminated program : L& nhirng Ex_program ma Checkpoint khuyén céo nén loai
bo tat ca nhitng traffic dugc tao boi no.

 Referenced program : La nhirng Ex_program thong thuong, it nguy co bi tan cong
va c6 thé quan Iy bang chinh sach, Checkpoint ¢6 cung cip san mot tiéu chuan
chinh sach cho mdi Ex_program.

Tién trinh 1am viéc ciia hé thong Program Advisor bao gom Client Program Advisor
Process va Server Program Advisor Process.

% Client Program Advisor Process

Use locally-stored
permission

Application

Start T

No

EP_Client check
locally-stored
permission

ime To Live
expired?

Buwéc1:

Buwéc 2 :

User
EP_Server
permission
Ask
EP_user
Flex an contac Ask
P_Server? e EP_Server
5
Type of
P_Clien ‘—)‘
| No No
Ageyl 4
v Ask User PA
Block es —>| | permission
Program allowed? GASSeven P

Hinh C3 -5 : Client Program Advisor Process

Ex_program duoc kich hoat boi user, EP_User s& kiém tra program
permission danh cho Ex_program d6 trong Policy package dang ton tai
trén hé thong EP_User (bao gdm Enterprise policy va Personal policy).

Néu khi permission danh cho Ex _program d6 dugc tim thiy trong
locally-stored permission, EP_User s& kiém tra gla tri Expired time.
Néu chua expired, EP_User s€ sir dung permission nay dé quan ly
Ex_program. Néu d4 expired, EP_User s& giri yéu cau truy vin t6i
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EP_Server, yéu cau EP Server cung cip permission danh cho
Ex program d6, sau khi nhdn dugc policy permission méi tur
EP_Server, EP_User s& sir dung chinh sach quan ly d6 dé déi véi
Ex_program.

Buwée3: Néu EP User khong the tim thiy permission trong locally-stored
permission, né s& truy van téi EP_Server yéu cu cung cap chinh sach
quan ly danh cho Ex program d6. Sau khi nhan duoc chinh sach quan
ly tr EP Server, EP User sit dung chinh sich d6 dé quan ly
Ex_program.

Buéc 4: Truong hop EP_User ¢ bude 2 va 3 déu khong thé lién lac duoc voi
EP_Server, EP_User sé tién hanh lién lac v6i Prgoram Advisor Server
néu duogc cho phép, va nhan permission tir Program Advisor Server.

Bwéce 5: Truong hop EP User & bude 2 va 3 déu khong thé lién lac dugc véi
EP_Server va EP_User ciing khong duoc phép lién lac hoic khong thé
lién lac dugc v6i Program Advisor va EP_Server, néu EP User 1a
phién ban EP_Flex thi EP_User s& truy van Personal Policy vé chinh
sach quan 1y danh cho Ex_program nay. Ddi v6i phién ban EP_Agent,
méac dinh tat ca traffic dugc gui di va nhan boi Ex _program d6 sé
khong dugc cho phép.

% Server Program Advisor Process

Recieve
1 request from
EP_Client

Is program
reference ?

Send response: use
Yes ——> reference program
permission

Send response: use
3 ds PA enabled? No ———>=| unknown program
permission

Yes

Are the custom
override?

Send response: use

== custom permission

No

Send response: use

s PA recommendation

ecommendation?

No
I Send response: use

unknown program
permission

Hinh C3 - 6 : Server Program Advisor Process
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EP_Server nhan truy vin vé program permission tir EP_User, ket hop véi
Program Advisor Server, EP_Server s&¢ nhan dugc nhiing hé tro vé program
permISS|0n (tr Program Advisor Server) nén su dung d6i voi Ex_program dé cung
cap cho EP_User yéu cau.

Buwéc1:

Buwéc 2 :

Bwéc 3 :

Buwéc 4 :

Buwéc 5 :

EP_Server nhan dugc truy van tir EP_User y&u Ciu cung cip program
permission vé mot Ex program.

EP_Server kiém tra xem Ex program nay di cO ton tai trong
Reference program chua ( duya vao md MD5 Checksum). Néu
permission danh cho Ex_program nay d4 ton tai trong Reference, thi
EP_Server s& giri chinh sach quan Iy ndy vé cho EP User. Va
EP_Usert sé cap nhat permission nay vao Enterprised policy.

Truong hop Ex program nay khong thudc Reference program, &
EP_server, Ex_program sé dugc dua vao group Unknown program,
néu tinh ning Program Advisor khong dugc kich hoat, EP_Server s&
gui permission cua group Unknown program (do Admin ty chi dinh)
vé cho EP_User.

Néu tinh ning Program Advisor duwoc cho phép sir dung, néu
Ex program d6 dd dugc cdp nhat vao Reference program cua
EP_Server thdng qua Program Advisor Server, EP_Server sé gui chinh
s&ch quan ly cua Ex _program do vé cho EP_User. Péi véi chinh sach
quan ly dugc cung cap tir Program Advisor Server ta c6 thé tiy chinh
thay d6i nhitng thong sb trong permission d6 dé linh hoat trong viéc
quan ly Ex program. Hodc sir dung chinh chinh sach do.

Truong hop tinh nang Program Advisor dugc cho phép sur dung, dong
thoi Ex_program chua c6 trong Reference program hodc thoi gian hiéu
luc cua chinh sach d6 trén EP_Server da hét, EP_Server sé& truy van
Program Advisor Server yéu cau cap méi chinh sach cho Ex _program
d6. Néu Ex program nay dugc hd trg tir Program Advisor Server,
EP_Server sau khi nhan dugc chinh sach sé cap nhat lai expired time
trong Reference program hodc cép nhat vao Program Advisor
Termlnated program (néu CheckPoint cho rang day 12 EX_program cin
cAm triét dé) hodc Program Advisor Reference program (Checkpoint
cho ring day 1a Ex_program phé bién, c6 thé han ché nguy hiém). Néu
Ex_program nay qud mai, Program Advisor Server chua cé thong tin
vé program ndy, thi EP_Server s& dua program ndy vao group
Unknown program va guri chinh sach quan 1y (do Admin tu chi dinh)
vé cho EP_User.

3.6 Smart-Defense

Smart-Defense cung cip mot hé thdng bao vé trudc nhitng cudc tan cong DoS vao hé
théng cia EP_User. Smart-Defense la chuwong trinh hoat dong doc lap ¢ hé théng
EP_Users, dugc dua vao trong EP_Client package. Chirc nang nay duoc kich hoat qua
Enterprise policy duoc cung cap tir Admin. Tuy nhién, chirc ning ndy khong hoat dong
hiéu qua. Va dan duoc thay thé boi cac chire ning Anti-virus, Anti-spyware.
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D . Gateway and Cooperative Enforcement
1 Cooperative Enforcement Overview

Nham dam bao hé thdng mang duoc quan 1y chit ché, cac chinh sach bao mat dugc
thyc thi nghiém tac trudc nhitng cong ngh¢ di dong ngdy cang tién tién (Laptop,
SmartPhone...) rat kho cho viéc quan 1y sy truy xuét thong tin ctia cac hé thong ndy, cong
nghé Cooperatvie Enforcement duoc sir dung nhdm ngan chin, kiém tra tinh hop phap va
quan 1y cac Users khi ¢ gang tham gia va hé théng mang & bat cir dau (thiét bi Switch,
Access Point, Firewall, Router,...). Str dung Cooperative Enforcement, ta c6 thé xay dung
nhitng yéu ciu chinh sach bao mait co ban nhit & hé théng cua mdi EP_Users khi tham gia
vao hé théng mang dugc bao vé, bao gdm

< Hé théng EP_Users phai dugc cai dat EP_Client package, bao gdm mot hé théng bao
mat co ban : Anti-spyware, Anti-virus, Firewall.

% Duogc quan 1y va kiém tra boi cac chinh sach danh cho EP_Users khi tham gia vao hé
thong.

% C06 kha ning tuong tac v6i hé thdng quan 1y tap trung EP_Server.

V6i cong nghé Cooperative Enforcement, ta c6 thé han ché nhiing hoat dong cia
EP_Users khi tham gia vao hé thong qua nhitng Gateway (Access Point, Firewall, Switch,
Router,...). Nhanh chdng Kiém tra tinh hop phap cua EP_User tru6e khi EP_User d6 duoc
tham gia vao hé thong mang, bao vé cac hé thong trong mang trude sy lay lan tir cac hé
thong médi c6 do bao mat thap khi tham gia va hé thong mang. Bén canh d6 hd tro kha ning
quan ly han ché sy truy xudt bat hop phép, luu thong tin log phuc vu cho qué trinh kiém tra
néu can.

2 Network Access Server Integration

Switch dong vai tro rat quan trong trong hé thong mang, hd tro nhiéu port cho céc hé
thong may ¢ thé két ndi v6i nhau, tuy nhién d6i voi cong ngh¢ di dong ngay cang phat trién,
ta c6 thé st dung Laptop dé co thé truy xuit vao nhiéu Switch mot cach bt hop phap, NAS
s& gitp hé théng Switch va EP_Server twong tac voi nhau nham c¢6 thé quan 1y cac hanh dong
ctia EP_Users.

2.1 Cooperative Enforcement Architecture
M6 hinh hé thong Network Access Server (NAS) bao gdbm

< Switch (Catalyst 2950) : La thiét bi NAS, c6 nhiém vu thuc hién yéu cau xéac thuc
céc hé théng EP_User khi khoi tao két ndi tham gia vao mang thong qua Switch véi
phuong thirc xac thuc 1a 802.1x. Trong md hinh Cooperative véi EP_Server, Switch
s& tiép nhan nhitng yéu cau ciia EP_Server va gui dén cho EP_User. Pong thoi cho
phép EP_Server chi dinh VLAN cho timg port ma EP_User két ndi (néu thiét bi
NAS c6 hd trg).

% EP_Server : Dong vai la mot RADIUS Prgxy Client, thyc hién nhi¢m vu thay mat
EP_User xac thuc voi RADIUS Server, dong thoi dam bao tinh “compliance” cua
EP_User khi tham gia vao hé thong mang.
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R

*

User

%  RADIUS Server : La Authentication Server.
% User : EP_User can tham gia hé théng mang thong qua phwong thirc 802.1x.

NAS EP_Server e
Server
Connection >
_ Request Identity
Response Identity > Request Identity > Request Identity

Resquest Zonelab EAP

Request Zonelab EAP

Request PEAP

Response Zonelab EAP

Response Zonelab EAP

Response PEAP /SSL Start

- —

Authentication Information
Zonelab EAP

.

SSL Handshake Process

-

Authentication Information
Zonelab EAP

.

-

Encrypted Application Data

SSL

Success

Access-Accept

—

Access-Accept

EP_Client Information
Communicating

EP_Client Information
Communicating

Get Policy

Buwéc1:

Bwéc 2 :

Buwéc 3 :

Buwéc 4 :
Buwéc 5 :

Buwéc 6 :

Bwéece 7 :

Compliance / VLAN Access
non-Compliance / VLAN Access

Hinh C4 -1 : NAS Workflow
2.2 Cooperative Enforcement Workflow

EP_User s& tao mot két ndi dén NAS.
NAS yéu cau EP_User thuc hién qué trinh xac thuc Request Identity (cung

cap username + password).

di).

NAS tién hanh giri yéu cau xac thuc dén EP_Server.

EP_Server tién hanh giri yéu xac thuc ¢én RADIUS Server.

EP_User cung cip username va password (tuy nhién chi username duoc giri

RADIUS Server kiém tra thong tin, va thuc hién yéu cdu EP_Server sir dung

phuong thitc PEAP cho qua trinh x4c thuc (bang goi tin Access-Challenge).

EP_Server tién hanh kiém tra tinh “compliance” cua user (yéu cau hé thong

EP_User phai cai dat EP_Client package) bang cach giri vé cho NAS va yéu
cau su dung phuong thirc xac thuce la Zonelab EAP (EAP Type method 44),
va NAS guii vé cho EP_User.
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Buwéc 8 :

Buwéc 9 :

Buwéce 10 ¢

Bwoce 11 ¢

EP_User s€ gtri lai cho NAS vdi thong tin dugc sir dung theo phuong thirc
xAc thuc kiéu Zonelab EAP, néu EP_User khong cai dat EP_Client package
thi EP_User s& khong dap tng dwoc yéu cdu ndy, EP_User s& giri gbi
Legacy NAK khong dap tng dugc phuong phéap xac thuc nay dén cho NAS.

NAS gui thong tin dén cho EP_Server, néu EP User khong dap ung duoc
yéu cau, EP_Server s& tien hanh “Reject” qua trinh xac thuc cua EP_User
dong thoi huy phién x4c thuc voi RADIUS Server.

Néu EP_User dap ung dugc yéu cau tir EP_Server, EP_Server s& dai dién
cho EP_User tién hanh tao két n6i SSL véi RADIUS server.

Sau khi hoan thanh phién két ndi, EP_User tién hanh giri théng tin xac thuc
dén RADIUS Server (thong qua NAS va EP_Server) va RADIUS Server
tién hanh xac thyc tra vé cho EP Server, EP Server s& dwa vao thong tin
ndy dé yéu ciu NAS cho phép EP_User d6 dugc vao VLAN nao (VLAN
access, VLAN restrict: do EP_Server quyét dinh).

Bude 11a: Néu user xac thuc thanh céng (Access-Accept), EP_Server cd thé

trao doi thong tin véi EP_User dé kiém tra tinh “compliance”. Bén
canh viéc ta c6 thé restrict mot EP_User thong qua Enterprise Policy,
thi EP_Server c6 thé yéu cau NAS chuyén port két ndi cia EP_User
(compliance) vao VLAN Access, va cia EP_User (non-compliance)
vao VLAN restrict (cac VLAN nay sé do nha quan tri chi dinh).

Budc 11b: Néu EP_User xéc thuc khong thanh cong, EP_Server s& giri “Reject”

vé cho NAS, va NAS thong bao vé cho EP_User, phién két ndi bj
hiy. Va khoi tao yéu cau xac thuc madi dén EP_User sau khoang thoi
gian xac dinh.
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KINH NGHIEM VA KHO KHAN
Kinh Nghiém

DU gap nhiéu kho khin trong Khoa Luan Tt Nghiép nay, nhung ching toi da cd ging hét
stic @& c6 thé hoan thanh tt nhat nhiing gi dd dugc dé ra. Va thong qua nhitng khé khin do,
ching t6i d4 c6 dugc nhiéu hon nhiing kién thirc va kinh nghiém thuc té dé xur ly cac truc trac,
khé khin trong qua trinh Xy dyng va quan tri hé thong bao mat.

> C6 duoc kinh nghiém nhiéu hon trong viéc tim kiém thong tin va xac dinh ngudn thong
tin nao dang tin tudng.

Kinh nghiém sir dung cac phan mém hd trg nhu eDraw, VMWare. ..

Kinh nghiém phan tich, xir 1y goi tin dugc bét bang WireShark.

Kinh nghiém sir dung va cdu hinh céc phan mém OPSEC ciia Checkpoint.
Kinh nghiém c4u hinh Active Directory Application Mode cia Windows.

YV V V V V

Kinh nghiém 1am viéc nhém nghiém tic, phan chia binh ding, hd tro 1in nhau dé ca
nhom c6 kién thirc nhu nhau.

A\

Nang cao ky ning giao tiép ngdn ngir chuyén nganh bang tiéng Anh va trinh d6 chuyén
mon bang cac cudc doi thoai “Live Chat” voi Checkpoint’s Advisors.

> Kinh nghiém viét bao cdo theo chuin ISO 5966.

Kho khan

Trong sudt qua trinh thuc hién Khoa Luan Tét Nghiép ndy, ching t6i dd ¢ ging hét sirc dé
thuc hién that tot bai bao céo, song van khong tranh khoi nhirng sai s6t va nhitng kho khan.

Trude tién 1a qué trinh thue hién Khoa Luan Tt Nghiép cua ching t6i khdng hé dugc hd tro
vé mat thiét bi that cling nhu thiét bi chuyén dung, tat ca moi thir déu dugc thyuc hién & thiét bi 4o
trén mot may tinh duy nhat. Do d6 quy mé nhirng bai thuc hanh cua ching toi kha nho, khong
thé bao quat tat ca cac van dé vao cling mot bai thyc hanh.

Bén canh do thi viéc sir dung thiét bi 4o s& di kém theo mot kho khan 13 vin @€ vé License,
mot sO chirc nang khong dugc ho tro, chirc nang bi 101 hoat dong khong 6n dinh hodc c6 ho tro
nhung khong thé st dung.

Thoi gian thyc hién Khoa Luan Tt Nghiép so voi nhitng van dé chling tdi nghién ciru 1a kha
ngan, nén ching toi khdng thé di siu hon vao cac van dé. Néu c6 thé cho ching tdi thém thoi
gian thi nhirng noi dung ctia Khoa Luan Tt Nghiép c6 thé s& hay hon.

Ching toi d8 khong sir dung dugc nhitng tng dung thuc té véi do bao mat cao va tién tién
(Nhu RSA SecurelD, SMS Gateway Authentication, ...) vi van dé License ciing nhu gia ca cua
thiét bi.

Khoa Luan Tét Nghiép — Firewall Checkpoint Trang 113




M Truong Pai hoc Hoa Sen Cao Hiép Hung — Lwong Hiru Tan

PHU LUC

A . Bang gia dé nghi

Trwong hop 1 : Str dung Appliances

Trong truong hop ndy thi cac thiét bi chinh cua hé thong 14 cac thiét bi Appliances. Hai
thiet bi Appliances can mua 1a Security Gateway va Connectra. Ngoai ra con c6 Licenses cho
cac Endpoint(EP) Client.

e Security Gateway CPAP-SG576 : 8,408.50
e Connectra CPWS-CRA-M9072-2500 1 73,391.68
<  Téngcong :81,800.18
e EP Server Licences CPEP-SA-1-100T04999 : 37.27% per User

e EP On Demand 2500User (Optional) CPWS-CCV-2500  :11,182.91

Truwong hop 2 : Sir dung Sotfware

Trong truong hop ndy thi ta s& mua cac gbi phan mem thay vi st dung Applicances. Uu
diém 14 c6 kha ning mé rong phan cirmg. Tuy nhién tinh 6n dinh s& khong bang cac thiét bi
Appliances.

e Security Bundle CPSG-P405-CPSM-P1003 :14,161.75
e Connectra Software CPWS-CRS-2500 : 60,078.77
<  Téngcong : 74,240.52
e EP Server Licences CPEP-SA-1-100T04999 : 37.27% per User

e EP On Demand 2500User (Optional) CPWS-CCV-2500  :11,182.91

Chi tiét cac thiét bj
s Security Gateway : Check Point UTM-1 576 Total Security Appliance

e SKU : CPAP - SG576
e Price : 8,408.50 $
e MSRP 10,900 $

e 10/100/1000 Ports : 6

e Fiewall Throuhput :2.5Gbps

e VPN Throughput : 300Mbps
e |PS Throughput : 1.7Gbps

e Concurrent Sessions : 650,000

e Licensed User : Unlimited
e Storage : 160GB

e Enclosure - 1U
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e Software Blade : Firewall, VPN, IPS, Anti-Spam & Email Security, URL
Filtering, Anti-Virus & Anti-Malware

e Management Blade : Network Policy Management, Endpoint Policy
Management, Logging & Status

% Connectra : Check Point Connectra 9072 appliance for 2500 Concurrent Users

e SKU : CPWS-CRA-M9072-2500
e Price :73,391.68 $

e MSRP : 95,000 $

e Concurrent Users  : 2,500

e Licensed User : Unlimited

e Storage : 160GBx2

e Enclosure : 2U

% Security Bundle CPSG-P405-CPSM-P1003

e SKU : CPSG-P405-CPSM-P1003

e Price :14,161.75 %

e MSRP : 19,000 $

e Including : SG405 and SM1003

e SG405 Including - Including Firewall, IPSec VPN, Advanced Networking,

Acceleration & Clustering and IPS
e SM1003 : Network Policy Management, Endpoint Policy
Management, Logging & Status.

«» Connectra : Check Point Connectra software for 2500 Concurrent Users

e SKU : CPWS-CRS-2500
e Price : 60,078.77 %
e MSRP : 85,000 $

«» EP Server Licences CPEP-SA-1-100T0O4999

e SKU : CPEP-SA-1-100T04999
e Price :37.27%
e MSRP :50%

s EP On Demand 2500User (Optional) CPWS-CCV-2500

e SKU : CPEP-SA-1-100T04999
e Price :11,18291 %
e MSRP : 15,000 $
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B . So d0 mang Hoa Sen dé nghij
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C . Tong hop Rule

1 Firewall Rule

B Firewal | 525 nat | 3} 15 | £30 Anti-cpam & Mail | Z) Antivirus 6. URL Fitering | X5 550 ven | @) sec ven | B} o5 | B2 Deskeop |
[
E Users == Connectra * Any X Connectra IE‘ Any Traffic Connectra_Protocols @ accept = Maone EE QT | & Any
I Lsers == DMI * Ay LL [tz [#] 2ny Tratfic % xzs 0 accept Log | [ aT | * Any
H Steatth * Any s et [#] 2ny Tratfic * Any @) drop Log | [ aT | * Any
DS QT_Metwark Q DMS-Server IE‘ Any Traffic dns @ accept = Mone EE QT | %k Any
H Cliertless ,L%! Cliertlless-Group@E@any Q Internal_Web_Server IE‘ Any Traffic TCE hitps e User Auth Log EE QT | %k Any
Connectra Authentication X Connectra Q Authentication_Server IE‘ Any Traffic Authentication_Protocaols @ accept Log EE QT | %k Any
' Connectra == Internal X Connectra Q‘ Internal_Server E Any Traffic Connectra_to_lnternal @ accept Log EE QT | & Any
H Join Damain L an_aT Q Active_Directory IE‘ Any Traffic Join_Domain_Protocols @ accept = Mone EE QT | %k Any
EP_Server Authentication Q EP_Server Q Authentication_Server IE‘ Any Traffic Authentication_Protocaols @ accept Log EE QT | %k Any
n Remote Uzers==EP_Server ,L%! PM-GroupiEany Q EP_Server ::):(:: Remotefccess EP_Client_Protocols @ accept = Maone EE QT | & Any
n Remote Users == Internal ,L%! WPN-Group@any 4L Lan_aT ::):(:: RemaoteAccess | 1CF hitp @ accept Log EE QT |k Any
n Site-to-Site ET_WPN_Group TP _Group & Ipsec TCF hitp 5y sccept - Mone | I8 @7 | % any
H LAM == Management L an_aT AL Management IE‘ Any Traffic * Any @ drop = Maone EE QT | & Any
LAM == Internet Lk s G * Any [#] 2ny Tratfic TCF hitp 5y sccept - Mone | I8 @7 | % any
’? Clear * Any * Any IE‘ Any Traffic * Any @ drop Log EE QT |k Any

Hinh E5 -1 : Firewall

Rule1: Cho phép Remote Users c6 thé truy cap vao Connectra. Bao gom céc Services

e HTTPS (TCP 443)
e CP_SSL_Network Extender (TCP 444)
e IKE_NAT_TRAVERSAL (UDP 4500)

Rule 2 :  Cho phép Users (LAN, Internet) c6 thé truy cip vao ving DMZ.
Rule 3: Stealth Rule s& ngan chin viée truy cap truc tiép vao Security Gateway.

Rule 4 :  DNS cho phép cac mang ciia Quang Trung c6 thé truy van DNS, bao gdm

LAN QT
Management
DMZ

Security Gateway

Rule5: Cho phép Users c6 thé sir dung Clientless VPN.

Rule 6 : Cho phép Connectra ¢ thé két ndi toi Authentication Server (RADIUS,
TACACS+, ADAM, AD...).
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Rule 7: Cho phép Connectra c6 thé két ndi t6i Internal Server.

Web Application : HTTP (TCP 80)

Fileshare Application : Microsoft-ds (TCP/UDP 445)

Mail Exchange : IMAP (TCP 143), SMTP (TCP 25)

Native Application : Telnet (TCP 23), Remote Desktop (TCP 3389), ...

Rule 8 : Cho phép céc Users trong LAN_QT c6 thé Join Domain.

Rule9: Cho phép EP_Server c6 thé két ndi t6i Authentication Server (RADIUS,
TACACS+, ADAM, AD...).

Rule 10 : Cho phép Remote Users c6 thé trao doi thong tin voi EP_Server.
Rule 11 : Cho phép Remote Users hop 18 co thé truy cap dén mang Internal.

Rule 12 : Quan 1y két ndi IPsec Site-to-Site VPN tir Nguyén Vin Trang téi Quang
Trung.

Rule 13 +14: Cho phép Users ¢ viing LAN_QT c6 thé truy cdp Internet. Tuy nhién
han ché cac truy cap bat hop phap vao vung Management.

Rule 15 : Cho phép log lai nhitng truy cap khong dugc cho phép bdi nhitng Rule trén.
2 NAT Rule

T Frewsl 723 NAT | (3} 1P | E30 anti-Spam & Mail | (£} Anti-virus & URL Fitering | 35 550 ven | @) psec ven | B o5 | 2 Desktop |
ORIGINAL PACKET TRAMSLATED PACKET
‘ * Any H, Public_Address TCE it | = Criginal ‘Q_Slnternal_Server = Original EE @T |

- X Conrectra & Any & Any EsConnedra (Walid | = Criginal = Criginal E aT
H % Any X Connectra (Valid Address) * Any = Criginal HSCDnnecira = Criginal EE QT
4L an @t AL an aT % Any = Original = Original = Original EE @T
H 4L | an_GT * Any * Any JT'-HL.i\.N_L';!T (Hiding .| = Criginal = Criginal E QT
4L Remote_Pool | 44k Remaote_Poal & Any = Criginal = Original = Criginal ﬁ aT
‘ 7 | 4+ Remote_Poal * Any * Any J-|-|-HR|3mD’[|3_P00I (Hic| = Criginal = Criginal EE &3]

Hinh E5 — 2 : NAT Firewall
Rule 1 : Cho phép Public céc Internal Server trong vung DMZ ra Internet (Static NAT).

Rule 2 +3: Cho phép Remote Users ¢ Internet c6 thé truy cap vao Connectra
(Automatic NAT).

Rule 4 + 5 : Cho phép Users 6 LAN_QT c6 thé truy cip Internet (Automatic NAT).

Rule 6 + 7 : Cho phép Remote Users st dung IPsec Remote Access VPN (Office Mode
va Hub Mode) c0 thé truy cap Internet (Automatic NAT).
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3 Endpoint Security Rule
Quy tic dat Rule : Action Source = Destination : Service.

3.1 “Public” Policy Public
< Dbi tuong : Desktop PC va Laptop.
% Phuong phap xac thuc : Join Domain hoac 802.1x.
% Quan ly bang User Catalog.
% Software : Endpoint Agent Client Package (Tich hop Antivirus, Spyware).
% IP Range : 10.0.1.1 - 10.0.5.254

«» Firewall Rule

Permit User > Active_Directory : Join_Domain_Protocol
Deny User - Active_Directory : Any

Permit User - FTP_Server : FTP, HTTP

Deny User = FTP_Server : Any

Permit User > EP_Server : Endpoint_Client_Protocol
Deny User - EP_Server : Any

e Deny User - Authentication_Server : Any

s Access Zone (Medium Security)

e Trusted Zone : 10.0.1.1 = 10.0.5.255
Blocked Zone : 10.0.0.1 = 10.0.1.255
Blocked Zone : 10.0.6.1 = 10.255.255.255
Blocked Zone : VPN Group

Internet Zone

% Program Advisor
e Khong cho sir dung Torrent, Garena,...
«» Enforcement Rule

e Antivirus Requirement : Group Program (Kaspersky, AVG,...)
e Enforcemence Rule

0 Win XP : XPSP3(KB936929)
e Restricted Rule

0 Permit User - kaspersky.nts.com.vn, AVG.com... : Any
o Permit User - Microsoft.com : Any

o Permit User - EP_Server : Endpoint_Client_Protocol

o Permit User > FTP : FTP, HTTP

o Deny Any - Any: Any

% Client Setting

e Khong cho phép User tit Endpoint Software.
o Tit tudng lira cia Windows.
o Tit Wireless adapter khi cong LAN duoc két ndi vao mang LAN.
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3.2 “Networking Computer Lab’Policy

% Dbi tugng : Desktop PC.

% Quan ly bang Custom va Build-in Package Policy.
% Software : Endpoint Agent Client Package (Khéng tich hop Antivirus, Spyware).
% IP Range : 10.0.6.1 - 10.0.10.254 (4 Phong)

% Firewall Rule
e Deny User > Active_Directory : Any
Deny User = FTP_Server : Any
Permit User > EP_Server : Endpoint_Client_Protocol
Deny User - EP_Server : Any
Deny User - Authentication_Server : Any

s Access Zone (Medium Security)

e Trusted Zone : 10.0.X.1 = 10.0.X.255
Blocked Zone : 10.0.1.1 - 10.0.(X-1).255
Blocked Zone : 10.0.(X+1).1 - 10.255.255.255
Blocked Zone : VPN Group
Internet Zone
5<X<11

% Program Advisor
e Khong cho sir dung Torrent, Garena,...

% Client Setting

e Khong cho phép User tit Endpoint Software.
e Tat tuong lira cia Windows
o Tit Wireless adapter khi cong LAN duoc két nbi vao mang LAN.

3.3 “Networking Computer Lab — Switch” Policy
< Dbi tuong : Laptop.

R/
L X4

Phuong phap xéc thuc : 802.1x.
% Quan ly bang User Catalog.

>

R/
%

Software : Endpoint Agent Client Package ( Tich hop Antivirus, Spyware).
% IP Range : 10.0.6.1 - 10.0.10.254 (4 Phong)

Firewall Rule
e Deny User > Active_Directory : Any
Deny User = FTP_Server : Any
Permit User > EP_Server : Endpoint_Client_Protocol
Deny User - EP_Server : Any
Deny User - Authentication_Server : Any

>

R/
%
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s Access Zone (Medium Security)

e Trusted Zone : 10.0.X.1 - 10.0.X.255

Blocked Zone : 10.0.1.1 - 10.0.(X-1).255
Blocked Zone : 10.0.(X+1).1 - 10.255.255.255
Blocked Zone : VPN Group

Internet Zone

5<X<11

% Program Advisor
e Khong cho sir dung Torrent, Garena,...

% Enforcement Rule
e Antivirus Requirement : Group Program (Kaspersky, AVG,...)
e Enforcemence Rule
0 Win XP : XPSP3(KB936929)
e Restricted Rule

0 Permit User - kaspersky.nts.com.vn, AVG.com... : Any
o Permit User - Microsoft.com : Any
o Permit User - EP_Server : Endpoint_Client_Protocol
o Permit User > FTP : FTP, HTTP
o Deny Any - Any: Any
% Client Setting

e Khdng cho phép User tit Endpoint Software.

e Tit tuong lira cia Windows.

e Tit Wireless adapter khi cong LAN duogc két ni vao mang LAN.

3.4 “Computer Lab” Policy
% Quan ly bang Custom Catalog va Build-in Package Policy
% Dbi tugng : Desktop PC.
% Software : Endpoint Agent Client Package (Tich hop Antivirus, Spyware).
% IP Range : 10.0.11.1 - 10.0.30.254 (20 Phong)

«» Firewall Rule

e Deny User > Active_Directory : Any

Deny User = FTP_Server : Any

Permit User > EP_Server : Endpoint_Client_Protocol
Deny User - EP_Server : Any

Deny User - Authentication_Server : Any

s Access Zone (Medium Security)

e Trusted Zone : 10.0.X.1 - 10.0.X.255

e Blocked Zone : 10.0.1.1 - 10.0.(X-1).255

e Blocked Zone : 10.0.(X+1).1 - 10.255.255.255
e Blocked Zone : VPN Group
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Internet Zone
9<X<31

% Program Advisor
Khéng cho str dung Torrent, Garena,...

% Enforcement Rule
Antivirus Requirement : Group Program (Kaspersky, AVG,...)
Enforcemence Rule

0 Win XP : XPSP3(KB936929)
Restricted Rule

% Client Setting

o
o
o
o
o

Permit User - kaspersky.nts.com.vn, AVG.com... : Any
Permit User - Microsoft.com : Any

Permit User > EP_Server : Endpoint_Client_Protocol
Permit User > FTP : FTP, HTTP

Deny Any = Any : Any

Khong cho phép User tit Endpoint Software.
o Tit tudng lira cia Windows.
e Tat Wireless adapter khi cong LAN dugc két noi vao mang LAN.

3.5 “Computer Lab - Switch” Policy
< Dbi tuong : Laptop.

% Phuong phap xac thyuc : 802.1x.

% Quan ly bang User Catalog.

% Software : Endpoint Agent Client Package (Tich hop Antivirus, Spyware).
% IP Range : 10.0.11.1 - 10.0.30.254

«» Firewall Rule

Deny User > Active_Directory : Any

Deny User = FTP_Server : Any

Permit User > EP_Server : Endpoint_Client_Protocol
Deny User - EP_Server : Any

Deny User - Authentication_Server : Any

% Access Zone (Medium Security)

Trusted Zone : 10.0.X.1 - 10.0.X.255

Blocked Zone : 10.0.1.1 - 10.0.(X-1).255
Blocked Zone : 10.0.(X+1).1 - 10.255.255.255
Blocked Zone : VPN Group

Internet Zone

9<X<31
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% Program Advisor

Khéng cho st dung Torrent, Garena,...

% Enforcement Rule
Antivirus Requirement : Group Program (Kaspersky, AVG,...)
Enforcement Rule
0 Win XP : XPSP3(KB936929)
Restricted Rule

% Client Setting

o
o
o
o
o

Permit User - kaspersky.nts.com.vn, AVG.com... : Any
Permit User - Microsoft.com : Any

Permit User > EP_Server : Endpoint_Client_Protocol
Permit User > FTP : FTP, HTTP

Deny Any = Any : Any

Khong cho phép User tit Endpoint Software.
e Tat tuong ltra cia Windows
o Tit Wireless adapter khi cong LAN duoc két nbi vao mang LAN.

3.6 “Staff” Policy
< Dbi twong : Desktop PC va Laptop.

% Phuong phap xac thuc : Join Domain hoac 802.1x.

% Quan ly bang User Catalog.

% Software : Endpoint Agent Client Package ( Tich hgp Antivirus, Spyware).

% Dbi tuong : Desktop PC ( Xac thuc : Join Domain ) va Laptop ( Xac thuc 802.1x)
% IP Range : 10.0.50.1 - 10.0.50.255

«» Firewall Rule

Permit User - AD : Join_Domain_Protocol

Deny User = AD : Any

Permit User - FTP_Server : FTP

Deny User = FTP : Any

Permit User > EP_Server : Endpoint_Client_Protocol
Deny User - EP_Server : Any

Deny User - Authentication_Server : Any

s Access Zone (Medium Security)

Trusted Zone : 10.0.X.1 - 10.0.X.255

Blocked Zone : 10.0.1.1 - 10.0.(X-1).255
Blocked Zone : 10.0.(X+1)s.26 - 10.255.255.255
Internet Zone

49<X<71

% Program Advisor

Khéng cho st dung Torrent, Garena,...
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«» Enforcement Rule

e Antivirus Requirement : Group Program (Kaspersky, AVG,...)

e Enforcement Rule

0 Win XP : XPSP3(KB936929)

e Restricted Rule (Firewall Rule 2) :

0 Permit User - kaspersky.nts.com.vn, AVG.com... : Any
o Permit User - Microsoft.com : Any

o Permit User - EP_Server : Endpoint_Client_Protocol

o Permit User > FTP : FTP, HTTP

o Deny Any - Any: Any

% Client Setting

e Khdng cho phép User tit Endpoint Software.

e Tit tuong lira cia Windows

o Tit Wireless adapter khi cong LAN duoc két nbi vao mang LAN.

3.7 “Examination” Policy
< Dbi twong : Desktop PC va Laptop.

% Phuong phap xac thuc : Join Domain hoac 802.1x.

% Quan ly bang User Catalog va Build-in Package Policy.
% Dbi tuong : Desktop PC va Laptop ( Xéc thuc 802.1x )

% IP Range : 10.0.1.1 - 10.0.49.254
% Firewall Rule

e Permit User > EP_SERVER : Endpoint_Client_Protocol

e Deny Any - Any: Any

% Join_Domain_Protocol

Port Checkpoint Keyword Description

Port 42 TCP Host name Service

Port 42 UDP Name Host name Service

Port 53 (TCP + UDP) DNS DNS

Port 88 TCP Keberos v5 TCP Kerberos

Port 88 UDP Keberos_v5 _UDP Kerberos

Port 135 TCP DCE Endpoint Resolution

Port 135 UDP
Port 137 TCP

Port 137 UDP nbname
Port 138 TCP

Port 138 UDP nbdatagram
Port 139 TCP

Port 139 UDP nbsession
Port 389 TCP LDAP

DCE Endpoint Resolution
Net-BIOS Name Service
Net-BIOS Name Service
Net-BIOS Datagram Service
Net-BIOS Datagram Service
Net-BIOS Session Service
Net-BIOS Session Service
LDAP
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Port 389 UDP LDAP
Port 636 TCP LDAP-SSL LDAP-SSL
Port 636 UDP LDAP-SSL
Port 445 TCP microsoft-ds microsoft-ds
Port 445 UDP microsoft-ds-udp microsoft-ds
Port 3268 TCP MS Global Catalog
Port 3268 UDP MS Global Catalog
Port 3269 TCP MS Global Catalog with LDAP-SSL
Port 3269 UDP MS Global Catalog with LDAP-SSL
Port 1025 TCP Remote_Storm unassigned
+ Endpoint_Client_Protocol
Port 80/6054 TCP : Heartbeat
Port 443 TCP 1 SSL
Port 2100 : Trao dbi thong tin gitra khai dong ban dau.
+«+ Authentication_Protocol
Port TCP 389 : LDAP
Port TCP 636 : LDAP-SSL
Port UDP 1812 : RADIUS
Port UDP 1813 : RADIUS Accounting
Port UDP 49 : TACACS
Port TCP 49 : TACACS+
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