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Khoéa Luan Tét Nghiép Giai Phap Vyatta cho doanh nghiép

TRICH YEU

Trong nhitng nam trd lai dy, sy bung nd manh mé& ciia Cong Nghé Thong Tin da c6
nhitng tac dong nhét dinh dén moi mat cua doi séng xa hoi. Pac biét 1a su ra doi cua
cac cong nghé mang may tinh da thuc su lam thay d6i moi thir. Pi véi cac doanh
nghiép, viéc trién khai hé théng mang duoc xem nhu 1 yéu t6 quyét dinh then chét
dén viéc hoat dong va bao mat thong tin cua ca cong ty. Pé viéc trién khai duge dat
hi€u qua cao nhét, viéc lua chon céac thiét bi mang cho hé théng cling doi hoi su k¥
ludng va can than sao cho pht hop véi tai chinh va co s¢ vat chat hién hanh. Cisco
ludn 1a lya 1a lya chon hang dau d6i voi cac nha quan tri mang boi tinh on dinh va bao
mat cao. C6 thé néi trong linh vuc nay, Cisco luén dan dau. Tuy nhién trong mot vai
nam tr¢ lai day, su xuat hién cua hé théng router ma nguén mo Vyatta da l[am cho
nganh cong nghé mang soi ndi tré lai. Vi gia ca ré hon nhiéu lan so véi Cisco, tinh
on dinh va co dﬁy du céac tinh nang, co ché bao mat khién cho Vyatta nhanh chong
duoc cha ¥ 1a duge danh gia s& tro thanh ddi thiu ning ki cho Cisco. Trong qua cac
kién thirc d3 hoc dugc ¢ trudng, tim hiéu thém thong tin trén cac dién dan trong va
ngoai nudc, cling nhu su sy tinh gitp d& cia gido vién hudng dan. Nhom chung toi da
nghién ctru vé hé thong ma ngudén md Vyatta nham gitp cho moi ngudi ¢ c6 thém cai
nhin téng quan, rong hon vé router mi nguén md Vyatta. Cac tinh ning ciia router
Vyatta kha nhiéu va gan nhu twong dwong vai router Cisco. Do thoi gian va tai liéu vé

san pham c6 han nén nhém chiing t6i s€ nghién ctru vé céc van de sau

- Tong quan vé cac san pham ma Vyatta hién dang co
- Tinh nang trén céc interfaces

- Tinh ning vé céc services

- Tinh ning vé availability

- Tinh ning vé routing

- Tinh nang vé security



Khoéa Luan Tét Nghiép Giai Phap Vyatta cho doanh nghiép

MUC LUC

IMUC LUC ettt ettt st e h et s et e st et e ebe et e s st e besaeenseeneenee il
LOT CAM ON ...ttt iii
INHAP DE ..ottt sttt 1
| R € 5 T 1 11151 SRS 2
II. CAC SAN PHAM CUA VYA ... s s eee e eeeseeeeseeseesenee 6
I, CAc tinh NANG CTUA VYAA ...eoueiiiieie ettt et 17
| 5T 1 1 15 103 s PSSR 17

N 101153 § 1T PSR 21
2.1 Frame REIAY ...cc.ooviieiieiecie ettt ettt e e eneeenee e 21

22 PPP ettt et e et e b e aeebe et e aeeneeneas 23

2.3 VIAN ..ottt ettt b e ettt et st enees 27

B SIVICES 1ttt ettt ettt ettt sttt sttt s h et bttt sae et e bt et e bt e te bt et e s reenten 30
3.1 CAURINN oottt 30

3.2 TEINEL, SSH ..ooooeiiiiieieeeeeeee ettt e e e e e e s e e st reeeeeeseesnnaanreeas 36

B3 N AT ettt b et b ettt et e ent e beententeenteeneenteneas 37

I D) 5 (] SRS 43

3.5 WED CACHINE. .....iiiiieiieeee ettt ettt ettt et e et esneeeneeenne 45

4. ROULINE..ccutietieeieeieeee e ettt et e ste et et e seeesaae e seessteseseeseesseassseanseesssessseanseenseensseenseensanns 47
4.1 SEALIC TOULE ..vvieeiieiieieeeie et eite et e et e e te e te e seeesteesteeseesseesnseenseeseesssessseanseenseesnsennsennns 47

4.2 RIP (Routing Information Protocol) ...........ccceeciieiiiiiieiiieirecieee e 49

4.3 OSPF (Open Shortest Path First) ........cccecvveriirciiicieiieciecie et 53

4.4 BGP (Border Gateway ProtoCol) ........ccecieriiriieciieieecieeie et 60

5. AVAIIADIIILY coeveieiie e e et e e eab e e e raeennreas 63
ST VRRP ettt ettt et be et 63

5.2 Wan Load BalanCing............ccveeuiiiriie it sree e eereesreeeereesnaeessnaeeenee s 66

5.3 RAID Tttt ettt et e et et te e e nteeteeaeenten 69

R L1 13 < TSR 73

O 1<T01 14 |y USRS 76
6.1 WED FIIEETINE ...eveeiieeeieeiieiee ettt et ettt e et e e se e s aseessaesaeenseenseenns 76

0.2 FITEWAIL ...ttt ettt et e e e sbeensa e naeenbeenseenns 79

0.3 VPN ...ttt sttt et at bttt be et enees 86

IV.  Nhén xét va danh gid cla NhOM........coooiiiiiiiiiicce e 93
KET LUAN ..ttt sttt 100
TAILTEU THAM KHAO ...coovvvoitiiieiieeis sttt 101

Trang|i



Khoéa Luan Tét Nghiép Giai Phap Vyatta cho doanh nghiép

LOI CAM ON

Do thoi gian va kién thure c6 han nén bai viét con han ché, nhom sinh vién rat mong
nhéan dugc sy gop y cua quy thay co, cung cac ban sinh vién dé€ hoan thién thém kién

thtrc trong linh vyc nay.
Qua déy, nhom sinh vién bay t6 long tri an sdu sic dén:

- Thay Pinh Ngoc Luyén da gitip d& va nhiét tinh hudng dan, tao diéu kién dé
nhém sinh vién hoan thanh kho4 luan tét nghiép nay
- Céc thay co va cach anh k¥ thuat phong thuc hanh da hd tro may dé thuc hién

cac bai Lab phuc vu cho dé tai
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NHAP PE

Cong nghé nganh mang mdy tinh trong nhitng nim gan ddy di trd nén phat trién
manh mé& hon bao gio hét. Cac cong ty hay cac to chirc hién nay dang rat xem
trong cong tac trién khai ha tang mang cho hé thong ctia minh. Trong nganh cong
nghiép nganh mang, Cisco gan nhu khong c6 ddi thii trong linh vyc nay. Tuy nhién
v6i chi phi kha cao khién cho mét s6 cong ty hay td chirc phai e ngai va tim kiém
mdt phuong an thay thé khac. Nam 2005, cong ty Vyatta thanh 1ap va cung cép
dén nganh mang nhitng san phdm router ma ngudn mé véi cac tinh ning tuong
duong véi router Cisco, chi phi ré hon rat nhiéu. Viéc xuat hién cta router Vyatta
mé ngudn mé di khién cho nganh cong nghiép mang s6i ndi hon bao gio hét. Ngay
tir khi xuét hién phién ban dau tién, cdc nha gidi phap mang ndi tiéng trén thé gioi
danh gia rat cao va xac dinh ré’mg Vyatta thuc sy s€ trg thanh ddi tha canh tranh
truc tiép v6i Cisco trong linh vuc thiét bi mang router. Vyatta co thé con kha xa la

v&i cac nha quan tri mang tai Vi¢t Nam.

V6i mong muén dugc nim rd hon vé san pham router ma ngudén md Vyatta ndy va
nham dua ra dugc giai phap gitp cho doanh nghiép co thé thay thé hoan toan céc
thiét bi Cisco, nhom ching t6i di cting nhau tim toi, nghién ctru va cudi cung ciing
d3 dat duoc nhitng két qua cy thé. Nhém chiing t6i hi vong bai béo cdo nay s& gitip

cho ban doc c6 thém dugc thong tin cling nhu nam rd vé san pham nay.
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I.  Gi6i thiéu
Cong ty Vyatta duoc thanh 14p vao nim 2005, diéu hanh boi Kelly Herrell, Tong
Giam Pdc diéu hanh dong thoi ciing 14 thanh vién cua Hoi Pong Quéan Tri cong ty va
hién dang nam trong top 50 ngudi ¢6 quyén luc nhat thé gidi mang do tap chi Network
World bau chon. Cong ty Vyatta co tru s¢ nam & Belmont, mot thanh phé o Califonia.
Cong ty v6i khoang 50 nhan vién, cung cap cac san pham chi yéu vé hé thong mang.
Céc thanh vién sang lap Vyatta gdm nhiéu chuyén gia trong linh vuc hé théng mang.
Khong giéng nhu nhimg coéng ty khac, d6i ngii Vyatta sé hitu nhitng kién thtrc tong
hop vé cac thiét bi mang, cac ma ngudn md trén thi trudng va cac nén tang vé mang.
Péng thoi vai kién thic vé hé théng mang rong khip va kinh nghiém doi dao vé ma
nguén mé va vé cac thiét bi mang c6 duogc tir cac cong ty ndi tiéng nhu Cisco, Nortel,
Redhat, BlueCoat Systems, Sun Microsystems, Redback Networks, Digital Island,
Level 3, Internap, Hewlett-Packard, Oracle, AMD... Vao thang 3 nam 2006, cong ty
da tung ra thi truong phién ban Vyatta chay trén nén Linux mién phi dau tién cho phép

download di xuét hién.

0 VYATTA.

Logo cua Vyatta

Vyatta chay dua trén phin mém mi ngudn md, va chay trén phan cung tiéu chuan
x86. Vyatta c6 bo dinh tuyén va co ché biao mat nhu cac phan cting router thong dung,
cac tinh nang co ban la: Ipv4, Ipv6, Ripv2, OSPFv3, BGP4, DHCP server/client,
802.1Q Vlan, WAN hd tro véi DSL, hd trg két ndi Lan dén 10GbE, can bang tai
WAN, Voip QoS, Firewall, VPN web-to-site, Nat, xac thuc RADIUS va
TACACS+...Ngoai cac tinh nang tuong duong nhu mdét router Cisco, Vyatta chay
trén nén tang mi ngudén md von dugc cac chuyén gia danh gia cao, bén canh d6 gia
thwong mai cic san phdm ctia Vyatta ciing 1a mot trong nhitng yéu té hap dan nhat d6i

v&i cac nha quan tri mang. Mot s6 san pham cua Vyatta chi c6 gid chi bang mot phan
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nam so v&i router ciia Cisco. Chinh vi vay ngay sau khi tung ra thi truong, cac chuyén
gia vé mang danh gia rang ddy s& 1a mot d6i thu canh tranh dang gom d6i véi hing
danh tiéng Cisco. Khi vira thanh lap, hing du dinh s& tap trung tiép thi router ma
ngudn mé t6i cac doanh nghiép c¢& vira va cac van phong chi nhanh ciia nhimg tap
doan da qudc gia. Trén thyc té thi Vyatta chi 14 mot trong s6 nhiéu cong ty dang cb
ging tin cong vao thi truong cuc ki béo bd nay. Nhung day 1a thi trudng c6 tri gia 1én
dén 4 ty USD va hién dang nam trong su thng tri manh mé& ctia Cisco. Vyatta da rat
mao hiém khi theo dudi du an nay. Boi tur trudce dén gio, chua co bat ki du 4n nao lai
day tao bao nhu ciia Vyatta: vuot qua mit ca Cisco. Tong Giam Pdc diéu hanh Kelly
Herrell cho rang can phai cd ging nhiéu hon nita va da phat biéu rang “chung t6i chi
13 nhitng con ca trong mot bé ddy ca map”, “ muc tiéu cta chung toi khi khoi dau
Vyatta 13 thach thirc cac nha cung cap vé gia ca, hiéu ning va gia tri tong thé...”. Su
cd ging cua doi ngii Vyatta di dugc dén dap xtmg dang khi doat duoc giai thuong
InfoWorld Bossie “phdn mém mang ma ngudn mo t6t nhat” vao thang 8 nam 2010 va
day 1a giai thuong Bossie thir 3 lién tiép cho nhitng nd lyc cia cac thanh vién Vyatta.
Va ciing trong thang 8 nay, Vyatta dugc xép vao trong top 10 cac Linux Server hang
dau vé cac tinh ning: dé st dung, tinh thwong mai, do tin cdy trung tdm dit liéu, sau

khi vuot qua mat ca CentOS chiém & vi tri thir 8.

-

AN

Kelly Herell — Giam ddc diéu hanh Vyatta

Kell

Forrester — d phat biéu rang: “Céc san pham ma ngudn md ngay nay di tré nén phd
bién, bén canh d6 viéc han hep ngan sach thi viéc lya chon Vyatta s& thuan loi hon rat

nhiéu”. Ngay ca David Davis, mot chuyén gia tai TechRepublic da dat duoc cac
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chung chi cta Cisco nhu CCNA, CCNP, CCIE cho biét: “Bét cir didu gi ban mudn

lam véi mot router Cisco, ban déu c6 thé lam hau hét voi Vyatta...”.

Pung nhu du doan vé mot twong lai tuoi sang tir cac chuyén gia. Chi trong vong vai
nam tir khi tung ra thi trudng, Vyatta di cho thdy minh xtng dang 1a mot dbi tha dang
gdm ddi v6i cac nha mang khac. Cu thé rang hién nay Vyatta dd co nhimng ddi tac
chién luge 16n cuc ki quan trong nhim phuc vu cho chién lugc cia minh: Citrix
Ready, Cloud.com, Extreme Networks, Hyperic, IBM, Intel, NEC Network & System
intergration Corporation (NESIC), Openstack, OpenVPN, Riverbed, Sangoma
Technologies va dic biét 1a sy cdng tac voi hang VMWare. Su két hop doc déo véi
VMWare nham cung cip thém tinh ning a0 hoa gitip hd trg thém cho cac trudng hoc

va doanh nghiép.

Hién nay Vyatta dang duoc str dung cho viéc két ndi 100.000 sinh vién, 10.000 giang
vién va 18 co quan gido duc trén toan Quan Mark Hoffman. Pai hoc Florida da Iya
chon Vyatta phuc vu cho moéi trudong mang do cua minh. Vyatta hién nay dang la sy
lua chon s6 mot tai thanh phé Portland, toa an chinh phu cua New Mexico, cong ty
Skybeam, va mot Data Center tai Tdy Nam nudc MJ... Nhoém iParadigms la mot
nhom goém nhiu chuyén gia tai cac linh vuc khac nhau dugc thanh 1ap dé cing nhau
lam viéc ngadn ngura viéc dao van va bao vé vi¢c s hiru tri tu€, da thyc hién cong cudc
cai cach hé théng mang cua minh khi Iya chon Vyatta thay thé cho router Cisco 7200

da dugc sur dung trude day.

Vao nam 2009, Cong ty Vyatta c¢6 2 su kién 16n gy thu hat rat nhiéu nguoi. Pau tién
1a viéc chinh thirc tham gia EDUCAUSE vao thang 7, ddy mét hi€p hoi phi lgi nhuan
chi tap trung vao viéc thiic diy gido duc dai hoc bang cach dua cong nghé thong tin
vao. Su kién dang chu y thir 2 d6 1a viéc thanh 13p truong dai hoc Vyatta vao thang
12. Pai hoc Vyatta c6 hd trg hoc online va s& ddo tao chuyén sau vé mang, vé cac thiét
bi va phan mém Vyatta. Pong thai nay cho thiy quyét tim md rong thi trudng cta
Vyatta va dong thoi ciing gy st ép 1én d6i thu Cisco. Stc nong cia nganh cong
nghiép mang ngay mot ting 1én ngay tir khi co su xut hién ciia Vyatta boi viéc thach

thtrc cac nha mang. bén thang 10 nam 2009, Vyatta lai mot l4n nita d3 tao nén mot
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con sbt khi dua ra chuong trinh khuyén mai tit ca dich vu mang trong thang 11. S&
khong c6 gi dang chu y néu nhu Vyatta khong dua ra chuong trinh khuyén mai dwa
trén tong 13i xuit doanh thu ciia Cisco. Py gan nhu 1a 10i thach thic dbi voi nha

mang khong 16 Cisco von co tong 13i suat 16n nhat trong nganh cong nghiép IT.

Trudc nhitng bude di manh mé& day tao bao nay cac chuyén gia bit ddu dit ra mot cau

hoi: lidu rang Vyatta c6 thé thay thé duoc hoan toan Cisco hay khong?

Hang Cisco da thyc sy tu 1am kho minh khi chi cung tng cic san pham phan cing
riéng biét cia hing. Chinh vi viéc sir dung phan cling riéng biét nén gia thanh cia cac
thiét bi phan ctmg Cisco ludn & mirc gi kha cao. Do d6 khién cac cong ty c6 quy md
vira va nho ciing khong dam nghi toi. Con Vyatta chay trén nén tang mi ngudén mo
trén phan cing tiéu chuan x86, diéu nay rat thuan loi boi khong bi go bo & phan cing

va tao nén sy linh hoat hon vé gia ca.

Vao ngay 17/3/2008, nha mang Vyatta da [am mdt cudc thir nghi€ém kha tht vi duogc
thuc hién boi nhém Tolly nham so sanh giita Vyatta va thiét bi Cisco 7200 Series.
Cudc khao sat chi tap trung vao giao thirc dinh tuyén BGP va két qua cho thiy Vyatta
dat duoc hiéu suét cao gép 2 dén 3 1an so vdi router Cisco 7200 Series nhung chi phi

khi str dung Vyatta lai thap hon 70%. Day 1a mot thong s rat dang dé chu y.

- Néu sir dung Vyatta thi chi phi 1a 7.952 USD trong khi gia cta Cisco 1a
35.756

- Vyatta hd trg ban route c¢6 kich thudc 1én dén 4.5 triéu duong, gap 3 lan so

v6i Cisco 7204-G1 va gap 1.5 1an so vé6i Cisco 7204-G2

- Thoi gian hoi tu BGP nhiéu gép 3 1an so v6i Cisco 7204-G1 va gap 2 so v6i
Cisco 7204-G2

C)ng Simon Woodhead - Giam ddc tai Simwood eSMS Limited, nha cung cép dich vu
Voip cho céac sin bay, cac doanh nghiép va cac ISP - da cho biét: “Hiéu suat, tinh on
dinh va tinh sin sang cta hé théng mang khong chi rit quan trong ddi voi chiing toi

ma con cho khach hang. Ching t6i da c6 xem qua rat nhiéu lya chon cho viéc xay
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dung hé théng mang, dac bi¢t 1a Cisco nhung cudi cung chung t6i da chon Vyatta. Boi
vi Vyatta ¢ hiéu suat 1am viéc twong duong nhung c6 gia khong cao...”, sau mot thoi
gian hoat dong, ong khang dinh rang: “Viéc lya chon Vyatta 1a mot quyét dinh dung

dan”.

II. Cac san phim ciia Vyatta

Dén nay, Vyatta di tung ra thi trudng cic dong san phdm nhu sau: Vyatta Core
,Vyatta Subscription Edition Software , Subscription Edition for Virtualization, Vyatta
Appliances

Vyatta Core (VC): 13 ban open-source hoan toan mién phi,cé thé

-| download vé va cai dit phan cimg X86. Véi ban VC nay ching ta hoan
toan chiu trach nhiém vé viéc sir trén dung Vyatta cia minh, tirc 1a chung ta
s& khong nhan duogc hd tro c6 tinh rang budc nao tir Vyatta trong qua trinh sir dung.
Tuy nhién chung ta co6 thé nhan duoc su giup do nhiét tinh tir forum cia Vyatta, wiki,
va cac dién dan khac. Phién ban nay danh cho cac nha tester, nha phat trién san pham,

cac doanh nghiép c6 quy mo vira va nho.

Céc tinh nang cua Vyatta Core: Routing, Firewall, NAT, VPN, IPS, URL, Filter,
QOS, Wan loadbalacing, IPv6, Ethernet only. Phién ban mé&i nhat cta Vyatta core 1a

6.1-2010.08.20, trong phién nay mot s6 tinh ning méi dugc bd sung bao gom:

- Stateful failover for NAT and firewall:Vyatta core cung cap 2 giai phap failover
cho Vyatta core bao gom: Clustering va VRRP. Trong phién ban nay, hé thong
Vyatta s& theo ddi qua trinh Nat va cic két ndi qua Firewall va s& dong bo
chung dén hé thong clustering hodc VRRP standby, diéu nay giup cho hé thong
standby c6 thé hoat dong voi viée khong thiét 1ap lai két ndi néu nhu Primary

fails

- LLDP support :Vyatta trong phién ban nay cung cip co ché Link Layer
Discovery Protocol (LLDP). LLDP cho phép céc hé thong Vyatta cé thé quang
ba thong tin cho nhau va dinh danh cac hé thong Vyatta khac trong cing mot

physical network.
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- Port mirroring and redirection: Nhitng goéi tin inbound trén cac interface
Ethernet c6 thé duoc mirror lai. Tinh ning nay rat hitu dung cho viéc mirror
packet cho IDS xir ly. Ngoai ra Vyata phién ban nay con cung cip thém tinh
ning Redirect, cho phép redirect cic géi tin chiéu inbound tir nhiéu interface
Ethernet dén 1 interface. Dwa vao tinh ning nay c6 thé ap dung duy nhét 1

policy QOS cho tat ca cac goi dir lidu
- IPv6 BGP support: phién ban nay ho tro thém ipV6 cho BGP
- Ngoai ra con cung cip thém cac tinh ning sau: DHCPv6, SNMP for IPv6

Vyatta Subscription Edition (SE): Nguoc lai véi ban VC, ban SE la
thuong pham ciia Vyatta. O phién ban ndy, Vyatta da stra 15i tat ca cac bug

do cong dong phat hién trong qua trinh dung VC. Ho déng g6i phién ban da

duoc test k§ nay kém v6i mot sb tinh ning c6 gia tri gia ting dé tao nén phién ban SE.

Véi phién ban nay ching ta s& nhin dugc sy hd tro truc tiép tir phia Vyatta.

CAc tinh ning clia Vyatta Subscription Edition: Ngoai c4c tinh ning sin c6 cua Vyatta
core, ban SE con c6 thém céc tinh nang: TACACS+, WAN/SERIAL DRIVERS, VPN
CLIENT MANAGER, CONFIG SYNCH, RIVERBED RSP, Vyatta Remote Access
API

Trong phién ban 6.1 nay Vyatta Subscription Edition bo sung thém cac tinh ning

- TACACS+ IPv4 AAA Support : Phién ban nay hé trg IPv4 AAA théng qua mot
Server chung thuc TACACS+ trung tam.

- Configuration synchronization: Vyatta Subscription Edition cho phép dong bo

céu hinh gitra nhitng hé thong Vyatta dugc chi dinh

Subscription Edition for Virtualization: 13 phién ban thiét ké chay trén nén 4o hoa
Citrix XenServer, VMware, Xen and Redhat KVM. Day 1a mdt phién ban dac bi¢t cua
Vyatta , rat linh hoat trong viéc backup va phuc hoi tir hé thong niy sang hé thong
khac, tan dung hét kha niang cta hé thdng, giup tiét kiém chi phi.
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Vyatta PLUS Snort VRT service: Dich vu ndy cung cip céc rules ctia Snort
3 ~ duoc dua ra boi cac chuyén gia bao mat hang dau thé gidi va da duoc kiém

tra chit ch& , gitp cho hé théng IPS va IDS ciia Vyatta hoat ddng mot cach
hoan hao nhét bang cach truy cédp cac bang cap nhat Sourcefire VRT rule-base truc

tiép tir Vyatta

Vyatta Appliances: Day 1a dong san pham cac thiét bi phan cing rt 6n dinh va dang
tin cdy ma Vyatta da san xuat. Tolly - mot cong ty chuyén vé benmarking ciia Phan
lan - da tién hanh nhimg cudc thir nghiém thu vi dé so sanh Vyatta 2500 véi Cico
2821, ciing nhu so sanh Vyatta 3500 véi Cisco 7200. Phan thing nghién vé phia
Vyatta trén mat hidu nang lam viéc 13n chi phi. Thét ra cac thiét bi Vyatta gidng nhu
mot may tinh duoc thu nho, luoc bo cac thanh phan khong can thiét dé trd thanh mot
thiét bi phan cimg chuyén dung két hop chit ché voi phan mém tao nén mot hé théng

hoan chinh.
Céc san pham Vyatta Appliances hién tai:

- Vyatta 514 appliance : ¢6 cau hinh nhu sau

Hardware Model 514

Memory 512MB, upgradeable to 1GB
Compact Flash | 2GB

I/O Channels Four onboard 10/100 Ethernet
WAN Expansion | One PCI-32 slot

Interfaces » Linux-supported Ethernet cards

» ADSL

» T1/E1 1 port, 2 port

» Synchronous Serial Cards V.35, X.21, RS-422, or EIA530
» 3G Modem
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Serial Console One RS-232 D89
USB Dual USB 2.0 Connectors

LEDs » Power and storage
» Ethernet port activity and link
» Ethernet port speed

Power Supply 60W power adapter

Dimensions Height: 1.97” (50 mm)
Width: 8.86” (225 mm)
Depth: 8.07” (205 mm)
Weight 2.6 1bs (1.2kg)
Operating Temp | 41 to 113°F (5 to 40°C)
Storage Temp 32 to 158°F (5 to 70°C)
Certifications UL/CE/FCC Class B

- Hiéu suat lam viéc:

Performance Model 514
L3 Forwarding 70,000 PPS
VPN Forwarding 113 Mbps IPSec
Max VPN Tunnels 1500

- Vyatta 2500 Series Appliance : gdm 2 model 2051 va 2052

Hardward Model 2501 Model 2502

Processor Single Core Intel Dual Core Intel
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Memory

1GB

2GB

Dimensions

Height: 1.68” (4.27 cm)
Width: 17.60” (44.70 cm)
Depth: 21.50” (54.61 cm)

Height: 1.68” (4.27 cm)
Width: 17.60” (44.70 cm)
Depth: 21.50” (54.61 cm)

Form Factor

1U rack height

1U rack height

Hard Drives Single 250GB SATA hard | Dual 250GB SATA w/
drive RAID

Onboard 2X Gigabit Ethernet 2X Gigabit Ethernet

Interfaces

Expansion Slots

PCI-X slot (64bit,133MHz)
PCI Express x8 slot

PCI-X slot (64bit,133MHz)
PCI Express x8 slot

Power Supply

345W non-redundant

345W non-redundant

Interfaces

» 10/100/1000 Ethernet
» 10Gb Ethernet

» 3G Modem

» ADSL

» T1/E1 1 port

» T1/E1 2 port

» T1/E1 4 port

» T3

» X.21 and V.35

» 10/100/1000 Ethernet
» 10Gb Ethernet

» 3G Modem

» ADSL

» T1/E1 1 port

» T1/E1 2 port

» T1/E1 4 port

» T3

» X.21 and V.35

Hiéu suat lam viéc:

Performance Model 2501 | Model 2502
Layer 3 Forwarding | 500,000 PPS | 1,000,000 PPS
VPN Forwarding 420 Mbps 515 Mbps
Max VPN Tunnels | 2000 3000

Trang|10




Khéa Luan Tét Nghiép

Giai Phap Vyatta cho doanh nghiép

- Vyatta 3500 Series Appliance: gdm 2 model 3510 va 3520

Hardware Model 3510 Model 3520
Processor Quad Core Intel Quad Core Intel
Memory 2GB 3GB

Dimensions Height: 3.4 (8.6 cm) Height: 3.4” (8.6 cm)

Width: 19” (48.2 cm) with rack
latches

Depth: 28.4” (72.1 cm) with

Width: 19” (48.2 cm) with rack
latches

Depth: 28.4” (72.1 cm) with

bezel bezel
Form Factor 2U rack height 2U rack height
Hard Drives 2 x 250GB SATA w/ RAID-1 2 x 250GB SATA w/ RAID-1
Onboard 4 x Gigabit Ethernet 4 x Gigabit Ethernet
Interfaces

Expansion Slots

2 Gen-2 PCI Express x8 slots
1 full height Gen-2 PCI Express
x4 slot

1 low profile Gen-2 PCI

Express x4 slot

2 Gen-2 PCI Express x8 slots
1 full height Gen-2 PCI Express
x4 slot

1 low profile Gen-2 PCI

Express x4 slot

Power Supply S5T0W non-redundant | 570W non-redundant
Redundant  power  supply | Redundant  power  supply
available available

Interfaces » 10/100/1000 Ethernet » 10/100/1000 Ethernet

» 10Gb Ethernet
» 3G Modem

» T1/E1 1 port
» T1/E1 2 port

» 10Gb Ethernet
» 3G Modem

» T1/E1 1 port
» T1/E1 2 port
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» T1/E1 4 port
» X.21 and V.35

» T1/E1 4 port
» X.21 and V.35

- Hiéu suat lam viéc

Performance Model 3510 | Model 3520
Layer 3 Forwarding | 2,000,000 pps | 3,000,000 pps
VPN Forwarding 700 Mbps 900 Mbps
Max VPN Tunnels | 6000 8000

Bang so sanh cac sin pham phan mém cia Vyatta

Phién ~ ,
b Tinh ndng HO trg Ung dung

- Basic Routing

- Stateful Firewall Test/Development/SOHO

- IPSec and SSL-Based Khéng ho tro Router
OpenVPN Firewall

- WAN Load Balancing

- Vyatta Remote Access
API Enterprise/xPS/cloud

- Configuration Synch Router

- IPv6 Ready Certified Vyatta hd trg Firewall

- WAN Device Drivers (24x7) VPN
DSL/T1/T3 IPS

- VPN Client Auto- Web Filter
Configuration

- TACACS+

Trang]|12




Khéa Luan Tt Nghiép Giai Phap Vyatta cho doanh nghiép

- Integrated Hardware
Appliances
- Optimized Virtual
Machines
- Riverbed RSP Ready
Enterprise/xPS/Cloud
- VyattaGuard Web Threat Mitigation
Filtering Vyatta hd trg HR Compliance
- Vyatta Snort VRT 24/7 Productivity
IDS/IPS Rules Managing Bandwidth
O VYATTA

Graphical User Interface

Command-Line Interface
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Bang gia cia Vyatta Software SubScriptions so vdi Cisco

Vyatta Software Subscriptions

Vyatta on 1-2 Core Processors Cizco Equivalent
Vystla. e Xyait Clsco1800 | Cisco2800 | Cisco ASA
Professional : Enterprise Premium R Garia 510
Subscription | Subscription : Subscription

2 21,000 - 21,800 - 22,400 -
=4 ' r 1
e FEr sl £3,500 55,500 28,000
Vyatta on 3-4 Core Processors Cisco Equivalent

Vyatta \yatta Vyatta

Professional : Enterprize Premium L e T e

Subszcription | Subscription | Subscription aeiid Lo et

B i 86,500 - 825,000 - 25,500 -
#hial B4 # §13,500 540,000 260,004
Vyatta on 5+ Core Processors Cisco Equivalent
Vyatta Vyatta Vyatta

Profes=sional : Enterprize Premium SEe BR8Pt EHED fa

Subscription | Subscription | Subscription SE0ES 1 s ha
225,000 - 245,000 - 513,500 -

il .5 Al 240,000 2100,000 260,004

Vyatta for Virtual Environments Cisco Equivalent

Vyatta Viyatta Vyatta

Profezzional | Enterprize Premium None Hone Mone

Subscription : Subscription : Subscription

5034 21,245 51,456 nia n/a n/a
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Bang gia cia Vyatta Hardware Appliances so véi Cisco

Vyatia Hardware Appliances
Vyatta 514 Appliance Cisco Equivalent
Myaitn Myaita Myartn Cisco 1800 Cisco ASA
Profes=zional Enterprizse Premium S £505
Subscription Subscription : Subscription
5797 $897 5947 T o
Vyatta 2501 Appliance Ci=co Equivalent
:rj:;l;siﬂnal El‘:':et:?}rtse Er«:;lt?um i e e
Sub=cription Subscription : Subscription et e St
- 21,800 - 26,500 - 22,400 -
o el s e 27 28,500 513,500 11,500
Vyatta 2502 Appliance Cizco Equivalent
:rjftet:issianal ggf;:?:-r'rse Hjﬁum TEeh o e Fen 5520
Sub=cription Sub=scription : Subscription S SerES il
" £1,800 - 25 500 - £2 400 -
T ST BT 3,500 513,500 11,500
Vyatta 3510 Appliance Cisco Equivalent
El":fﬁa _— g‘ftﬂ“& . g‘—"ﬂﬁf_‘ Cisco 7200 Cisco ASR Cisco ASA
e il ke bl Series 1000 Series | 5550
Subscription Subscription : Subscription
FAE & 225,000 - 245, 000 - 213,500 -
s 30 Fa210 240,000 100,000 260,000
Vyatta 3520 Appliance Cisco Equivalent
"I;"‘—"jf“& o g‘-"f“& . g‘f&“‘? Cisco 7200 Cisco ASR Cisco ASA
bt it s otk Series 1000 Series 5550
Subscription Subscription : Subscription
225,000 - 245 000 - 213,500 -
Lo c | ’ ;
P08 36,874 7474 240,000 100,000 £60,000
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Bang so sanh tinh ning ctia Vyatta OS va Cisco OS

The New Network Requirements
Features Vyatta Network OS Cisco I0S
Multifunction Yes Yes
Hardware Scalability Seamless across x86 Cores Cisco Limited
Software Performance Unlimited Platform
Limited
Virtual Machine Yes No
Availability (VMware, Xen, XenServer,
KVM)
Open Management API Yes No
Integration into Edge Yes No
Devices
Cloud Readiness Yes No
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III.  Cac tinh nang cua Vyatta
1. Installation
Cai dit tir cac thiét bi phin cirng ngoai

Pay 1a mot kiéu cai dat theo kiéu truyén thong tir trude dén nay. Dé cai dit hé thong
Vyatta nguoi quan tri mang c6 thé dung dia CD chua file image cai dat, hoac dung
mot thiét bi phan cing khac 1a USD, 6 cling ngoai... Vyatta c¢6 thé duoc cai dit va
chay duoc rat tot trén hau hét cac server trén nén tang phan cimg chuan X86 va trén

PC.

Yéu cau cho viéc cai dat Vyatta doi hoi 6 ctng con tréng khoang 1GB (yéu cau dé

nghi 12 2GB trdng cho 6 ctng), 256MB RAM, c6 it nhat 2 card mang.

[NIT: Entering runlevel: 2
Btarting system log daemon. ...
Btarting kernel log daemon. ...
Ftarting ACPI services....
Btarting network plug daemon: netplugd.
Btarting routing daemons: ripd ripngd ospfd ospf6d bgpd.
Ftarting MD moniforing service: mdadm —-monitor.
Ftarting deferred execution scheduler: atd.
Btarting periodic comdand scheduler: crond.
ounting Uyatta Config...done.
18.98684971] end_request: I-0 error, dewv fdB, sector @
Etarting Uyatta router: migrate rl-system firewall configure.

elcome to Upatta - wvyatta ttyl

yatta login: wpatta
assuword:

inux vypatta 2.6.31-1-586-wyatta #1 SMP Fri Mar 19 12:15:52 PDT 2818 iG86
elcome to Upatta.

Thiz system is open-source software. The exact distribution terms for
bach Module comprising the full system are described in the individual
ileg in Ausr-sharesdoc/=/copyright.

yattaguyatta:™$ ins
install-imMage install-system
yattaduyatta:”$ install-system

Hinh: budc dau thuc hién cai dat

Mic dinh trong hé thdng Vyatta , nhimg gi ching ta cau hinh s& dugc luu trong config.boot,
khi ching ta cai dat Vyatta trén 6 cting thi config.boot nim trong duong dan
Jopt/vyatta/etc/config, ta co thé dé dang backup lai file cAu hinh bang thiét bj luu trit ngoai

nhu usb
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Dé luu cdu hinh Vyatta trong file mic dinh config.boot ta dung lénh Save trong ché do

configuration mode.

wpattaduyattat save
Saving configuration to "soptswattasetc/configsconfig.boot’. ..

None
[edit]
vyattad@uyattai _

Dé luu c4u hinh khac véi file mic dinh config.boot ta dung Iénh sau: Save tenfile

pyattagyypatta# zave nghia-hung
Baving configuration to 'soptswattasetcrsconfigsnghia-hung'’

Thuan loi:

- Céac c4u hinh sau khi hoan thanh cac thao tac xong s& duoc luu vao trong hé
thdng. Sau khi hé thong khoi dong lai thi cac ciu hinh s& van con duoc luu gitr.
Phuong thirc cai dat nay thich hop danh cho viéc trién khai hé thong mang cho
doanh nghiép.

- Heé théng Vyatta c6 thé cai dat trén nén tang phan cing tiéu chuan X86 nén s&
khong bi han ché cac thiét bi phan cting nhiéu. Khi sir dung, doanh nghiép van

c6 thé dé dang nang cap thiét bi.
Hé thong Vyatta hoat dong true tiép tir liveCD

Pay 1a mot trong nhitng tinh ning doc dao cua Vyatta trong viéc hoat dong va trién

khai hé thong mang.

Trén trang chii Vyatta c¢6 cung cip duong dan dé download file image ctia hé thong
Vyatta xudng. Ngudi dung ¢ thé burn file nay ra mot dia CD. File image nay c6 tac
dung giup cho hé thdng c6 thé chay truc tiép ma khong can phai c6 mot 6 cing cai
dit. Phuong thic hoat dong nay gitip ngudi sit dung ¢ thé lam viéc, cau hinh, trién

khai hé théng mot cach nhanh chong, linh hoat va tién lgi.
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Khi kho1 dong may 1én, nguoi st dung cho dia vao va hé théng s& tu dong boot dia Ién
va chay ngay ma khong can thiét phai c6 6 cing. Trong qua trinh st dung, moi hoat
dong, cau hinh cta ngudi sit dung déu s& dugc dua 1én bo nhé Ram dé luu trir. Nhung
sau khi tit may, tat ca cdu hinh déu s& khong duogc luu giit. Nguoi sir dung co thé save
cac file dd cAu hinh vao dia mém hodc TFTP server. Khi sir dung Vyatta dudi hinh

thire liveCD thi file cdu hinh config.boot nam trong duong dan /media/floppy/config.

GR DEo|B)
e

Machines"Other\Other v

Devices

B Memory 256 MB

% CD-ROM {IDE 1:0) Using file DAHUNG\HOC TAP\HOASEN'hk&\Mew folder\Source Install\wyatta-livecd_V(6.1-2010.08.20_i386.iso
&Floppy Auto detect

BB Ethernet Bridged

i) Sound Adapter Auto detect

Q Display Auto detect

8 Processors 1

Hinh: gia lap chay bang Vmware — chi can 6 CD dé boot, khong can 6 cimg

Cleaning up ifupdown....

Loading kernel mModules...done.

Assembling MD arrays...done (no arrays found in config file or automatically).
Setting kernel wvariables (-etcs/sysctl.conf)...done.

Setting kernel variables (/etc/sysctl.d/3B8-uvyatta-router.conf)...done.
Mounting local filesystems...done.

Activating swapfile swap...done.

Setting up networking....

Configuring network interfaces...done.

INIT: Entering runlevel: 2

Starting system log daemon....

Starting kernel log daemon....

Starting ACPI serwvices....

Starting wnetwork plug daemon: netplugd.

Starting routing daemons: ripd ripngd ospfd ospf6d bgpd.
Starting MD Monitoring service: mdadM ——monitor.

Starting deferred execution scheduler: atd.

Starting periodic comMand scheduler: crond.

Mounting Upatta Config...done.

[ 168.836899]1 end_request: 10 error, dev fdB, sector 8
Starting Uyatta router: migrate rl-system firewall configure.

Uelcome to Uyatta - wpatta ttyl

vyatta login: _

Hinh: chi cin m& may va boot CD, hé thong Vyatta di sin sang hoat dong
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Pay 1a mot phuong thic hoat dong rat hay ciia Vyatta rat c6 ich cho cong viée udc
luong, kiém tra hé théng trude khi hoat dong chinh thure, rat phu hop cho viéc nghién

ctru va hoc tap.
Thuén logi
- Khong doi hoi may phai c¢6 phan cing

- Gitp ngudi str dung c6 thé 1am viéc linh dong va khong mat nhiéu thoi gian

cho viéc cai dat
- Rét tién loi cho viéc nghién ctru va hoc tap cua céc sinh vién nganh mang
Khoéng thuan loi:
- Céc céu hinh khong dugc luu sau khi khai dong
Cai dit trén mdi truong do hoa
Hién nay, Vyatta c6 ho tro cai dit trong mdi trudong 4o héa 1a VMware va XenServer

VMware: hién tai Vyatta hd tro chay trén VMware ESX va ESXi. Giéng nhu céc nén
tang 40 hoa khac, VMware cho phép co thé chay nhiéu hé thong Vyatta trén cing mot
thiét bi phan ctng. Viéc download c6 thé truy cdp vao trang www.vytta

.com/support/software va trang www.vyatta .com/downloads

XenServer: Citrix Xenserver 1a mot server chay trén nén tang o hoa, giup viéc chay
nhiéu hé thdng trén cing mot phan cung tidu chudn. Vyatta template duoc thiét ké dé
lam viéc trén XenServer 5.5 va XenCenter 5.5. Dé c6 thé dung template can phai:
download, import template vao XenServer va cudi cung 1a tao ra cic may ao tir
template do. Trude khi cai Vyatta template, XenServer 5 phai dugc cai trén Server va
XenCenter 5 phai dugc cai trén may tinh ma ngudi quan tri mang quan li. XenCenter
1a hé thdng quan 1i cac XenServer, cho phép quan li nhiéu server vat 1i dang chay

XenServer.
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2. Interfaces
2.1 Frame Relay

Tinh ning hoat dong ctia Frame Relay chi hd tro trén phién ban Vyatta Subscription

Edition (SE). O phién ban Vyatta Core s& khong c6 hd trg tinh ning nay

Frame Relay 1a mot dich vu truyén tai trong mang Wan theo phuong thirc chuyén
mach tc do cao. Frame Relay hoat dong tai 16p Physical va 16p Data Link trong mo
hinh OSI. Céc giao thirc ma Frame Relay ho trg 1a: Ip, DECnet, Apple Talk, Xerox
Network Service (XNS), Novell IPX, Commectionless Network Service (CLNS),
International Organization for Standards (ISO), Banyan Vines, Transparent bridging.
Frame Relay thuc hién truyén frame giita thiét bi DTE (Data Terminal Equipment) va
thiét bi DCE (Data Circuit-Terminating Equipment). Puoc sir dung dé ndi cac mang
Lan. Mdi Router bién ctia mang Lan 1a mot DTE. Sé& duoc ndi truc tiép dén mot thiét

bi DCE gan nhét cta nha cung cép dich vu.

Céc két ndi a0 VC trén ciing mot dudng truyén vat 1y van dugc phan biét véi nhau vi
mdi VC c¢6 mot chi sé DLCI riéng. Chi s6 DLCI (Data Link Connection Identifier)
duogc ghi trong mdi frame dit liéu truyén di. Chi s nay chi co ¥ nghia trong ndi bo,
nghia 13 n6 chi c¢6 duy nhét trong kénh vat Iy ma no6 thudc vé. Do d6 thiét bi & ddu bén

kia c6 thé str dung mot chi s6 khac dé quy wéc cho ciing mot két ndi do VC.

Poéng goi Frame Relay thyc hién theo phan 16p nhu sau: nhan dir liéu tir ting Network
sau d6 dong thanh cac frame ctia Frame Relay, sao d6 chuyén cac frame xudng tang

vat 1y dé truyén di

Frame ctua Frame Relay su dung mot phﬁn dinh dang ctia frame HDLC. Do d6 cling
c6 phan ¢ 01111110. Phan FCS (Frame Check Sequence) dugc sir dung dé kiém tra
16i ciia frame. Gia tri FCS dugc tinh ra trudc khi truyén frame di va duoc ghi vao phan
FCS cua frame. Thiét bi nhan frame cling tinh lai gia tri FCS va so sanh véi gia tri
FCS trong frame da nhan. Néu 2 gia tri giéng nhau thi frame dugc tiép tuc xir ly. Néu
hai gi4 tri khac nhau thi c6 nghia 1 frame da bi 16i, frame nay s& bi huy bo va khong

bao cho thi€t bi ngudn cua frame.
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Metwork Layer (3) |IF-" packet (for example web reuues1:||
\\ » .
Data Link Layer (2)

Nhan dir liéu tir téng network

Diata Link Layer (2) FCS

Gan thém dia chi va phan FCS vao

Data Link Layer (2) [Flag [Address [Data [FCS | Flag]

Al Yl i L 011110 1111110

Cudi cung 1a cd Flag c6 phan thém gia trj 14 01111110

Néu hé théng mang chi can két ndi 2 mang véi nhau bang két ndi point to point thi loi
ich khi sir dung Frame relay chwa rd rang lim. Frame Relay s& rt co loi vé mit chi
phi néu chung ta lién két nhidu mang v6i nhau. Nhu dd biét, cdu trac mang Wan
thuong duoc lién két theo cdu trac hinh sao. Dich vu chinh duoc dit & mot mang trung
tam va mdi mang & xa can truy cdp dich vu thi két ndi vao mang trung tdm. Vi cach

két no1 nhu vay chi phi s€ dugc giam rat nhiéu

Trong bét ki cdu trac Frame Relay nao, khi ching ta sir dung mot cong dé két ndi
nhiéu mang khac nhau thi c6 thé gip phai su c6 khong dén duoc mang dich. Su ¢b nay
do dac tinh da truy cdp khong quang ba (NBMA — nonbroadcast multiaccess) cua
Frame Relay gy ra. Cac giao thirc dinh tuyén sir dung k¥ thuat Split horizon dé tranh
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tinh trang gy ra vong lap. Split horizon khong cho phép truyén ra mét cong nhitng
thong tin dinh tuyén vira nhan vao tir cong d6. Khi c¢6 nhiéu PVC trén ciing mot cong

vat Iy thi Split horizon lai gdy ra mot rac rdi vé mit cap nhat dinh tuyén.
Hoat dong

Nho vao cau tric inverse ARP, cac router trong vung Frame relay c6 thé map duogc

dia chi gitra 16p data-link va 16p network lai véi nhau

Céc router trong mang Frame relay khi khoi dong, cac goi tin LMI s& duoc giri di dé

kiém tra trang thai hoat dong cua mang.

Céc router s& thuc hién viée kiém tra trang thai cia mang theo chu ki 1ap lai nhung
nhing 13n sau nay no chi nhan dugc tra 10i vé nhiing thay doi trang thai méi xay ra.
Sau mot sb 1an nhat dinh nhu vay mang s€ guri lai mot lan dﬁy du céc thong tin vé

trang thai mang.

Néu router can anh xa giira VC va dia chi 16p mang thi n6 s& guri goi tin Inverse ARP
ra mdi VC. Thong diép Inverse ARP tra 10i s& cho phép router c6 thé anh xa giita dia
chi mang va DLCI tuong tng. Néu trong mang c6 chay nhiéu giao thirc 16p mang
khac nhau thi goi tin Inverse ARP duoc gt di nhiéu 1an twong tng v6i mdi giao thirc

16p mang khac nhau.

2.2 PPP

PPP (Point-to-point protocol) 1a mot giao thirc nam tai ting Data Link thuong duoc
ding trén cac cong bat dong bo (dial-up) hay cong dong bdo (ISDN) va ding LCP

(Link Control Protocol) dé trién khai va duy tri trén mot két néi Wan.

Muc dich co ban ctia PPP 14 van chuyén cac goi tin tai 16p 3 xudng 16p 2 va thong qua

lién két point-to-point.

Flag |Address| Contral Protocal Data FCE
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Trong mot frame PPP gom co:

Flag: c6 kich thudc 1 byte, co flag cho biét bat dau va két thuc caa mot
frame. C& nay bao gém 1 chudi nhj phan 01111110

Address: ¢6 kich thude 1 byte, gdm 1 chudi s6 nhi phan 11111111, day 1a
dia chi broadcast. PPP khong chi dinh dia chi riéng chon tram.

Control: ¢6 kich thudc 1 byte bao gdm chudi nhi phan 00000011, 13 dich vu
truyén thong két ndi twong tw nhu LLC (Logical Link Control) loai 1,

truyén dir liéu khong theo 1 chudi.

Protocol: chiéu dai 2 byte cho biét giao thirc nao dwoc déng goi trong

frame

Data: c6 chi€u dai tir 0 byte trd 1€n va chura di li¢u cta céc 16p ¢ trén.chiéu

dai toi da ciia phan dir liéu 1a 1500 byte

FCS: thong thuong c6 chiéu dai 2 byte duge dung dé kiém tra 16i cua frame

PPP bao gom 4 thanh phan

E1A/TIA-232-C: Pay la chuan qudc té cta truyén tin hiéu tai 16p vat Iy
HDLC: mot phuong thire dong goi dit liéu thong qua cong lién két serial

LCP: mot phuong thirc dé thiét 1ap, cAu hinh, duy tri va huy bo két ndi

point-to-point

NCP: 1a mot phuong thire dé thiét 1ap va ciu hinh cac giao thirc khac nhau
tai 16p mang. PPP dugc thiét ké dé c6 thé sir dung nhiéu giao thirc khac
nhau tai 16p mang cung mdét lac. Vi du nhu 1a IPCP (Internet Protocol
Control Protocol) va IPXCP (Internetwork Packet Exchange Control

Protocol)
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0S| layer
3 _ Upper-layer Protocols _
(such as IP, IPX, AppleTalk)
Network Control Protacol (NCP)
(specific to each Network-layer protocol)
2

Link Control Protocal (LCP)

High-Level Data Link Contral Protocol (HDLC)

Physical layer
(such as EIA/TIA-232, V.24, V.35, ISDN)

Link Control Protocol (LCP) c6 thém nhiéu tuy chon cho viéc dong géi dir licu:

- Xac thyc (Authentication): phia bén thiét 1ap phai send thong tin ngudi
ding dé xac dinh. 2 phuong thirc xac thuc nguoi ding duge ding ¢ day la
PAP va CHAP.

- Nén (Compression): s& nén frame khi truyén két ndi PPP, gitip giam luu
lugong truyén tai. Bén kia khi nhén dugc frame dir li¢u sé dugc gidi nén.

Cisco dung 2 phuong thtrc dé thuc hién nén 1a Stacker va Predictor

- Phat hién 13i (Error detection): PPP dung thong s6 Quality va Magic dé dam

bao dudng truyén khong bi loop va do tin cay ciia dudng truyén

- Multilink: bat dau & Cisco IOS phién ban 11.1, chirc ning Multilink méi
dugc dua vao trong router Cisco. Dung dé chia s& dudng truyén thong qua 2

hay nhiéu duong day song song v6i nhau.
Thiét 1ap phién két noi PPP
Khi két nbi PPP duoc thiét 1ap thi s& trai qua 3 phién lam viéc

- Phién thiét 1ap két ndi: mdi thiét bi PPP s& giri goi tin LCP dé cau hinh va
kiém tra lién két. Goi tin LCP c6 mét truong duoc goi 1a Configuration
Option cho phép cac thiét bi c6 thé thoa thuan v&i nhau dé thuc hién cac ciu

hinh trén duong truyén nhu 1a kich thudc cia dir li¢u, kiéu nén dir li¢u va
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phuong thirc xac thuc. Néu khong co trudng Configuration Option thi cac

cau hinh mac dinh s€ dugc dung

- Phién xéc thuc: PAP, CHAP la 2 phuong thirc dugc sir dung trong viéc xac

thyc. Viéc x4c thuc s& dién ra trude khi cac thong tin giao thirc tai 16p mang

duogc xem xét.

- Phién cdu hinh giao thirc 16p mang: PPP dung NCP dé cho phép nhiéu giao

thirc tai 16p mang duoc dong goi va giri thong qua lién két PPP.

Phién két noi PPP s& ngung két ndi khi

- Frame LCP dong duong truyén

- Hét thoi gian cho

- C6 sy can thiép cua nguoi dung

Cac phuong thirc xac thuc trong PPP

C6 2 phuong thuc xac thuc dugc dung trong PPP 1a Password Authentication Protocol

(PAP) va Challenge Handshake Authentication Protocol (CHAP)

Password Authentication Protocol (PAP): PAP 1a phuong thuc xac thuc it bdo mat

hon CHAP. PAP cung cép mét co ché xac thuc don gian st dung qua trinh bit tay 2

budc. Password s€ dugc guri di & dang clear text, chinh vi vay rat d€ bi tan cong va lay

dugc password. Khi lién két PPP duoc thiét 1ap xong, bén thiét 1ap két ndi s& nhan

duoc username va password tur router kia gui sang cho dén khi xac nhan duoc.

Remaote router

PAP

Central-gite router

(Santa Cruz) 2-Way Handshake (HQ}
ﬁ | "HQ boardwalk' | ﬁ
:
User Mame: HQ - HostName: HQ
Password: boardwalk | AcceptiReject | Pasgsword: boardwalk
-
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Challenge Handshake Authentication Protocol (CHAP): Sau khi hoan thanh buéc thiét
1ap dau tién, router mudn thiét 1ap lién két s& giri goi tin challenge dén router bén kia.
Router bén kia sau khi nhan dugc géi tin challenge, s& dung thong s6 nay két hop voi
password dé tao ra mot gia tri thong qua thuat toan MD5 va giii sang cho router thiét
1ap két nbi. Goi tin nay 1a Response. Sau khi nhan dwgc géi tin Respone. Sau khi nhan
dugc goi tin Respone. Router s& tinh toan va dua ra mot gia tri dua trén thong s cua
g6i tin Respone da nhan trudc d6. Néu két qua tring voi gia tri clia goi tin challenge

thi s€ bat dau xac nhan.

Remaote router CHAP Central-site routar
(Santa Cruz) 3-Way Handshake (HQ)
@ — @
Usemame: HO Hostname: HQ
Password: boardwalk Password: boardwalk
| Response |
.
| AccepliReject |

il
-

2.3 Vlan

Vlan 1a mgt nhom logic céc thiét bi mang hay cac user trong moi trudng mang cuc bg,
cac thiét bi hay céc user thuoc Vlan nao thi chi lién lac trong ndi vung Vlan cta no.
Diéu nay giup cho ngudi quan tri dé dang quan 1i va dit ra cac chinh sach bao mat
cho ting Vlan khac nhau. Pé cac Vlan co thé lién lac voi nhau thi can phai c6 mot
router dimg ra dam nhan vai tro dinh tuyén giita cac Vlan d6. Trong mot hé théng
mang 16n doi hoi viéc phan chia Vlan 1a rat can thiét. Cac cong ty hay to chuc thudong
sir dung Vlan dé tao thanh cac nhom logic ma khong can phai quan tim dén dia 1i vat
li cua cac thiét bj hay user trong nhom d6. Véi viéc sir dung Vlan sé& giup cho mang c6

kha nang phat trién, bao mat va quan 1i tot hon. Boi viéc han ché cac goi tin broadcast
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gui phat di toan mang. C6 thé néi Vlan 1a mot cong cu rat manh va can thiét trong

thiét ke va cau hinh mang.

VLAM Segmentation

Py =]

WLAN 2

VLAN 3

=

=,

Hinh: chia cadc nhom thanh cac vlan khac nhau ma khong can quan tam dén vi

trf thiét bi

Routing Tunclion
Interconnects VLANs

Broadcast
Domains r ] 4

! ‘_A' 3 % el 4 ‘«~ = 2
Physical Layer e [ 3 Tl
Suenpors (10000 (0 TR T T
Human LEI')"HF }]}‘. I..l}I'l. }il:..i:'\ I}{ %.I!J.I‘ M %“: FAN )Y

N

Hinh: dung mét thiét bi router dé thuc hién dinh tuyén cho cac vlan

Hoat dong ctiia Vlan

Trén switch s€ tao cac Vlan tuong ing ma nguoi quan tri mang muon, sau do cac

Vlan vira tao ra s€ dudc ap dat 1én cac interface cua switch d6. Céc thi€t bi nao cam vo

port nao thudc vlan nao s€ trd thanh thanh vién cia vlan d6. Cac thanh vién cia vlan
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nao chi ¢ thé lién lac véi nhau qua va khong thé lién lac sang vlan khac. Dé lam duoc

diéu nay cin phai c6 mot thiét bi 16p 3 hd tro. Router Vyatta c¢6 hd tro tinh ning dinh

tuyén gitra cac vlan véi nhau.

' Engineering
E VLAN

Marketing

; WLAN

Trong anh vi du vé Vlan, mdi b phan dugc dua vao mdi Vlan hoan toan khac nhau.
Néu mot thanh vién trong Vlan sales giri mot goi tin dén cho thanh vién khac ciing
trong Vlan sales thi goi tin d6 s& c6 dest MAC address 18 MAC cua thanh vién mudn
giri dén. Khi géi tin nay dén switch, switch s& nhan thdy géi tin nay xuat phat tir Vlan

sales nén s€ tim dia chi MAC trong Vlan sales.

Néu mot thanh vién trong Vlan sales giri mot géi tin dén Vlan marketing thi can phai
c6 mot thiét bi router hd tro cho viée dinh tuyén gitra cdc Vlan. Lic nay goi tin dugc
gui tr Sale s€ c6 dest MAC address 1a MAC address cua router dung ra lam vai tro
dinh tuyén. Khi géi tin nay dén switch, nhan thdy MAC address nay khong thugc Vlan
sales nén guri goi tin dén router. Router s& thuc hién chuyén goi tin nay dén Vlan

marketing.

Dé cho viéc lién lac giita cac Vlan khac nhau, céc interface cua router Vyatta phai
duoc cu hinh tré v& 1 Vlan. Nhu md hinh & trén thi interface Fa0/0 cia Router s&
dugc tré vé Vlan engineering, interface Fa0/l tré vé Vlan marketing, interface Fa0/2
tré vé Vlan sales. Cac may thudc Vlan nao s& dat default gateway tré vé interface cua

router c6 Vlan tuong ung véi Vlan ciia minh.
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Loi ich ctia Vlan

Khi sir dung Vlan trong hé théng mang, ngudi quan tri co thé t chirc mang theo ¥

muon va dé dang quan 1i hon:

- Nhom céac thanh vién trong mang thanh mét group Vlan véi nhau ma khong

can quan tam dén vi tri ciia cac may
- Thém hay x6a bd cac thanh vién trong Vlan dé dang

- Han ché viéc phat broadcast, tang hi¢u nang cia h¢ théng mang

3. Services
3.1 C4au hinh
Giao dién command

Khi khoi dong hé thdng vyatta thi ddy 1a giao dién mdc dinh khi cdu hinh. Trong hé

thong cau hinh bang command line s€ c6 2 ché do: operational va configuration mode

Operational mode cho phép hién thi va x6a théng tin, enable va disable debug, loading

va saving cdu hinh, khoi dong lai hé thong

vyattafvyatta:~5 show version

Version @ 3.0.2

Copyvright: 200e-2008 Vyatta, Inc.

Built by : autobuild@vyatta.com

Built on : Wed Rpr 1€ 08:2¢:33 UTC 2008

Build ID 08304160832620a705a

Boot wvia livecd

Uptims : 14:22:45 up 35 min, Z users, load averags

0.00, 0.00, 0.00

vyattalvyatta:~3

Configuration mode cho phép tao, chinh stra, x6a, commit va hién thi théng tin cau

hinh
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vyattaiRlt set interfaces ethernet ethl address
192.168.1.61/24

[edit]

vyattafRl? commit
[edit]

vyattafRl:

Khi chiing ta log on vao hé thong Vyatta , thi hé thong mic dinh 1a operational mode

Pé chuyén mode tir operational mode sang configuration mode , dung 1énh configure

attalvyatta:~3 confiqure

iy
[

o,
B
ol

Néu chung ta dang & configuration mode mudn chuyén sang operational mode ding

Iénh exit

ttalvyattat exit

CLI help

Vyatta cung cp 2 loai command: Command ctia h¢ diéu hanh Linux va command xay

dung cho Vyatta, tuy nhién CLI ctia Linux chi duoc sir dung & mode Operate

& ché d6 command line interface, Vyatta cung cép mot hé théng help cuc ki linh hoat
help: hién thi tat ca dong 1énh cua shell command

help command: hién thj y nghia dong 1&€nh va cac tham ) dong 1énh dugc chi dinh

<TAB>?: Doi v6i user khong cé quyén root s€ hién thi tat cd command cua Vyatta va
cung cap hoan thanh cau Iénh, D61 vé1 user cd quyén root hién thi tat cd cac command

ctia Vyatta va shell command, cung cip hoan thanh ciu lénh
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Thém vao ciu hinh Vyatta
Dé thém vao cdu hinh Vyatta, ta dung 1énh Set trong ché d6 configuration mode.

Vi du dé cdu hinh ip cho card mang ethO ta dung 1énh sau

pattagupatta## set interfaces ethernet ethl address 192.168.2.3-24

[edit]
pattaauyatta _

Chinh sira cdu hinh

Dé chinh stra c4u hinh ta ciing dung 1énh set twong ty nhu them mai cau hinh
X6a cAu hinh

Dé x6a 1 1énh trong Vyatta ta dung 1énh delete thay cho 1énh set

pattafuyatta# delete interfaces ethernet ethl address 192.168.2.3/24
[edit]

yattaguypattak _

Sao lwu cau hinh

Trong Vyatta , nhiing phﬁn ta cAu hinh s& khong dugc luu cho dén khi ta dung Iénh

commit

pattadupattak delete interfaces ethernet ethl address 192.168.2.3-24
edit]

yattaduyattak commit
edit]
attadupattah

Khong luu ciu I€énh vao Vyatta

Thay vi dung 1énh delete dé x6a timg cau 1énh trudc d6 dé x6a toan bd cau hinh, ta c6

thé dung 1énh Discard hodc exit discard

uyattagupatta# discard
Changes have been discarded

[edit]
vyattaauyattai _
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pattaduyatta# exit discard

exit
yattagupatta:™§ _

Maic dinh Vyatta load file cAu hinh config.boot khi hé théng dugc khoi dong, bé load

file cdu hinh khac ndm trong duong din mic dinh ta dung 1énh sau

Load ten file

vyattalvyatta? load testconfig

Loading configuration file
fopt/vyatta/etc/config/testconfig. ..
No configuration changes to commit
Done

edit]

yattalvyatta#

Giao di¢n web

Phén cdu hinh bang giao dién web mic dinh 13 hé thng vyatta khi vira khoi dong s&
bi disable tinh niang nay. Chinh vi vy ngudi quan tri can phai enable tinh ning nay
1én. Mot didu can luu ¥ & day chinh 1a Vyatta chi hd tro cdu hinh bang giao dién web

bang giao thuc https.

O VYATTA.

Please enter User Name and Password to log in

User name: |

Password:

Day 13 hinh anh ban dau khi vira truy cap vao dia chi cia Vyatta
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O ché d6 giao dién web thi cling c6 2 mode: operation va configuration mode

Ché d6 mode configuration cua giao dién web, & mode nay ta c6 thé tac dong dén cac
dich vu vé hé théng nhu Nat, DHCP, System, Firewall... Dudi day l1a hinh anh minh
hoa ¢ ché d6 Configuration va Operation mode trén giao dién céu hinh bang web ctia

Vyatta

[ 4]

A+ Configuration %‘b} Cperation

(= Collapse Al

@ jcluster

= [ content-inspection
= firewall
 CJinterfaces

# ] load-balancing
@ [ policy

@ [ protocols
[ service

= [ system

@ [ traffic-policy

& (Jvpn

# ] zone-policy

Hinh anh: cdu hinh & mode Configuration
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°'<’ Configuration Oﬁ Cperation

(=) Collapse Al

= (-jadd

= [ jclear

F [ jconnect
=[] debug

= delete

= [ disconnect
=] format

[ Jgenerate
= init-floppy
= [ Jinstall-image
[ jno

= []ping

(] ping6

= [Jreboot

@[ jrelease

& [ remove

[ Jrename

= [jrenew

@ [_jrestart

= [ show

# [ shutdown
[+ [ traceroute
= [ Jtracerouteb
= [Cjundebug
= [ Jupdate

= (CJven

Hinh anh: cau hinh & mode Operation cua giao dién web
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O VYATTA.
Collapse All @ ShowTips | @ Show &) Losd Save

3 (D cluster intertaces [ Dektn |

o Configurstion | g3 Operation

i interfaces

3 [ load-balancing
al oy palicy

4l ] protocols

W senvice

@ [ system

31 (ytrafic-policy
i [ vpm

@ g zone-policy

Tham chi ta c6 thé show 1én nhitng cdu hinh ma ta da thao tac va dugc luu lai & dang

file system cua Vyatta

Vi 2 ché d6 cau hinh bang giao dién command va giao dién web s& hd tro rat nhicu
doi voi nguodi quan tri mang. Néu thao tac khong quen ¢ cac dong 1é€nh kha rac roi va
phuc tap, ngudi quan tri hoan toan c6 the thao tac dé dang voi giao dién kha truc quan

ma Vyatta cung cap

3.2 Telnet, SSH

Ciing nhu cac dong Router khac trén thi truong, Vyatta ciing hd trg cac dich vu cau
hinh tir xa nhu Telnet va SSH (Secure Shell). Giup cho viéc linh dong cdu hinh cac

dich vy, hé thong ma khong can phai dén tan noi router dé cau hinh.

R1 @ SSH: Enabled , Port 22, version 2
R1 @ Telnet: Enabled . Port 23
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3.3 NAT

Trong hé thong mang, mdi may tinh déu s& co 1 dja chi IP. Hién nay hau hét cac may
tinh déu giao tiép v4i nhau bang Ipv4. Cac may tinh sir dung trong mang cuc bo s& sir
dung dia chi IP Private (1a nhiing dia chi IP khong can phai dang ki va chi co gia tri
trong mang cuc bd). Néu cac may nay c6 nhu cau truy cp internet thi can phai c6 mot
dia chi IP Public (dia chi IP Public 1a nhitng dia chi IP duy nhét va duoc st dung trén
toan thé gidi, co dé dung trong routing trén internet). Chinh vi vdy can phai st dung

dén NAT

Network Address Translation (NAT) 1a mét dich vu chuyén ddi tir dia chi IP nay sang
dia chi IP khac khi géi tin di qua thiét bi hay may tinh c6 cai dich vu NAT. Pia chi IP
cta thiét bi hay mdy tinh cai dat NAT c6 thé 1a dia chi ngudn, c6 thé 1a dia chi dich

cua goi tin.

External {untrusted) network @ Internal (trusted) network

IF Packet NAT IP Packet
Dest-addr= 12.34. 56.78 .' Dest-addr= 10.0.0.4

Hinh anh minh hoa vé NAT

NAT giup ting kha ning bao mat trong hé thong mang boi viéc che gidu dia chi IP
trong mang cuc bd va thay bang dia chi IP public. Gitip cho cac hacker kho hon trong
viéc tin cong mang. Tuy nhién chi mang tinh tuong d6i nén khong phai 1a tuyét d6i

nén khong thé so sanh véi Firewall
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Hacker Secret Workstation
87.65.43.21 10.0.0.99

?
Mo Routa Fouting Tabla
— 10 xx.x not listad

Extemal (untrusted ) network

Internal (trusted) network

Cac dang cua NAT

Source NAT: con dugc goi 1a SNAT. Pay 1a mdt dang NAT kha phé bién.
SNAT duoc dung khi cac may tinh & mang bén trong can truy cap ra bén ngoai.
Khi d6 cac géi tin déu sé& bi thay doi dja chi ngudn thanh mot dja chi public khi
n6 di qua thiét bji NAT router Vyatta. “Masquerade” NAT 13 mot dang thu
thuat dac biét cua SNAT. Khi mdt goi tin tir bén trong guri ra ngoai, NAT router
s& chuyén doi IP private thanh 1 IP public duy nhat, nhung s& c6 thém sd port.
Vi dy rang may c6 dia chi IP 192.168.1.10 mudn truy cip trang web
google.com co dia chi 1a 209.85.132.104. Khi d6 NAT router s€ nhan dugc goi
tin c6 thong tin nguén 1a 192.168.1.10:1204, thong tin dich la
209.85.132.104:80. Luc nay Router s& doi dia chi ngudn thanh IP public, vi du
nhu 1a 113.22.165.133:26314. Sau do6 sé luu dir liéu nay vao bang masquerade.
Khi c6 goi tin trd 101 tir trang web google.com thi router s€ nhan dugc mot goi
tin c6 théng tin ngudn 13209.85.132.104:80 dén dia chi dich Ia
113.22.165.133:26314. NAT router sé& dua vao bang masquerade dé d6i dich
cia go6i tin thanh 192.168.1.10:1204 va giri vé cho may co dia chi
192.168.1.10.
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External {untrusted) network @ Internal (trusted) network

Source-addr = 12.34.56.78 SNAT Source-addr = 10.0.0.4
Dest-addr = 96.97.98.99 < Dest-addr = 96.97.98.99

- Destination NAT: con dugc goi 1a DNAT. Trong khi SNAT ddi dia chi ngudn
clia goi tin thi DNAT lai d6i dia chi dich cua goi tin khi di qua thiét bi NAT
router. DNAT duoc dung khi c6 mot yéu cau két ndi tir mang bén ngoai vao 1

may bén trong ctia hé thong.

External (untrusted) network @ Internal (trusted) network

DNAT
Source-addr = 96.97.98.99 Source-addr = 96.97.98.99

Dest-addr = 12.34.56.78 > Dest-addr= 10.0.0.4

- Bidirectional NAT (NAT song song): khi ca SNAT va DNAT duoc cdu hinh
hoan chinh, n6 sé dugc goi 1a Bidirectional NAT. Bidirectional NAT dugc su
dung khi cdc may ctia mang bén trong c6 nhu cau mudn truy cip vao hé théng
mang bén ngoai va cac may bén ngoai co nhu cau truy cip cac may bén trong

mang.
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External (untrusted) network @ Internal (trusted) network

Source-addr= 12.34.56.78

Dest-addr = 12.34.56.78

Vi du vé SNAT:

[ 172.16.16.0/24 []

L

SNAT
-

DNAT

Source-addr=10.0.0.4

Dest-addr= 10.0.0.4
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configure

set system host-name HOASEN

set interface ethernet ethl address dhcp

set interface ethernet ethl address 172.16.16.1

set service nat rule 1 source address 172.16.16.0/24
set service nat rule 1 outbound-interface ethi

set service nat rule 1 type masquerade

commit

O vidu nay, hé théng dung dang masquerade NAT dé thuc hién NAT cho céc may

client truy cap web

Két qua sau khi cau hinh, dung 1énh “show nat rules” dé xem dang nat ma ngudi quan

tri da cau hinh

Khi bt ctr may nao thyc hién mot két nbi v4i bén ngoai déu s& duoc hé théng ghi

nhan lai

Vi du vé DNAT
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&
eth0 /n/
dhep #7V
&
eth1
\\-
L]
= 192.168.2.1
WEBSERVER HOASEN

192.168.2.123

O hinh nay, hé thdng Vyatta s& thyc hién DNAT dé ciu hinh cho céc client tir bén

ngoai internet cd the truy cap dugc vao webserver.

configure

set system host-name HOASEN

set interface ethernet eth0 address dhcp

set interface ethernet ethl address 172.16.16.1

set service nat rule 1 type destination

set service nat rule 1 inbound-interface etho

set service nat rule 1 protocol TCP

set service nat rule 1 source address 0.0.0.0/0

set service nat rule 1 destination address "ip ETHO"

set service nat rule 1 destination port 80

set service nat rule 1 inside-address address 172.16.16.2

Khi bat cur client nao truy cap vao hé thong webserver déu sé dugc ghi nhan session
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lai ngay trén hé théng Vyatta.

3.4 DHCP

The Dynamic Host Configuration Protocol (DHCP) 1a mot giao thirc dugc thiét ké dé
lam giam thoi gian cAu hinh cho mang TCP/IP bang cach gan tu dong cac thong sb

can thiét cho cac client khi tham gia vao mang.

Trong moi truong mang, server DHCP s€ giir vai tro quan ly tap trung dia chi IP cho
client va cung cap dia chi IP va cac thong sd khac nhu subnet mask, default gateway,
DNS cho client trong mét khoang thoi gian nhét dinh, khoang thoi gian nay dugc goi
1a “lease”. Trong khoang thoi gian nay may chit DHCP s& khong phan phdi lai dia chi
dd phan phdi cho client. Sau hét khoang thoi gian nay, user s& phai xin thong sb IP
khac. Dé cho server cung cép IP cho client, ta phai tao cac diy cac dia chi IP. Mdi day
IP phai c6 subnet tring giéng nhu subnet cua interface cia DHCP Server. Mbi diy dia

chi khi cung cép IP cho client s& c6 thoi gian gigi han mic dinh 1a 24 gio.
Cac buéc caip DHCP

- PAu tién may client s& phat broadcast goi tin DHCP DISCOVER, trong goi tin
nay cé chira dia chi nguén MAC la dia chi MAC ciia client. Néu sau 4 lan truy
van DHCP néu khong thanh cong thi may client s& tu phat sinh cho chinh minh
1 dia chi IP nam trong ddy 169.254.0.0 dén 169.254.255.255.

- Sau khi nhan dugc goi tin DHCP DISCOVER ttr client thi DHCP server s€ tra
101 bang géi tin broadcast DHCP OFFER. Goi tin sé& chira dia chi IP ma server
s& cap cho client. Trong qué trinh thuong thuyét nay, DHCP server s& khong
cAp phat IP nay cho méy nao khac

- Khi nhan duoc géi tin tra 16i tir DHCP server, may client s& giri tiép goi tin

broadcast DHCP REQUEST dong ¥ véi dia chi IP do DHCP server cung cip

- Cudi cing thi DHCP server sé& giri goi tin DHCP ACK c6 thong tin xac nhan 1a

client dwogc cap dia chi IP va cac thong s6 khac.
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vpattaduyatta:™% show dhep leases

IP address Hardware Address Lease expiration Client N

18.8.8. 18 AZ2:8@:4c:4f:4f:58 2B18-11-15 15:168:39
18.8.8. 11 BB:Bc:29:a3:de:fd 2818-11-15 15:16:49 hung-7bf
c3ac385

Hinh anh: show két qua cap DHCP & ché d6 operational mode ta s& thiy duoc IP nao

dang dugc cap cho may nao va cdé computername la gi

vyattaduyatta:™$ show dhcp statistics pool DHCP

pool pool size # leased # avail

DHCP

Hinh anh: day 1a két qua show pool sé& cho ta biét c6 bao nhiéu dja chi da cp cho

client

vyatta@Rl# show service dhcp-server shared-network-name DHCP subnet 18.8.8.8-24
default-router 168.8.8.1

dns-server 8.85.8.8

exclude 10.8.8.15

start 18.8.8.18 {
stop 18.8.8.28

¥
[edit]

Hinh anh: day 1a két qua show & mode configure, ta s& thdy dugc nhirng thong tin ta

da cu hinh di dugc thanh dang file system
DHCP Relay

Heé thong Vyatta ciing c6 hd trg DHCP relay. Mot DHCP relay agent s& nhan goi tin
yéu cau cdp DHCP tir client va chuyén thong tin yéu cau d6 dén DHCP server. DHCP
relay agent duoc sir dung khi ma DHCP client va DHCP server nim & ving mang

khac nhau

Khi trong hé théng c6 mot DHCP relay agent thi qua trinh cip DHCP tir server dén

mot client nam & viing mang cé subnet khac thi can thong qua DHCP relay agent. D¢
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xin DHCP thi ciing thong qua 4 budc nhu trén. Client s& guri cac goi tin dé xin IP t6i
DHCP relay agent bing cac géi tin DHCP DISCOVER, DHCP OFFER, DHCP
REQUEST, DHCP ACK. Cac goi tin nay s& dugc trung chuyén dén DHCP server
bang cac goi tin unicast tir DHCP relay agent.

3.5 Web caching

Hé théng Vyatta c¢6 co ché dé co thé cau hinh va hoat dong nhu 1a mot web proxy

server, hd tro cho viéc caching web va loc URL.

eth
182.188.1.254

Internal LAM

Client co6 thé gui yéu cau truy cap 1 trang web bat ki dén hé théng Vyatta va hé thong
s& gitp két ndi dén webserver thay mit cho client. Trang web sau khi dugc hé thong
Vyatta két nbi dén s& duge luu vao trong cache. Néu trong mang c6 mét client khac
mudn truy cap dén trang web d6 thi hé thong Vyatta s& ldy trang web d6 tir trong
cache ra va giri vé client. Diéu nay sé& gitip cho viéc tiét kiém bang thong va thoi gian

hon rat nhi€u. Gitp hi¢u nang lam viéc tang cao hon.

Mac dinh khi khéi dong tinh nang nady, Vyatta s€ hoat dong nhu 1a mot proxy server
trong sudt, hé théng s& tu dong chuyén d6i thanh port 80 téi web proxy server. Tuy

nhién ngudi quan tri van c6 thé thay doi diéu nay. Dé thay doi, nguoi quan tri phai
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thiét 1ap bang tay, dua thong tin vé dia chi proxy, port trén trinh duyét web cua client.
Thuan loi khi str dung dang proxy khong trong sudt 1a clent c6 thé biét chinh xac duoc
ring proxy server nao ma minh dang sir dung. Hon thé nita, c6 thé gitip ngin chin cac

trang web quang cdo ¢ trén mang.

Vyatta di dwa ra khuyén céo cho cic nha quan tri rang khong nén st dung dich vu
web caching trén cic may sir dung bo nhé flash 1am thiét bi luu trit, vi viéc ghi va x6a
dir liu lién tuc s& lam giam tudi tho cua thiét bi, chi nén dung & thiét bi ¢6 1 6 cimg
riéng dé luu trit. Mic dinh cache luu trit 14 100MB va port ding 1a 3128, cac ludng

traffic web s& dugc chuyén sang port nay.

Vi du vé Web caching

ETH1
1 ETHO

HOASEN
WEB CACHING

O mo hinh nay, Vyatta router s& dong vai trd 1a mot webproxy server.

configure
set system host-name HOASEN

set interface ethernet ethd address dhcp
set interface ethernet ethl address 172.16.16.1

set service nat rule 1 source address 172.16.16.0,/24
set service nat rule 1 outbound-interface ethi

set service nat rule 1 type masquerade

commit

set service webproxy listen-address 172.16.16.1
set service webproxy cache-size 200
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Vyatta s& ling nghe trén interface ctia minh, bat ¢t yéu cau nao dén thi Vyatta s& thay
mat client truy cap dén web server. Moi truy cap déu s& duoc ghi nhan lai toan b va
lwu lai. Khi ¢6 yéu ciu khac truy cdp dén trang nay nita thi Vyatta s& 1y trong hé

thong tra 161 lai client

Két luiin vé céc services c6 trong Vyatta: cac tinh ning ciia phan mém router ma
ngudn mé Vyatta déu trong duong véi mot router Cisco bat ki. Cac dinh nghia trong
mot s6 tinh ning cua Vyatta duoc néu theo dang linux boi do Vyatta hoat dong trén

nén tang linux. Tuy nhién vé cach thirc hoat dong van khong co gi thay doi.

bic biét vé dich vu webcaching, Vyatta s€ lam tdt hon so voi Cisco, boi do hoat dong
trén nén tang X86 nén hé thong Vyatta s& c6 mot 6 ctng gitp cho viée caching duoc
nhiéu hon han so véi Cisco.

4. Routing

4.1 Static route

Dinh tuyén 1a qué trinh ma router thuc hién dé chuyén géi dir liéu toi mang dich.

Static route 1a dang dinh tuyén ma nguoi quan tri phai nhap cac thong tin vé dudng di

cho router. Céc route dugc ngudi quan tri thém dudng di vao trong mdi bang routing

table ctia ting router. Néu trong hé théng mang c6 thém mot mang méi thém vao hoic
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thay doi thi ngudi quan tri phai x6a hay thém dudng di vao bang routing cua ting
router. Néu trong mot hé théng mang 16n thi viéc quan li bang dinh tuyén 1a rat kho
khin vi mdi khi c6 mot su thay doi trong hé thdng mang thi nguoi quan tri rat mét thoi
gian va cong stc. Trong mdi trudng mang nho thi viéc dung static route sé dé dang

quan li hon.
Thuan lgi khi dung statis route:
- Khéng tiéu ton tai nguyén CPU dé xur 1i viéc lya chon dudng di tot nhat

- Khéng tén biang thong nhiéu gitta cac router vi khong trao doi thong tin bang

routing
- Bdo mat (vi chi c6 ngudi quan tri méi cho phép routing tdi cac mang bao dam)
Khong thuén loi:

- Nguoi quan tri phai hi€u rd vé cau triic hé thong mang va cau hinh cua tung

router trong hé théng.

- Neéu c6 thém mdt mang dugc thém vao, ngudi quan tri phai thém vao duong

route t&1 mang nay cho tat ca router.

- Khéng phu hop khi str dung trong mang 16n vi s& rat mat thoi gian cho ngudi

quan tri.

Vi du Static route
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HOASEN

10.0.2.0/24

Loopback:192.168.3.35/24

EthO
100

HUNG NGHIA
10.0.3.0/24

thow ip route

kernel route, I connected 9 tatic,

IS5IS, B — BGP, > — selected route * — FIB

directly connected, ethl
directly conmected, ethB
directly onnected, lo

via 18.8.3.188, ethd

Sau khi c4u hinh hoan tat, dung 1énh show ip route dé xem két qua: S> 1a viét tt cta

static route. C> 1a cac interface dang ket noi tryc tiép voi router.

4.2 RIP (Routing Information Protocol)

RIP 1a mét giao thure dinh tuyén distance vector xuit hién sém nhat va dugc st dung
kha rong rii trén thé gioi. DU con nhiéu diém yéu nhung RIP dya trén chuin ma, si

dung va cau hinh tuong doi don gian nén van duoc cac nha quan tri mang tin dung.

bic diém cua giao thirc dinh tuyén theo distance vector 1a cr dén mot chu ki nhat
dinh, cac router s& gui thong tin routing ctia minh véi nhau dé cap nhat. Chu ki cua
Rip 1a 30s. Nhung moi khi cdp nhat thi cic router s& giri toan bo bang thong tin
routing cho lang giéng hoc. Chinh vi vdy s& dan dén viéc hoi tu ctia cic router ciing s&

bi cham di. Diéu nay s& kéo theo tinh trang 1dp vong (loop) khi bang dinh tuyén cua

4
A

cac router chua cap nhat kip do qua trinh hoi tu cham xay ra khi ¢o6 su co.

Ban dau khi vura thyc hién tién trinh, cac router RIP s€ gtri goi tin request ra cac cong
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router. G6i tin ndy yéu cdu cac neighbor giri update thong tin bang routing. Khi nhin

duoc gbi tin request thi cac router s& giri lai goi tin response chtr thong tin routing dé

tra 16i. Tiép dén Rip s& dung thuét toan Bellman-Ford dé xay dung bang routing.

Mot goi tin RIP gom ¢6 9 trudng

1.octet 1-0ctet 2-octet 2-octet 2-octet 4-pctet d-octet 4octet d.octet
command | version 2ero AFI 2ero IP address Zero 2ero metric
fiald number field fisld field field field field field
field
- Command: cho biét day la goéi tin request hay 1a respone
- Version: cho biét phién bang cua RIP
- Address Family Identifier (AFI): c6 gid tri bang 2 néu la dia chi IP
- Ip Address: 1a dia chi dich cua duong di
- Metric: la gia tri hop count
Go6i tin RIPv2
1-octet 1-octet 2-octet 2octet 2.octet d.octet dooctet depctet dapctet
command | version unused AF| route network subnet next mietric
field number field field tag address mask hop field
field fild field field field

- Command: cho biét day 13 géi tin request hay 1a respond

- Version: phién ban cua RIP, tai day 1a 2

- Unused: cO mdt gid trila 0

- Router tag: cung cap cach phan biét giita internal route (hoc bdi RIP) va

external route (hoc tur cac giao thure khac)

- Ip address: Ip ctia mang can di

- Subnetmask: subnet ciia mang can di
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- Next hop: dia chi Ip ctia hop tiép theo goi tin s& chuyén dén
- Metric: day la gia tri hopcount
Cac phwong thirc chong vong lip ciia RIP

Viéc lap vong nhu trén s& lap dén vo tdn néu khong co tién trinh nao cit dat nd. Chinh
vi vy giao thirc dinh tuyén distance vector da sir dung thong sé hop count dé tranh
dan dén viéc lap vo tan. Mdi khi thong tin bang routing chuyén tir router niy sang
router khac thi s6 luong hop sé tang 1én 1. Gid tri tbi da ma gia tri hop co thé dat dugc
1a 15. Nhu véy khi c6 tinh trang lap vong xay ra, n6 sé chi lip vong dén gia tri hop 1a
15, néu dén gia tri 16 thi gobi tin cap nhat s€ bi huy bo. Khi gié tri d6 vuot qua muc tdi

da thi cac router xem nhu mang d6 khong thé dén duoc.

Mot trong nhitng nguyén nhan giy ra lap vong khi sir dung giao thirc dinh tuyén RIP
do6 la cac router sau khi gui cac thong tin cap nhat bang routing thi n6 lai nhan lai
thong tin ma né vira giri di tir cac router lang giéng. Dé tranh tinh trang nay, slipt-
horizon 1a co ché s& giup cho cac router sé khong nhén lai théng tin cdp nhat bang
routing tir céng ma no da giri goi tin cap nhat. Slipt-horizon da giup cho viéc cap nhat

thong tin sai ctia cac router.

Route poisoning ciing dugc sir dung dé tranh vong ldp. Trong hé thong mang ngay khi
¢6 su b tryc tric thi router ngay chd sy ¢ sé 1ap tic giri goi tin thong bao cho cac
router lang giéng ciia n6 véi goi tin co thong sd hop 1a 16. Vi goi tin cap nhat bang
dinh tuyén nao c6 sb hop vuot qua 15 thi s& ngdm hiéu rang con duong dén mang d6

khong thé truy cap duoc.

RIP c6 su dung holddown timer dé xac dinh su thay doi trong hé théng. Khi mot
router trong hé théng giri goi tin update tinh trang ctia nd dang thay doi thi holddown
timer s& bat dau. Trong qua trinh holddown timer dién ra, né s& khong cap nhat hay
quang ba duong nay dé tranh viéc hoc sai thong tin. Sau khoang thoi gian do, router s&

nhan va giri thong tin vé tuyén duong nay. Mic dinh holddown timer 1a 180 gidy.

Néu trong hé thdng mang c¢6 nhiéu duong dé cing dén 1 dich thi RIP s& dya vao sd
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luong hop dé tim duong di. RIP s& dua vao dudng di ndo co sb hop it nhat. Chinh vi
vay mot sé con duong ma RIP chon dé di khong han 1 con dudng nhanh nhit. Do dé
tranh viéc vong l1ap vo tan khi cap nhat bang routing, Rip da gidi han s6 hop tbi da 1a
15 hop. Do d6 néu mot mang khac nim ngoai 15 hop d6 s& khong thé cép nhat duoc
bang dinh tuyén va khong thé dén dugc mang d6. Didu nay lam han ché kha ning mé

rong cua RIP rat nhicu.

RIP dén nay da co 2 phién ban chinh. Ripvl ding classful routing. Nghia 1a khi gt
thong tin update vé mang, s& khong giri theo subnetmask ciia mang. Ripvl 1a giao
thtrc dugc str dung khéc phé bién vi da sd moi router déu c6 hd tro giao thirc nay.
Trong khi Ripv2 lai ding co ché classless routing. Ripv2 khi giri thong tin cip nhat
dinh tuyén sé& giri kém theo subnet cia mang.. Do d6 Ripv2 ¢6 hd trg VLSM va CIDR.

Vi du vé RIP
o1 10.0.0.0/24 2
‘J etho eth0 L
eth1 Nghia .1 Hung

eth1|

RIP ROUTING

I
- 1?2.|15.16.|El!24 () 192.168.3.0/24

O md hinh nay, cac router s& chay giao thirc dinh tuyén Rip version 2 va thuc hién

quan ba thong tin mang cho nhau.
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Rl

configure

set system host-name HUNG

set interface ethernet eth0 address dhcp

set interface ethernet ethl address 172.16.16.1/24

set protocols rip network 192.168.1.0/24
set protocols rip network 172.16.16.0/24

R2

configure

set system host-name NGHIA

set interface ethernet eth0 address dhcp

set interface ethernet ethl address 192.168.3.0/24

set protocols rip network 192.168.1.0/24
set protocols rip network 192.168.3.0/24

Pay 1a nhitng cdu hinh can thiét dé hoat dong va trao d6i dinh tuyén RIP. Lénh
network trong cdu I¢nh set protocols rip network c6 y nghia cho phép gui va nhan
thong tin dinh tuyén trén cac interface ma c6 dia chi mang da dinh nghia. Cho phép

quang ba cac interface canh né ma cé subnet dugc dinh nghia.

1H.8.8.8-24 is directly connected, ethd
127.8.8.878 i=s directly connected, lo

172.16.16.8/24 [12B8-2] via 18.8.8.1 ethd, HH:HH:43
192.168.3.8-24 is directly connected, ethl

4.3 OSPF (Open Shortest Path First)

OSPF 1a mot giao thtrc dinh tuyén theo kiéu link-state, 1a giao thirc dugc trién khai
theo chuin mé. Ture 14 OSPF hoan toan khong co tinh doc quyén va cho phép sir dung

rong rai.

Néu so sanh voi RIPv1 va RIPv2 thi OSPF 1a mét giao thuc tot hon béi kha nang mé
rong. Boi RIP da bi gidi han boi ) hop, c¢6 do hoi tu cham, tiéu hao bang thong.
OSPF ra doi da khic phuc duoc nhitng yéu diém ton tai trong RIP. Nho khong bi gidi
han s6 hop nén OSPF c¢6 kha ning mé rong mang, didu ndy rat phu hop voi cac hé

théng mang 16n va hién dai.
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Trong hé thong mang OSPF, mdi router déu s& nam rd vé cau tric so dd mang. Boi
cac router OSPF thyc hién thu thip thong tin vé trang thai vé cac lién két thong qua
céc router lang giéng. Sau khi nhan duoc thong tin, nd s& quang ba thong tin cac lién
két ctia n6 va chuyén tiép thong tin nay cho cac lang giéng khac. Router sau khi nhin
dugc thong tin s& xur Iy dé xdy dung mot co s& dit lidu vé trang thai cac duong lién két
trong cung mot AS. Do d6 moi thong tin vé cac duong lién két cua cac router trong
cing mot AS sé& gidng nhau. Dé trao dbi thong tin cac lién két, cac router s& guri goi tin
LSA (link-state advertisement), goi tin ny s& chira thong tin vé cac lién két trong mot
vung AS. Nho vao dac diém nay ma OSPF giai quyét duoc van dé hoi tu chdm cua
RIP. Trong mot h¢ théng mang 1on, RIP mat vai phut dé c6 thé hoi tu duoc boi mdi
router s& trao d6i bang dinh tuyén theo mdi chu ki. Con OSPF chi can phat ra thong

tin khi vé su thay d6i trong hé théng mang.

Dé6i v6i RIP, khi trao d6i bang thong tin route voi lang giéng thi s6 hop s& ting 1én
mot. Tir d6 cac router s& lya chon dudng nao thich hop nhit dua vao sé hop. Chinh vi
vay viéc chon lya duong di ciia RIP khong dua vao bing thong hay toc d6 cia dudng
truyén. Viéc chon dudng di ctia Rip tuong dbi don gian nén khong doi hoi nhiéu bo
nh¢ va kha nang xu 1i cua router. Nhung OSPF st dung thuét tim duong di SPF
(shortest path first) dé tim duong di ngin nhat. N6 sir dung thuat toan ctia nha khoa
hoc may tinh Ha Lan Edsger Wybe Dijkstra, thudt toan nay co6 tén la Dijkstra. Thuat
toan ndy xem cac router nhu 1a nhitng diém (nodes) va gitra cac diém lién két voi nhau
c6 mdt chi phi nhét dinh. Thuat toan nay la tor mot diém nhat dinh lam géc s€ tim
duong di ndo co chi phi tot nhat dé di duoc dén dich. Pay 13 mot thuat toan kha phirc

tap nén doi hoi kha nang xur Iy va bo nh¢ ctia router cao hon so véi RIP.

Tat ca goi tin OSPF déu c6 header gdm 24 byte

1 1 2 4 4 2 2 B Variable
. Authent-
Version Type Packet | pouter D | ArealD | Check- | ication Authentication Data
number length sUm type

- Version number: Xac dinh version cua OSPF
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Type: x4c dinh dang géi tin ctia OSPF véi cac thong sd sau:

0]

(o}

Hello: thiét 1ap va duy tri mdi quan hé neighbor

Database description: c6 dit liéu topology, géi tin nay duoc trao doi véi

nhau khi OSPF chuén bi lam viéc

Link-state request: yéu cau cip nhat dir liéu mo hinh mang vé router
neighbor. Nhung thong tin nay duoc trao ddi sau khi router phat hién ra

trong hé théng mang c6 su thay doi.
Link-state update: dap tra lai goi tin link-state request

Link-state acknowledgment: bao nhan dugc goi tin update

Packet length: chiéu dai cta goi tin, bao gdbm ca header ctia OSPF

Router ID: xac dinh ngudn gbc ctia gbi tin

Area ID: x4c dinh khu vyc truyén goi tin.

Checksum: kiém tra lai sy toan ven cta gai tin khi truyén di

Authentication Type: chira dang chiing thuc OSPF.

Authentication: chtra thong tin dé chung thuc

Data: chura cac dir li¢u da dugc dong gai lai tai cac 16p trén.

Qua trinh thiét 13p moi quan hé giira cic router OSPF

Khi vira khéi dong tién trinh OSPF, luc nay cac router van chua thiét 1ap bat ctr

neighbor nao voi cac router khac. Céc router s€ guiri goi tin hello ra cac cong

céu hinh theo dia chi multicast 224.0.0.5. Pay 1a dia chi chi dén cac router

OSPF, céc router OSPF sir dung goi tin nay dé thiét 1ap mbi quan hé neighbor.

Mac dinh goi hello s& dugc gui ctr 10s mét lan trong mang broadcast va 40 s

trong mang nonbroadcast. Sau khi nhan dugc goéi tin hello tir neighbor, router
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s& kiém tra cac thong tin trong goi hello bao gdm: Router ID, Hello va Dead
intervals timer, Neighbors, area ID, Router priority, DR Ip address, BDR Ip
address, authentication password, Stub area flag. Néu cac thong s6 Hello va
dead intervals timer, area ID, authentication password va cd stub giéng nhau

thi router méi c6 thé trd thanh neighbor cta nhau.

Network Mask
Helo Interval [ Opfions | Router Priority
Dread Interval
Designated Router
Backup Designated Router
Neghbar Router ID
Meghbor Rouler 1D

{additional Neighbor Router ID fields can be
added o the end of the haader, if necessany)

Header cua goi hello

- Cac router nhan dugc goi tin hello sau khi kiém tra s& dua router d6 vao danh
sach neighbor. Sau d6 no s€ gui lai goi tin multicast reply cho router da gtri goi

tin hello.

- Pén luc nay cac router da thiét lap mbi quan hé neighbor véi nhau, néu co
update cac router s€ trao ddi duoc v6i nhau. Nhung nhu vay sé€ tiéu hao mdt
luong bang thong rat 1on vi mot con router sé& trao doi v6i cac con con lai. Nhu
vay ta s& c6 n(n-1)/2 mbi quan hé voi nhau. Chinh vi dé tranh viéc nay, OSPF
da thuc hién viéc bau cir router dai dién BDR va DR cho viéc thiét 1ap cac mbi
quan hé gitta cac router OSPF trong ciing mot ving AS. Ban dau OSPF sé& chon
bat ki mot router ndo trong hé thong dé kiém tra bang danh sach neighbor ciia
hé théng. Budc nay duoc thuc hién sau khi cac router da trao ddi goi tin hello
v6i nhau, tic 1a tat ca cac router déu c6 mot danh sach neighbor giéng nhau
nén OSPF chi can chon ra mot router bat ki dé kiém tra. N6 s& kiém tra xem c6
router ndo ¢ priority 1a 0 hay khong, néu c6 thi nd sé loai router nay ra khoi
danh sach bau cur. Sao khi c6 dugce danh sach thi s& tién hanh bau ctr. Viée bau
cu router nao lam DR va BDR s€ dya vao dg uu tién priority cao nhét, néu van

khong chon duoc DR va BDR tir priority thi s& lya chon router c¢6 chi sb
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Router-ID cao nhat, néu van khong dugc thi sé dua vao dia chi IP loopback cao
nhat, tiép dén va dia chi vat 1y cao nhat. Sau khi bau cir thanh cong DR va
BDR, gia sir DR gip su ¢b thi BDR s& hién nhién tr¢ thanh DR va thyc hién
bau ctr mot BDR khac. Nhung néu khi router dam nhén vai trd DR trudc do

néu hoat dong binh thuong tré lai s& khong thuc hién chiém quyén tro lai.

- Tu luc nay, khi da bau dugc DR va BDR, cic router thanh vién khi c6 mot bt
ctr sy thay doi gi thi cac router s& giri thong tin update dén DR/BDR thong qua
dia chi multicast 224.0.0.6. Va router DR/BDR s& giri lai thong tin update dén
cho céac thanh vién khac thong qua dia chi multicast 224.0.0.5.

OSPF Multi area

Néu trong mot hé théng mang c6 s6 luong router tham gia dinh tuyén OSPF nhiéu, thi
mdi router s& phai ndm giit toan bd ciu tric dudng di ctia hé thong mang. Piéu nay
dan dén viéc cac router phai lam viéc qua tai. Dé tranh diéu nay xay ra. OSPF sir dung
multi area. Ttc 1a cac route s& chia ving voi nhau dé quan li. Trong do area 0 1a ving
backbone area. Cac area khac s& phai két ndi v6i ving nay. Céc router giao giira 2
area khac nhau duoc goi 14 router bién (ABR) va né s& nam giit thong tin dinh tuyén
ctia 2 ving, con nhing router nam giao giita giao thirc dinh tuyén OSPF va giao thic
dinh tuyén khac (nhu RIP, BGP) duoc goi la ASBR (Autonomous System Boundary
Router). Khi phan chia thanh céc area khac nhau, ciing can quan tim dén géi tin LSA

khi trao doi thong tin v6i nhau.

- LSA Type 1: goi tin nay chir théng tin router-id, dung dé cap nhat trang thai
ctia duong link (goi tin nay giri dén router ABR thi ngung lai)

- LSA Type 2: goi tin nay do router DR sinh ra. Chtra dia chi ip cua interface
tham gia vao mang cta chinh no. Pé quang ba cho cac router khac biét no 1a

router DR.

- LSA Type 3: goi tin nay chua thong tin nhiing 16p mang nao ngoai area cua no.

Goi tin nay do router ABR sinh ra.
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- LSA Type 4: chtra thong tin router-id cua con ASBR va do router ABR sinh ra.
(router ASBR khi trao d6i thong tin LSA vdi cac router trong area ctia nd s& ¢
thém 1 bit e trong d6. Router ABR s& nhén thiy bit nay va day di cho cac ABR

tai cac area khac.
- LSA Type 5: chir thong tin 16p mang ngoai vung OSPF do router ASBR guri.

- LSA Type 7: NSSA External LSA (stub). Pay 1a goi tin dé han ché cac géi tin
giri update dén n6. Goi tin nay s& duoc gui tir router ASBR. Router ABR dau
tién nhan duoc goi tin nay s& giri Type 5 dén cac router con lai. Cac router khac
s& nghi rang router ABR nay chinh 1a router ASBR nén s& khong can biét thong
tin dinh tuyén dén router ASBR that. Cac thong tin déu s& di dén router ABR

nay.
Virtual link

Nhu da néu, area 0 1a backbone area. Do d6 moi area khac déu phai dugc két ndi truc

tiép den area nay.

Tuy nhién trong mot vai truong hop, c6 thé 1a do nguyén nhan khach quan trong luc
trién khai hé théng. Nguoi quan tri mudn tao mot area khac nira nhung khong thé nao

két noi dugc voi area 0 dugce nita. Lic nay co ché Virtual link da ra doi

AREAT

RouterID *,
1.1.1.1
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Nhu hinh v&, Area 7 s& khong thé thiét 1ap duoc neighbor hay trao d6i thong tin dinh
tuyén vai cac router trong area 0. Do d6, ving area 7 s& nhd vao area 5 dé tao mot

virtual link két n6i dén area 0.
Virtual link s€ dugc thuc hién ngay trén router ABR cua 2 vung area 7-5, area 5-0

Hang Cisco da timg dua ra kién nghi vé giai phap nay. Ho cho rang viéc virtual link
nén han ché dung. Déy 1a giai phap ctru canh cho cac hé théng mang khong thé thay

doi1 duoc cau tric.

Vi du vé OSPF
A 10.0.0.0/24 2
‘) eth0 eth0 k
eth1 Nghia .1 Hung

eth1] 1

OSPF ROUTING

( '17_2'.'16'.16'.012% tl
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R1

configure

set system host-name HUNG

set interface ethernet eth0 address dhcp

set interface ethernet ethl address 172.16.16.1/24

set protocols ospf parameters router-id 10.0.0.1

set protocols ospf area 0.0.0.0 network 192.168.1.0/24
set protocols ospf redistribute connected

rR2

configure

set system host-name NGHIA|

set interface ethernet ethd address dhcp

set interface ethernet ethl address 192.168.3.1/24

set protocols ospf parameters router-id 10.0.0.2

set protocols ospf area 0.0.0.0 network 192.168.1.0/24
set protocols ospf redistribute connected

Pay 1a phan ciu hinh cho OSPF, 2 interface 10.0.0.0/24 thyc hién trao d6i thong tin

dinh tuyén véi nhau va thiét 1ap neighbor.

vypattag@uyatta:™F show ip route
Codes: K kernel route, C connected, 3 static, R RIP, O OSPF,
| ISIS, B BGP, > selected e FIB route

16.8.8.8-24 [118-18]1 is directly connected, ethB, BA:BH:53
18.6.8.8 is directly commected, ethB

127.8.8.8-8 is dir ly connected, lo

172.16. 16 24 [118-28]1 via 18.8.8.1, ethd, HB:88:82

192.168.3.8-24 is directly connected. ethd

vpattadupatta:™3 show ip ospf neighbor

Meighbor ID Pri State Dead Time Address Interface
RxvtL RgstL DBsML
11.8.8.1 1 FullsBackup 37.249s 16.8.8.1 eth@:18.8.8.2
a ] 5

4.4 BGP (Border Gateway Protocol)

Border Gateway Protocol (BGP) 14 1 giao thirc dinh tuyén duoc sir dung trén Internet.
Céc nha cung cép dich vu Internet (Internet Service Providers - ISP) thuc hién
trao d6i thong tin dinh tuyén gitta cic mang ngoai internet va bat cr su giao tiép

nao giita nhitng mang ngoai internet nay déu dugc hoan thanh thong qua BGP.
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- An autonomous system (AS): chi sé AS duoc dua ra trong BGP dé dé dang
quan li. AS 1a mot s6 16 bit, chay tir 0-65535
0 S6 0: khong diung
0 S 65535: khong dung

0 S6 tir 64512 — 65532: 1a ddy s6 danh cho private. Khach hang c6 thé
dung nhitng AS nay dé thuc hién chay giao thirc BGP trong mang ndi

vung cua ho
0 Cac sb con lai duge ding cho public

- Pear: khi 2 router chay cung giao thirc BGP va thiét 1ap mot két ndi TCP giira

chung, thi ching dugc coi la Pear.

- EBGP (External Gateway Protocol): 1a giao thirc dinh tuyén duoc st dung dé

trao d6i thong tin dinh tuyén giita cac router chay BGP c6 cac AS khac nhau.

- IBGP (Internal Gateway Protocol): 13 giao thitc dinh tuyén duoc sir dung dé

trao d6i thong tin dinh tuyén giita cac router chay BGP trong cting mot AS.
Nhiing tinh ning ndi bat cia BGP
BGP 1a 1 distance vector protocol voi nhitng cai tién

BGP ding TCP nhu 1a giao thirc van chuyén TCP port 179. BGP khong thuc hién
viéc thiét lap neighbor mét cach ty dong nhu cac giao thirc dinh tuyén ndi vung khac.

Ngudi quan tri phai thiét 1ap bang tay cac neighbor ctia nhau.

Khi ding BGP, cin luu y ring BGP s& khong cap nhét theo chu ky ma chi don thuan
1a keepalive theo chu ky dé kiém tra sy két ndi TCP.

BGP hién c6 3 co ché update théng tin dinh tuyén: Full update, partial update (cho

phép ngudi quan tri mudn update nhitng tuyén duong ma minh muén), default route.

Trong cau tric 1énh command ctia BGP, Iénh network s€ hoan toan khac véi cac giao
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thirc dinh tuyén ndi ving khac nhu RIP hay OSPF vé mit y nghia. Lénh network trong
RIP hay OSPF ¢ ¥ nghia la s& thuc hién trao ddi thong tin dinh tuyén trén cac
interface ma ¢ dia chi mang theo ciu hinh va cho phép quan bé interface cuia router
¢6 subnet nhu cau hinh. Con ciia BGP thi hoan toan khac. Lénh network co ¥ nghia 1a
BGP s¢ dua do trong bang dinh tuyén dia chi ip khi thyc hién I¢nh network co nam &
trong bang dinh tuyén ctia n6 hay khong. Néu c6 s& gui thong tin d6 cho neighbor ctia

n6 hoc. Pay cung 1a mot luu ¥ rat quan trong trong viéc cau hinh trién khai BGP.
Thiét 1ap phién két néi BGP

Nhu da néu, BGP khong thé phat hién neighbors mot cach ty dong. Giao thic BGP
duoc truyén trong mot phién két nbéi TCP. Dé thiét 1ap dugc neighbor, tat ca router
phai duoc cu hinh thu cong, dwa timg neighbor vao ciu hinh BGP. Sau khi ca 2 dau

router cAu hinh hoan chinh thi méi thiét 1ap neighbor dugc.
Cac trang thai khi thuc hi¢n bat tay véi nhau:

- Idle: Khi router cdu hinh BGP xong va xung quanh nd khong co bit cir

neighbor nao dé thiét 1ap mbi quan hé thi trang thai cua né luc nay 1a Idle.

- Connect: Sau khi router dugc cdu hinh BGP hoan tit va chuén bi cho viéc thiét
1ap mdi quan hé lang giéng. Pay chinh 1a qua trinh bét tay 3 budc. Tuy nhién
giai doan nay dién ra kha nhanh. Thuong ngudi quan tri mang s& khong thiy
duoc giai doan nay. Néu show két qua ra ma van thay tinh trang nay, c6 nghia

rang hé thong dang c6 van dé

- Active: Sau qua trinh bt tay 3 budc thanh cong. Trang thai active s& xuat hién

béo rang ca 2 router chay BGP séin sang thiét 1ap két ndi

- Opensent: day gan gidng nhu 1a géi tin hello cia cac giao thuc dinh tuyén noi

vung khéc
- Open confirm: day la goéi tin trd 161 xac nhan cua goi opensent

- Established: trang thai nay chi xuat hién khi 2 router tr¢ thanh neighbor cua
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nhau va c6 thé trao ddi thong tin dinh tuyén qua lai voi nhau.

Két ludn: C6 thé ndi cac tinh nang, khai niém vé Routing cua hé thdng Vyatta vé co
ban la twuong duong vdi cac dong router khac, dac bi¢t la Cisco. Vi giao dién
command line giup ngudi quan tri mang von da quen thudc voi moi truong shell cang
tré nén dé dang hon. Bén canh d6 Vyatta con hd tro thém phan giao dién web gitp

cho ngudi quan tri d& dang hon trong viéc thiét lap va xay dung.

5. Availability
5.1 VRRP

Virtual Router Redundancy Protocol (VRRP) 1a giao thtic cho phép nhom nhiéu router
thanh mot router 40. VRRP 1a mot chuén cua IEEE (RFC 2338). VRRP duoc thiét ké

v61 muc dich 1am tang kha nang chiu 161 cua cac két ndi khi c6 su cd xay ra.
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Eth0
dhep

ETH1 Hung
172.16.16.32

MASTER: PRIORITY 150

VIRTUAL ADDRESS:172.16.16.55

(_lﬂ'ﬁﬁm_‘_r

Eth0
dhep

Nghia=™!
172161665

WRRP GROUP: 99 BACKUP: PRIORITY 20

Pic diém cia VRRP

.

..:

2

VRRP Group: dung dé chi mot nhém cac Router duge sir dung cing hé thong

mang va giita chiing s& dung 1 dia chi IP 4o dé lam dai dién cho tit ca nhém Router

nay. Pia chi IP 40 nay sé& link dén dia chi MAC ciia con Router lam master dé khi c¢6

dw li¢u truyén qua thi sé di qua con Router master. Khi con Router master gap su co

thi dia chi IP 4o d6 s& duoc link dén con Router master. Diéu nay co thé 1am duoc d&

dang nho vao viéc gui cac goi tin gratuitous ARP. D€ cac Router c6 thé nhom voi

nhau thanh mot group VRRP thi truéc hét mdi Router phai dugce dinh nghia thong sb

VRRP group la giéng nhau va dia chi IP ao phai giéng nhau. Pia chi IP 40 nay phai

cung subnet vdi cac interface ciia cac Router trong VRRP group nhung khong nén dé
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dia chi IP 4o nay trung véi dia chi IP that ciia mot trong cac Router trong group.

vyattagwyatta:™$ show interfaces

Interface IP Address Link Description
ethf 192.168.1.58-24 up

ethl 18.8.8.1-24 up

ethl 14.8.8.188-24 up
lo 127.8.8.1-8 up
lo ::1-128 up

Hinh anh: Router master khi show interface ra s& thdy dia chi IP 4o ctia VRRP group
Phwong thirc bau chon master va backup Router.

Céc Router s& bau chon master va backup dwa vao thong sb priority. Day la thong sb
quyét dinh xem ai s& duoc bau chon dé lam Router chinh dé truyén dit liéu. Thong sb
priority mic dinh néu khong ciu hinh s& bang 1. S priority s& chay tir 1 dén sb 255.
Néu cac Router ¢ cung chi sb priority thi s& xét dén thong sd thtr 2 1a dia chi IP.
Router nao c¢6 dia chi IP tot hon hién nhién s& tré thanh master. Néu con Router
master gip su cd thi interface nao tham gia vao group VRRP néu c6 do uu tién cao
hon s& dugc chon lam master. Nho vao gratuitous ARP message nén khi c6 thay doi &
Router master thi dia chi IP 4o cia VRRP group s€ dugc link dén dia chi MAC thich
hop. Co6 mét diéu can luu y d6 1a Vyatta khuyén céo néu hé théng c6 thé c6 nhiéu

Router dong vai trd backup thi nén dit cac thong s6 priority khac nhau.

vpattaduyatta:™3 show vrrp
Physical interface: ethl, Source Address 18.H.8.1
Interface state: up, Group 1, State: master
Priority: 188, Advertisement interwal: 1, Authentication type: none
Preempt: true, UIP count: 1, VIP: 18.68.8.188-24
Master router: 1H.8.8.1
Last transition: 3m33s

vyattaduyatta:™$ show vrrp

Physical interface: ethl, Source Address 18.H.08.18
Interface state: up, Group 1, State: backup
Priority: 99, Advertiszenment interwval: 1, Authentication type: none
Preempt: true, UIP count: 1, UIP: 18.6.8.188-24
Master router: 18.8.8.1 [BB:BC:29:35:04:4E1, Master Priority: 168
Last transition: 12s

Hinh anh: Router c6 priority 100 cao hon con Router con lai nén dugc lam master
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Cac Router trong VRRP group sé lién lac véi nhau bang dia chi multicast 224.0.0.18
port 112. Trong mot thoi gian nhit dinh thi Router giit vai tro lam master s& giri goi
tin dén dia chi multicast nay dé cac Router backup con lai nhan biét rang tinh trang
ctia Router master van con hoat dong. Goi tin nay dugc goi 1a heartbeat packets. Néu
sau mat thoi gian ¢6 dinh goi 1a dead interval ma cac Router backup van chua nhan
duogc goi tin heartbeat ciia Router master thi ngay lap tic viéc bau chon s& dién ra
ngay lap tic gilra cdc Router backup. Va thoi gian gui goi tin dinh ki mac dinh 14 1
giay

Giao thirc VRRP 1a mét giao thirc c6 dic diém 1a ¢ thé chiém quyén. Néu tinh ning
nay duoc enable trong hé thong Vyatta thi néu mot Router méi tham gia vao mang ma
¢6 chi s6 priority cao hon véi Router master hién tai thi né c6 thé dugc chiém quyén

lam master. Tinh nang nay mac dinh dugc kich hoat trong Router Vyatta.

5.2 Wan Load Balancing

Heé thong Vyatta cho phép hd tro co ché can bang tai ty dong cho ludng dir lidu theo
chiéu outbound trén 2 hay nhiéu cong interface. Co ché can bang tai giup cho tinh sin
sang cua hé théng 1én cao, hiéu nang lam viéc va bang thong khi truyén dir liéu s&
dugc ting 1én dang ké. Load balancing trén hé thong Vyatta chi hd trg cho ludng dit

lidu di chuyén theo chiéu outbound
Thuét toin cin bing tai

Viéc can bang tai can c6 it nhat 2 dudng truyén tré 1én. Viéc dir liéu sé truyén trén
duong nao nhiéu hon hay it hon s& phy thudc vao théng sé weight ctia mdi duong do
Router dinh ra. Néu sau khi cdu hinh load balancing trén Router vyatta, mic dinh 1a
cac chi sb weight cia cac tuyén duong sé ngang nhau va ti 1& dit liéu truyén di sé 1a
ngang nhau. Néu tuyén dudng nao c6 chi sb weight cao hon thi cac géi tin dit liéu

truyén di s& di qua dudng dé cao hon.

Vi du hé thong mang hién c6 2 duong truyén va 1 duong c6 chi s weight 1a 1, duong

con lai 1a 2. Thi dudng c6 weight cao hon sé& ¢6 lugng dit lidu truyén 1a 67%.

Load Balancing Rules
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Khi xay dyng co ché load balancing trén hé théng vyatta, cac thiét 1ap trén cac
interface, va cac thong sé weight dat ra cho mdi interface, d6 goi 1a load balancing
rule. Khi mot ludng dit liéu di dén hé thdng thi né s& kiém tra thong tin ludng dir liéu
nay c6 trung khop véi rule duge dé ra hay khong. Néu tring véi cac thong s dua ra
thi ludng dir liéu s& dugc xir li. Néu khong khép thi hé thdng s& dua thong tin cua dix
liéu xudng rule tiép theo dé xtr 1i. Néu dén cudi cting van khong c6 rule ndo tring véi
thong tin ludng dir lidu thi n6 s& dua theo bang routing table trong hé théng dé quyét
dinh.

Can chu y 1a trong Vyatta, s6 thtr rule s& khong thé thay d6i khi cdu hinh. Do d6 khi
cAu hinh nguoi quan tri can chu y dat cac s6 cua rule c6 mot khoang cach nhét dinh,

nhu 13 5,10,15... dé co thé thém céc rule vao.

Health Checking
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Ping Target Machines

55.66.77.88

09.88.77 86

11.22.33.44
55.44.33.22

898.76.54.1

gth1
98.76.54 .2

ethi
12.34.56 .2

R1

{ Local Netwark ﬂ

Trong hé théng cin bang tai, cic interface phai luén & trang thai 1a mot active
member. Trang thai ctia cic interface s& duogc giam sat bang viéc cac goi tin ICMP
echo request trong 1 khoang thoi gian nhat dinh t6i cac dia chi ¢ xa (vi du nhur trong
hinh 1a dia chi: 11.22.33.44, 55.66.77.88...). Néu nhan duoc g61 ICMP echo reply tur
cac dja chi tir xa thi s& cho hé thong biét rang interface nay dang co thé truyén va nhan
dugc cac goi tin tir internet. Néu interface d6 khong 6n dinh trong viéc kiém tra trang

thai thi s& bi loai bo khoi danh sach céc interface duogc truyén dit licu.

Khi thiét 1ap co ché can bang tai thi trén cac interface phai dugc cdu hinh ludn cac tiéu
chuan dé danh gia trang thai cua interface, bao gdm s lan kiém tra trang thai khong

thanh cong (khong nhan dugc goi tin echo reply tir mang xa)

Trang|68



Khoéa Luan Tét Nghiép Giai Phap Vyatta cho doanh nghiép

5.3 RAID 1

Raid 13 cong nghé sir dung mot hay hay nhiéu 6 cing dé giup 1am ting tc do truy
suit dit lidu, tang dung luong luu trit, va dic biét 1a 1am tang kha ning chiu 15i cia hé
théng, tranh viéc bi mat dir liéu khi c6 su cb vé b cing xay ra. Hién nay cong nghé
Raid c6 rat nhiéu dang nhu Raid0, Raidl... Vyatta chi hd tro Raid 1 cho hé théng cua

minh.

Raid 1 can it nhat phai c6 2 6 cing tré 1én dé cau hinh. Khi sir dung Raid 1, cac 6
climg déu sé& c6 dir liéu giéng nhau. Khi dit liéu duoc ghi vao 6 climg, cac sector ctia o
cimg nay s& duoc duplicate dén 6 ctng khac. Néu trong qua trinh sir dung, 1 trong
nhitng o cung gap su cdva khong thé hoat dong duoc thi dir liéu s& van dugc bao toan

bo1 cac 6 con lai.

Heé thong Vyatta chi hd tro cong nghé Raid theo phan mém va chi hd tro cho 2 6 dia
ctng. Tinh ning khi sir dung cong nghé Raid trén hé thng Vyatta 1a:

- Khi c6 mot sy cb xay ra, hé thong s& giri thong bao t6i nguoi quan tri

- Khi c6 su cb vé 6 dia, hé théng van hoat dong tiép tuc

- H¢ théng van c6 thé khoi dong binh thuong néu c6 6 dia bi truc tric

- C6 thé giam sat qué trinh sao chép dit lidu sau khi ¢6 6 clrng méi thém vao.

Céc 6 cting trong hé thong khi c4u hinh Raid s& c6 nhiing trang thai khac nhau khi két

giao modi quan hé

- Active: day 1a trang thai hoat dong binh thuong ctia cac 6 cung, néu hé thong
xay ra sy c¢d thi hé thong doi hoi ngudi quan tri phai khoi dong lai dé thay doi
thiét bi 6 cting bi hong. Khi vira khoi dong (néu di thay thé 6 cting hong), hé

thong sé& thuc hién dong bd dir 1iéu lai gitta cac 6 cliing

- Clean: sau khi qua trinh chép dir liéu hoan tat thi hé thong s& & trang théi clean
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- Degraded: trang thai nay chi xay ra néu hé théng bi 16i, do Vyatta chi hd tro

raid 1 vdi 2 6 ciing, nén tinh trang nay xay ra khi chi con 1 6 cting dung dugc

- Recovering: khi ngudi quan tri dua 6 cirng modi khac vao thi s€ tién hanh sao
chép dit liéu tir thanh vién con lai. O cing méi thém vao sé chua thé dung duoc
ncu qua trinh nay chua hoan tat. trang thai nay chi xay ra sau khi trai qua trang

thai Degraded

- Resyncing: day la tinh trang dong bd gitra 2 6 cing. Do khi mdi thém vao, 6
cirng maoi can thiét 1ap lai cdc moi lién hé két giao véi 6 cung con lai. Qua trinh

nay s& khong dién ra dong thoi vai trang thai degraded va recovering.

Vi du vé trang thai ctia cac 6 dia khi ding Raid

State: clean

Number Major Minor RaidDevice State

%] 8 2 a active sync Jdev/sdaz
1 8 18 1 active sync Jdev/sdb2

Khi céc 6 dia ¢ trang thai binh thudng thi cac 6 dia s& co trang thai 1a active va tinh

trang hé thdng 1a clean

State: clean, degraded

Number Major Minor RaidDevice State

e e e e removed /dev/sda2
1 8 18 1 active sync Jdev/sdb2

Néu co 1 0 cling tryc trac thi 6 cung s€ s€ co tinh trang 1a remove va hé thong s€ xuat

hién tinh trang degraded
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State: clean, degraded, recovering
Rebuild status: 3% complete

Number Major Minor RaidDevice State
2 8 18 %] spare rebuilding/dev/sda2
1 8 18 1 active sync  /dev/sdb2

Sau khi thém 0 ciing méi vao, bat dau tién trinh recovering, tinh trang ctia 6 clirng méi
thém vao 1a “spare rebuilding”. Trang thai nay s€ khong thay doi sao khi qué trinh sao

chép dir licu tir 6 cung cli sang mai hoan tat.

State: active, resyncing
Rebuild status: 3% complete

Number Major Minor RaidDevice State
2 8 2 e active sync /dev/sda2
1 8 18 1 active sync /dev/sdb2

Sau khi sao chép dir liéu hoan tat, cac 6 dia sé tro vé trang thai active va bat dau thuc

hién reysncing. Sau d6 13 hoan tit va hé théng c6 thé hoat dong binh thudng.

Diém hay clia Vyatta la du chi hoat dong véi nhiing tinh ning ctia mot thiét bi Router,
nhung né ciing hd tro nén tinh ning Raid 1. Pay 1a diém ma Cisco khong c6. C6 thé
no6i day 1a mot loi thé khi sir dung Vyatta. Tuy nhién chi hd trg cong nghé Raid ¢ mirc

don gian, chi hd trg 2 6 clirmg nén khong thé ding dé luu trit dit liéu nhidu dugc.

Vi du vé RAID1
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Devices

BE Memory

& Hard Disk (IDE 0:0)
& Hard Disk (IDE 0:1)
(25 CD-ROM (IDE 1.:0)
& Floppy

B8 Ethernet

4 Sound Adapter

QDispla}r

di i i

256 MB

8.0 GB

8.0 GB

Using file DAHUNGVHOC TAPAHOASEN hkE\New folder,Sour
Auto detect

Bridged

Auto detect

Auto detect
4

Ban déu, 2 6 cting s& dugc st dung trén cung 1 hé théng

vpattadupatta:™$ install-systen

Helcome to the Uyatta install program. This script
Will walk you through the process of installing the
Upatta image to a local hard drive.

Hould you like to continue? (Yes-/No) [Yesl: yes
Probing drives: OR
Looking for pre-existing RAID groups...none found.

You have two disk drives:
sda 8598 MB
sdb 85968 MB

Hould you like to configure RAID-1 wMirroring on them? (Yes-/No) [Yesl:This proces

g Will erase all data on both drives.
Are you sure you Want to do this? (Yes/No) [Hol:

Khi vira khoi dong hé théng, dung cau trac 1énh install-system dé thuc hién cau hinh

RAIDI

Erasing any prewvious RAID metadata that
mdadm: Unrecognised md component device
Erasing any prewvious RAID metadata that
mdadM: Unrecognised md component device

May exist on sdevssda?
- sdev/sda?
May exist on /devws/sdb2
- sdevw/sdb2

Creating RAID-1 group on partitions: sdevssda? sdewv/sdb2

mdadm: array sdevs/mdB started.
RAID-1 group created successfully:

mMdB : active (auto-read-only) raidl =dbZ2[1]1 =daZ?lf@]
8267456 blocks [2-2]1 [UU]
resync=PENDING
Creating filesystem on ~sdevsndB: 0K
Mounting ~dev-mdB
Copying system files to ~dev mdB:

Qua trinh thyc hién copy dit liéu s& dién ra
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5.4 Cluster

Clustering 13 mot kién trac nhim dam bao ning cao kha ning sdn sang cho cac hé
thdng mang may tinh. Cluster 12 mot hé thong bao gom nhiéu may chi dugc két nbi
v6i nhau theo dang song song hay phan tan va dugc st dung nhu mdét tai nguyén
théng nhét. Néu mot may chu ngung hoat dong do bi su ¢ hoac dé nang cép, bao tri,
thi toan bo coéng viéc ma may chil ndy dam nhan s& dugc tu dong chuyén sang cho
mot may cha khac (trong cung mot cluster) ma khong 1am cho hoat dong cua hé théng
bi ngit hay gian doan. Qua trinh nay goi 1a “fail-over”; va viéc phuc hoi tai nguyén

ctia mot may chu trong hé thong (cluster) duoc goi 1a “fail-back”.
Viéc thiét ké va lap dit cac cluster can thoa man cac yéu cau sau:

- Yéu cau vé tinh sin sang cao (High availability). Cac tai nguyén mang phai
ludn sin sang trong kha nang cao nhit dé cung cap va phuc vu cac nguoi ding
cudi va giam thiéu su ngung hoat dong hé thong ngoai ¥ mudn.

- Yéu cau vé do tin cdy cao (reliability). D¢ tin cdy cao cua cluster dugc hiéu la
kha ning giam thiéu tan sd xdy ra cac su c¢d, va nang cao kha ning chiu dung
sai sOt ctia hé thong.

- Yéu ciu vé kha ning mé rong dugc (scalability). Hé thong phai c6 kha nang dé
dang cho viéc nang cip, mé rong trong twong lai. Viéc nang cap md rong bao
ham ca viéc thém cac thiét bi, may tinh vao hé théng dé nang cao chat luong
dich vy, cling nhu viéc thém ) luong nguodi dung, thém Ung dung, dich vy va

thém cac tai nguyén mang khéc.

Trén hé thong Vyatta, Clustering c6 thé duoc sir dung cho failover dé cung cap kha
ning High Availability. Cluster s& theo d5i nhitng node dang cung cap nhimng dich vu
duoc chi dinh. Néu hé théng phat hién node fail, hoac lién két mang fail, hé théng s€

chuyén ca dich vu va dia chi IP dén node Backup
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athi athD

2 1
R1
Primary
Cluster ip Cluster ip
172.16.17.55 172.16.16.45
1.161?.0;240 i:wg_m@o A
3
3 downstream
Upstream monitor node
monitor node
2 3
ethl athd
R2
Secondary

Cic thanh phan ciia mét Cluster

Primary Cluster node: Day 1a mot router ¢ trang thai active trong cluster. N6 1a mot

router cung cap nhitng dich vu

Secondary Cluster node:Pay 1a mot Backup Router trong cluster.Néu Primary Cluster
node trong cluster bi fail thi Secondary Cluster node s& ddm nhan vai tro6 ctia Primary

Cluster node

Monitor nodes: Primary va Secondary node s& kiém tra két néi mang ciia no bang
cach “ping” cac thiét bi upstream va downstream trén network. Nhitng thiét bi nhu thé
goi 1a monitor nodes. Ban than monitor node khong tham gia vao hé thong clustering,
mot diéu kién tat yéu cho cac monitor node 1a phai tra 10 lai cac goi tin ICMP Echo

Request.
Mot cluster cung cép failover gom 2 loai tai nguyén:

Cluster Ip address: 1a dia chi Ip duoc chia s€ gitta nhitng node trong mot cluster. Ban
dau ip nay duoc gan cho Primary node. Néu primary node bi fail, h¢ théng cluster s&

chuyén cluster ip dén secondary node. Luu ¥: Cluster ip address dwoc xem nhu mot
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service.

Services: 1a nhitng dich vu cung véi cluster ip s€ dugc cluster theo doi va s€ dugce di

chuyén qua secondary node néu primary node fail

Cluster node, cluster ip address, services phai thudc cung mot group, hién tai Vyatta

chi ho trg mot group
Phat Hién qua trinh failure trong cluster

- Node Failure: Primary va Secondary trong cluster trao d6i véi nhau thong diép
heartbeat thong qua céc interface. Néu mot node trong cluster khong nhan dugc
thong diép heartbeat tir node khac, thi né xem nhu node d6 khong con ton tai.
Néu secondary node xic dinh primary node khéng con hoat dong, thi
secondary node s& tién hanh qué trinh failover va ldy lai cac tai nguyén cua

cluster

- Connectivity Failure: Primary va secondary node s& theo doi két ndi mang cua
n6 bang cach ping nhitng monitor node dugc chi dinh. Qua Trinh Failover thi

dugc kich hoat khi két ndi bi mat

Néu trén router ta ciu hinh auto-failback khi primary node fail, sau d6 phuc hdi tré lai,
lac nay primary node tu dong ly lai cac service va trd lai primary node. Néu khong
c4u hinh auto-failback cho du primary node phuc hdi tré lai thi nd ciing khong 13y lai

duoc céc service. Mac dinh auto-failback khong dugc cAu hinh
K§ Thuét Heartbeat trong Clustering

Ngay sau khi cdu hinh Vyatta duoc commit, node bat dau giri thong diép heatbeat,
mac dinh ky thuat heatbeat cho 120s phan hdi tir cac node khac. Néu thong diép
heatbeat nhan dugc trong khoang thoi gian chd nay thi cac service trong cluster sé
dugc khéi dong trén primary node, va secondary node sé& tr¢ thanh mot active standby
router.Néu thong diép heartbeat khong nhan duogc trong khoang thoi gian chd nay thi

node gui thong di€p s€ dicu khién cac server trong cluster
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Sau day 1a mdt vi du vé mot cluster

Cluster IP
10.6.0.100

R1 (Primary)

10.6.0.11 12.34.56.10
eth1 etho

Giai Phap Vyatta cho doanh nghiép

Cluster IP
12.34 56.78

( 10.6.0.0/24

() ( 12.34.56.00/24

10.6.0.21

10 6.0.55
Upstream
monitor node

eth1 etho

R2 (Secondary)

12.34.56.20

VPN peer
96.97.98.99

o -

Downstream
manitor node

Router R1, R2 1a cluster node, R1 1a primary node, R2 1a secondary node

Cluster ip address 12 12.34.56.78 va 10.6.0.100, 2 ip nay duoc xem 1a service. Va két

nbi VPN thong qua ip sec ciing duge xem 1a mot service

Host 10.6.0.55 1a monitor node upstream dung voi muyc dich kiém tra tinh trang mang

cho cluster node R1 va R2

VPN Peer 1a monitor node downstream dung v6i muc dich kiém tra tinh trang mang

6. Security
6.1 Web filtering

Vyatta c6 thé duoc cau hinh nhu 1a mot web proxy server cho viée caching va loc

web. Day 1a mét trong nhiing tinh ndng quan trong trong vi¢c quan li truy cép céac

trang web cd ndi dung khong lanh manh, trang web chita ma doc (virus, Trojan...).

Tuy nhién khong nhu nhiing phan mém hay phan ctng chuyén dung khac, Vyatta chi

ho trg cho viée loc web & murc do co ban. PE c6 thé nang cao kha nang loc web & murc

cao hon, ngudi quan tri c6 thé sir dung bd Vyatta Plus. Database ciia Vyatta Plus s&
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16n hon nhiéu nén doi hoi dung luong 6 cig khi cai dit tbi thicu 1a 2Gb.

Véi ban Vyatta Core, cac ché dd loc web tuong ddi don gidn va co ban, cac ché do

thuc hién la:

Local-ok

- Local-block

- Allow-ipaddr-url

- Block-category

- Allow-categpry

- Local-block-keyword
- Default-action

Vi du vé WebFiltering
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HOASEN
ETH1

O mo hinh nay, s& ¢6 1 router Vyatta dimg ra 1am vai tro ciia mot WebFiltering. Bat

clr yéu cau truy cip mang nao tir client déu s& bi kiém tra xem c6 hop 1¢ hay khong.

Bit ctr yéu cdu truy cdp nao khong dung s& bi block

configure
system host-name HOASEN

set
|

s5et
s5et

s5et
s5et
s5et

interface ethernet ethd address dhcp
interface ethernet ethl address 172.16.16.1

service
service
service

commit

s5et
58T
et
s5et

service
service
service
service

nat rule
nat rule
nat rule

webproxy
webproxy
webproxy
webproxy

1 source address 172.16.16.0,/24
1 outbound-interface ethi
1 type masquerade

1listen-address 172.16.16.1

url-filtering squidguard local-block wnexpress.net
url-filtering squidguard local-block facebook.com
url-filtering squidguard local-block-keyword “.wn"

H¢ thong sé thuc hién viéc chan céac trang facebook.com va vnexpress.net. Bat clr

trang nao cé keyword nao “.vn” déu sé bi chan
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Tét ca moi traffic déu s& duogc ghi nhan lai qué trinh truy cap

6.2 Firewall

Trong mdt hé théng mang doanh nghiép, viéc thiét 1ap cic co ché bao mat 1a mot budce
khong thé thiéu trong qua trinh trién khai xdy dung. Boi d6 s& 1a yéu t& quan trong
song con ctia mot hé théng khi trién khai. Néu ngudi quan tri thiét 1ap mot chinh sach
bao mat khong tdt thi nguy co tiém an cho hé théng mang 1a rt cao. Con néu nhur mot
chinh sach bao mat cao va chit dugce dwa ra s& gitp tranh dugc cac nguy co tiém an

khac.

Ciing nhu cac Router cua hing khac, dic biét 1a Cisco, Router Vyatta cung cip mot s6
tinh nang ctia mot basic firewall trén phién ban Vyatta Core va Vyatta Subscription

Edition.
Firewall Rule

Rules 14 nhiing chinh sach do ngudi quan tri dua ra sao cho phu hop véi hé thong
mang hién hanh. Khi hoat dong, bat ki ludng dir liéu nao khi di ngang qua hé thong
firewall déu s& duoc kiém tra xem c6 thong tin tring véi rule di dua ra hay khong.

Néu trung thi firewall s€ 1ap tirc thyc thi 1¢nh dya trén rule da dé ra.

Noi dung ctia mot rule dé kiém tra thong tin ludng dir liéu khi di qua firewall la: dia
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chi nguon, dia chi dich cua goi tin, cong két ndi clia nguon gui, cong két noi cla

nguon nhan, giao thuc str dung.

Céc hanh dong ma rule s& thuc hién néu thong tin cta dir liéu truyén di trung véi

chinh sach da dé ra:
- Accept: dir liéu s€ dugc phép di qua firewall

- Drop: dit liéu khi dén router s& bi chin lai va s& khong phan hoi thong tin cho

nguoi gui
- Reject: dit liéu s& bi chin lai va bédo cho nguoi gui biét bang TCP reset
- Inspect: dit li€u s€ duoc kiém tra voi hé théng IPS

Nhiing rule s€ dugc thyc thi theo tha tu rule number. Tuc 1a sé dugc xét theo thur tu tir
trén xuéng dudi, néu thong tin goi dir li€u trung véi rule thi s€ dugce thuc thi, con néu
khong trung thi s& dugc day xudng céac rule tiép theo cho dén hét. Cac rule sau khi
duoc dit ra va cau hinh boi nguoi quan tri mang, hé théng Vyatta s€ ngﬁm mac dinh
co 1 rule reject all & cudi tt ca céac rule. Rule nay s€ thuc hién loai bo hét tit ca cac
ludng dir liéu ma khong tring véi bat cir rule nao & bén trén. Ngudi quan tri van c6 thé

thay ddi mac dinh nay néu mudn.
Kiém tra hwéng di ctia ludng dir liéu

Céc rule sau khi ciu hinh hoan tat van chua thé hoat dong dugc. Boi hé théng firewall
can phai xac dinh chinh xac cac rule d6 s€ dugc ap dat 1én interface nao va theo chiéu
nao. Khi dir liéu di ngang qua firewall, hé thong s& xac dinh chiéu ctia ludng dit lidu 1a
nhu thé ndo va bat dau thyc thi cac rule da cau hinh. Ciing nhu cac basic firewall

khac, firewall ciia Vyatta dinh nghia rang khi dit liéu di qua firewall, s& c6 3 hudng.

- In: néu firewall dugc thiét 1ap viéc kiém tra theo chiéu in trén interface thi chi
c6 nhiing luéng dit liéu di vao interface d6 méi duoc kiém tra dua theo céc rule

da ap dat trude do.
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- Out: néu firewall duoc thiét lap vige kiém tra theo chiu out trén interface thi
chi ¢6 nhing ludng dit liéu di ra interface d6 méi dugc kiém tra dua theo céc
rule da ap dit truée d6. Nhitng goi tin ndy c6 thé 1a géi tin tir mot ngudn  giri

nao do hodc tir chinh router guri ra

- Local: néu firewall dugc thiét lap vige kiém tra theo local trén interface thi chi
¢6 nhimg ludng dir liéu di dén router d6 méi duogc kiém tra dwa theo cac rule da

ap dat trudce do.

Nhu vy hé thong Vyatta dinh nghia ra 3 hudng di cta dit liéu khi 4p dat cac rule 1én

cac interface.
Zone-based firewall

O cac dang firewall trudc day, cac rule cua firewall s& dugc thiét lap trén moi
interface (co ban 1a dé loc géi tin trén céac interface d6). Nhu vay néu firewall co cang
nhiéu interface khac nhau thi doi hoi ngudi quan tri phai ap dit cac rule 1én tat ca cac
interface d6, nhu vay khién cho viéc quan li rit kho khan, phirc tap va rat mat thoi
gian. Nhét 1a khi firewall c6 nhu cu phai dua thém 1 interface vao nita thi s& rat khé

khin cho viéc thiét 1ap cac chinh sach.

Pé khéc phuc tinh trang nay, Vyatta di dua thém tinh ning zone-based vao hé thong
firewall ciia minh. Tinh ning nay gitp cho nguoi quan tri d& mat thoi gian hon va dé
dang hon trong viéc ap chinh sach bdo mat 1én tirng interface cua router firewall. Vi
tinh nang nay, cac rule s& khong con duogc thiét 1ap trén timg interface nita. Ma ngudi
quan tri s& thiét 1ap céc rule cho cac zone khac nhau. Sau d6 chi can 1én céc interface
va dua interface d6 vao zone nao thich hop, ngay lap tic cac rule trén cac zone d cau

hinh trudc d6 s€ ap vao céc interface.
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Private Zone DMZ Zone Public Zone

Hinh: vi du minh hoa vé zone-based

- Cé 3 zone duogc tao ra trong hé théng mang ¢ hinh bén trén: Private zone (ethO

va ethl), DMZ zone (eth2), Public zone (eth3).

- EthO va ethl cung thudc Private zone, vi vay router firewall s€ khong thuc hién

loc goi tin khi dir liéu trao doi cua 2 interface nay vdi nhau.

- Ngoai ra con 1 zone khac trong hé théng nita, d6 1a local zone. Zone nay chinh
1a router firwall. Mic dinh rang khi cac dit liéu di qua zone nay déu dugc cho

phép. Tuy nhién néu mudn, ngudi quan tri van c6 thé thay d6i mic dinh nay.
Céc chu y vé zone-based firewall
- MOdi mét interface chi c6 thé lién két duoc voi 1 zone

- Khi céc interface dugc cau hinh tham gia vao mét zone nao thi sé khong thé ap
dat truc ti€p céac rule 1én cac interface nay nita. Céc rule s€ cau hinh trén tung
zone, khi interface d6 tham gia vao zone nao thi céc rule cua zone do s€ dugc

ap tu dong Ién interface.
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- Nhirng interface khong thudc bt ¢t zone nao, thi cc rule dugc cdu hinh trén

interface s€ dugc ap dung

- Nhimng luong dir liéu nao ma khong trung véi bat cur chinh sadch nao cia zone sé

bi chdn ngay lap tuc

- Cac chinh sach trong zone-based firewall s€ dugc ap dung theo tung cdp doi.
Cip d6i 6 dwoc dinh nghia theo ngudn giri (from zone) va ngudn nhan (to

zone)
0 From Private to DMZ
0 From Public to DMZ
0 From Private to Public
0 From DMZ to Public
0 From Public to Private
0 From DMZ to Private

Vi du veé firewall
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Allow DNS +HTTP
Deny all

Pay ma mot mo hinh mang ding router Vyatta dé lam mot basic firewall.

Nguoi quan tri chi mudn cho phép client truy cap ra ngoai internet bang HTTP va

DNS. Tt ca moi truy cap khac déu s& bi chan lai.
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configure
system host-name HOASEN

s5et
s5et

s5et
set
s5et

58T
set
set
s5et
s5et

s5et
s5et
58T
set

s5et
s5et
s5et
set
s5et

set
set
set
Eet
set

set

system domain-name hoasen. edu.wn

service ssh protocol-version all
interfaces ethernet eth0 address
interfaces ethernet ethl address

service
service
service
service
service

firewall
firewall
firewall
firewall

firewall
firewall
firewall
firewall
firewall

firewall
firewall
firewall
firewall
firewall

interfaces ethernet ethl firewall in name ALLOWDNSHTTP

nat rule 1

nat rule
nat rule
nat rule
nat rule

name
name
name
name

name
name
name
name
name

name
name
name
name
name

ALLOWDNSHTTP
ALLOWDNSHTTP
ALLOWDNSHTTP
ALLOWDNSHTTP

ALLOWDNSHTTPR
ALLOWDNSHTTPR
ALLOWDNSHTTFR
ALLOWDNSHTTP
ALLOWDNSHTTPR

ALLOWDNSHTTP
ALLOWDNSHTTP
ALLOWDNSHTTP
ALLOWDNSHTTP
ALLOWDNSHTTP

rule
rule
rule
rule

rule
rule
rule
rule
rule

rule
rule
rule
rule
rule

dhcp
172.16.16.1/24

1 type masquerade
1 outbound-interface etho
1 protocol all
1 source address 172.16.16.0/24

1

1 action accept
1 state established enable
1 state related enable

10

10 action accept

Giai Phap Vyatta cho doanh nghiép

10 source address 172.16.16.0/24

10 protocol udp
10 destination port 53

20

20 action accept

20 source address 172.16.16.0/24

20 protocol tcp
20 destination port B0

Sau khi céc rule dugc cdu hinh hoan tét, dung 1énh show firewall dé kiém tra noi dung

cac rules da tao trudc do

Ung vdi cac rules, client c6 thé truy van DNS bat ctr trang web nao.

ping google.com s€ bi chin ngay lap ttrc

Khi thuc hién
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express..net
google—public—dns—a.google.com

8.8.8

Hon—authoritative answer:
Hame : [

Addresses A_245_31.22, 218.245_.86.184,. 118_69.251.6, 21@.245_86.193

218. 5 £ 118.6%.251.4, 218.245.86.192

cuments and SettingssAdministrator?ping google.com

Pinging google.com [P4.125.71.147]1 with 32 bytesz of data:

Request timed out.

6.3 VPN

VPN (Virtual private network) 1a cong nghé xay dung hé thong mang riéng 4o thong

qua moi truong internet dé két ndi tir xa dén mot mang
Heé thdng Vyatta hd trg hai dang VPN trén cac phién ban ctia minh

- Site to site VPN: cho phép két ndi hai hay nhiéu mang riéng 1é trong mang
WAN lai v&i nhau thanh mot mang. Site to site s& dung co ché tunnel dé truyén

dir ligu

VPN endpoint1

Private Network 1 Private Network 2

Hinh: vi du v& site to site VPN dung tunnel
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- Remote access VPN: day 1a két ni giita nguoi dung dén mot mang trong moi
truong mang WAN dé nguoi dung c6 thé sir dung tai nguyén bén trong cua hé

thdng mang. Mot VPN tunnel s& duoc thiét 1ap giira user & xa va VPN server.

> Remote User

Private Metwork 1

Hinh: vi du vé remote access VPN ding VPN tunnel

Nhin chung ca hai dang két ndi VPN nay tuong déi gidng nhau, déu tao ra mot VPN
tunnel dé két ndi gitra hai thiét bi dau cudi. Piém khac nhau giira hai dang 13 cach thirc

thiét 1ap tunnel.
Cic dang ma h¢ théng Vyatta hd tro

Site to site dung IPSec

= =

VPN endpoint 1 WPN endpoint 1
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Remote access dung PPTP

TCP Port 1723
RA VPN Server Remote Client

- PPTP client thiét 1ap mot kénh két ndi TCP t6i server dung port 1723

- Thong qua két ndi & trén, PPTP client va server thiét 1ap mot GRE (Generic

routing encapsulation) tunnel

- Sau khi GRE tunnel duoc thiét 1ap, mot PPP (point to point) sessiong s& dugc
thiét 1ap. Cac goi tin PPP s& dugc dong goi va giri di bén trong GRE tunnel

Remote access dung L2TP va IPSec (tinh ning niy chi hd trg trén phién ban Vyatta

Subcrisption Edition)
PPP L
= -
Fsec
RAVPN Server Remaote Client

- Client tir xa s& thiét 1ap mot IPSec tunnel véi VPN server
- L2TP client va server s& thiét 1ap mot L2TP tunnel ¢ bén trén IPSec tunnel

- Cudi cung, PPP session dugc thiét lap ¢ trén L2TP tunnel. Cac goi tin dugc

dong goi PPP s& truyén va nhan ¢ trong L2TP tunnel

Site to site va remote access dung Open VPN
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HTTP L)
= =
TCP
S5L WPN Server Remote Client
(browser)

Open VPN 13 mdt phuong phap ma nguén md duoc st dung cho ca site to site va

remote access VPN.

Trudc tién, remote user s& tao mot két ndi TCP dén server. Sau dé giao thuc SSL s€
chay trén két n6i nay. Cudi cung 1a mot session HTTP s& nam bén trén session SSL.
Session SSL cung cép mot tunnel bdo mat cho viéc chiing thuc cia HTTP session.

Ciing gidng nhu 1a viéc ding nhap vao hé thong web bao mat ciia ngan hang.

Sau khi dang nhdp thanh cong, trinh duy¢t s€ doi hoi phai thyc hién download mot

doan code trén may client dé chay truong trinh (gidng nhu 14 ActiveX)

Vi du VPN site-to-site

Monitoring

VPN TUNNEL

ETH1

VYATTA ROUTER VYATTA ROUTER
NGHIA HUNG

Client 1

55 Client 2
85
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set
set
set
set
set
set
set

set
set
set
set
set
set
set

set
set
set
set
set
set
top

vpn
vpn
vpn
vpn
vpn
vpn
vpn

vpn
vpn
vpn
vpn
vpn
vpn
vpn

ike-
loca

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec

?roup

ipsec-interfaces

ike-group
ike-group
ike-group
ike-group
ike-group
ike-group

esp-group
esp-group
esp-group
esp-group
esp-group
esp-group

IKE-1wW
IKE-1W
IKE-1W
IKE-1wW
IKE-1W
IKE-1W

ESP-1W
ESP-1wW
ESP-1W
ESP-1wW
ESP-1W
ESP-1W

interface etho

proposal
proposal
proposal
proposal
?rop05a1

ifetime

proposal
proposal
proposal
proposal
roposal
ifetime

site-to-site peer 192.168
edit vpn ipsec site-to-site peer 192.168.4.38
authentication pre-shared-secret test_key_1

IKE-1W

ip 192.168.4.37
tunnel 1 Tocal-subnet 192.168.40.0/24
tunnel 1 remote-subnet 192.168.60.0,/24
tunnel 1 esp-group ESP-1W

1

1 encryption aes256
1 hash shal

2 encryption aesl2§
2 hash shal

3600

1

1 encryption aes256

1 hash shal

2 encryption 3des

2 hash md5

1800

.4.38 authentication mode pre-shared-secret

set
set
set
set
set
set
set

set
set
set
set
set
set

set

set
S5eT
set
set
set
set
top|

vpn
vpn
vpn
vpn
sl
vpn
vpn

vpn
vpn
vpn
vpn
vpn
vpn

vpn

ike-
loca

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec

ipsec

?roup

ipsec-interfaces interface ethd

ike-group
ike-group
ike-group
ike-group
ike-group
ike-group

esp-group
esp-group
esp-group
esp-group
esp-group
esp-group

IKE-1E
IKE-1E
IKE-1E
IKE-1E
IKE-1E
IKE-1E

ESP-1E
ESP-1E
ESP-1E
ESP-1E
ESP-1E
ESP-1E

proposal
proposal
proposal
proposal
?ropusa1

ifetime

proposal
proposal
proposal
proposal
?rop05a1

ifetime

site-to-site peer 192.168
edit vpn ipsec site-to-site peer 192.168.4.37
authentication pre-shared-secret test_key_1

IKE-1E

ip 192.168.4.38
tunnel 1 local-subnet 192.168.60.0/24
tunnel 1 remote-subnet 192.168.40.0/24
tunnel 1 esp-group ESP-1E

1 encryption aes256
1 hash shal

2 encryption aes128
2 hash shal

3600

1

1 encryption aes256
1 hash shal

2 encryption 3des

2 hash md5

1800

.4.37 authentication mode pre-shared-secret

Sau khi cau hinh hoan tat, dé kiém chung céc cau hinh, nguoi quan tri cé thé dung

1énh “show vpn ipsec sa

2 Ce
5

show vpn ipsec status”
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ababcdbb a

stat

vpn
Runming PID:

Tunnels

Interface
ethB

(192.168.1.58)

Giai Phap Vyatta cho doanh nghiép

MAT-T A-Time L-Ti
1888
1888

Hash

412

~lofx]

File Edit %ew Go Capture Analyze Statistics Telephony Tools Help
S e e o X228 Ae»aTLT/IEEQAQQO| & -~
Filber: |esp ¥  Expression... Clear Apply
MNo. JTme Isoun:e IFrutnmI ]I.nFn ﬂ
8 5.023319 162.168.1.50 1. 37 ESP ESP (SPI=0x550360ca)
11 6.014880 162.168.1.37 -1.50 ESP ESP (SPI=0x7609855827
12 6.016043 192.168.1.50 o e o ESP ESP (SPI=0x550360cCa)
13 7.013367 192.168.1.37 .1.50 ESP ESP (SPI=0x76098952)
14 7.014202 162.168.1.50 S iy ESP ESP (SPI=0x550360ca)
8. 192.168.1.37 «1.50 ESP ESP (SPI=0x760985952)
3 21 192.168.1.50 1.37 5 [SPI= J
.209595192.168.1. 50 sLcEF ESP ESP (SPI=0x550360Ca)
.210961 162.168.1. 37 .1.50 EsSP ESP (SPI=0x7H0985992)
214653 192.168.1. 50 537 I ESP ESP (SPI=0x550360ca)
.215988192,168.1.37 .1.50 ) ESP ESP (SPI=0x76098992)
503 259.215586192.168.1. 50 I ESP ESP (SPI=0x550360cCa)
504 259.216180102,168.1.37 .1.50 ESP ESP (SPI=0x76098252)
506 260.220695162.168.1. 50 Lo 3T ESP ESP (SPI=0x550360ca)
507 260.221558162.168.1.37 192.168.1. 50 ESP ESP (SPI=0x7H0958002) E:
i | I

& Frame 1&6: 134 bytes on wire (1072 bits), 134
® Ethernetr II,
® Internet Protocol,
& Encapsulating Security Payload

Sres Wmware_04:56:06 (00:0c:29:04:56:06),
Src: 152.168.1,50 (192.168.1.50),

bytes captured (1072 bits)
pst: vmware_7c:bd:d0 (00:0c:29:7¢:bd
DST: 192.168.1.37 (192.168.1.37)

i -
OO0 00 OC 29 SC bd dO 00 OC 29 04 56 Ub U5 00 45 00 i ) [ kBl i
0010 00 78 61 46 00 00 40 32 95 66 cO af 01 32 <0 as JXaF. .82 . f...2.

0020 01 25 55 03 60 ca 00 00 00 20 56 eb 30 93 Ba 76 - 1L PR V.9, v

0030 3b 22 1c f5s 8F el 24 82 eb 23 14 f6 91 71 <8 77 Lernie, S LW

0040 fa 68 5d 09 <0 4a 07 26 a8 <5 33 83 76 5c 03 00 hl..3.& .30V, :d
ATk sl Aan Td bk A1 32 EA €4 ©2 2 32 A& k1?1 F£4 AT D HAT H ot TS et
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Vi du VPN remote access

ETHO
DHCP

REMOTE USER

172.16.16.0/24 |)

O md hinh nay, nguoi quan tri mang thuc hién cu hinh VPN remote access dung

PPTP

configure

set system host-name HOASEN

set system domain-name hoasen. edu.wvn

set interface ethernet eth0 address dhcp

set interface ethernet ethl address 172.16.16.1

set vpn pptp remote-access outside-address 192.168.1.25

set vpn pptp remote-access client-ip-pool start 192.168.100.101

set vpn pptp remote-access client-ip-pool stop 192.168.100.110

set vpn pptp remote-access authentication mode Tocal

set vpn pptp remote-access authentication local-users username nghiahung password nghiahung

wyattadupatta: ™% how vpn remote-access
Hctive remote ace UPH i S10NS :

Tirme Proto Iface Remote IP

nghiahung BBhBBM3 PPTP ppp8 192 .1688. 181
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IV. Nhin xét va danh gia ctiia nhom

Piém manh

Hién nay Vyatta cung cép hé thong router ma ngudén mo theo hai dang: software va
hardware. Diéu nay gitp cho cac quan tri mang cé thém su lya chon khi trién khai cac

giai phap ha ting mang ctia minh. Cac san pham ctia Vyatta trén thi truong hién nay:

- Vyatta Core: ddy 1a phién ban mién phi do Vyatta cung cp va nhan dugc sy
hudng tng kha nhiéu tir cong dong mang. San pham nay rat phu hop trong moi
truong hoc tap va trong cong viéc nghién ctru, kiém tra hé thong mang (chay
thir). Tuy nhién ciing con rat nhidu han ché trong phién ban nay. Khong duoc
su ho tro truc tiép tor Vyatta khi gap su cd va mot sb tinh nang quan trong

khong dugc ho trg (Frame Relay, PPP...)

- Vyatta subscription Edition: ddy la san phim thwong mai chinh ciia Vyatta. San
pham nay tich hop ddy du cac tinh ning ciia mdt router Cisco nhung gia san
pham lai ré hon nhiéu. Khi diing ki sir dung san pham nay, ngudi quan tri mang
c6 thé goi di¢n truc tiép dén bd phan hd trg cua Vyatta khi c6 su cd vé mang

xay ra

- Vyatta Applicance c6 gia bang % gia thanh so voi Cisco nhung so sanh véi

cisco khong hé thua kém bat ctr di€ém nao

Cac san phém software router déu dugc chay trén nén tang X86, cho nén viéc luya
chon, thay thé hay nang cap thiét bi phan cimg twong ddi dé dang. Pay 1a mot thuan

loi to 16n cua cac san pham Vyatta khi tung ra thi truong.

Kha ning tuong thich véi cac thiét bi khac 1a rat cao. Cac san pham software router
duogc chay trén nén tang X86, cho nén viéc lya chon, thay thé hay ning cép thiét bi
phan cimg twong dbi dé dang, kha ning mo rong linh hoat, Backup don gian. Vyatta
doi hoi nén tang phan cimg khong qué cao vi vay doanh nghiép sé& tiét kiém duoc
nhiéu chi phi khi trién khi h¢ théng ctia minh bang Vyatta.Diém ndi bat & Vyatta con
& kha ning ao hoa gitip Vyatta vo cung linh hoat trong viéc backup hon han cac thiét

bi phan cing khéc, ngoai ra Vyatta con thira huong stirtc manh ctia hé diéu hanh Linux
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va kha niang Raid 1 cuc ky 4n tuong, gitp cho hé théng mang ludn ludn sin sang khi

cO sy cO xay ra

Cac vi du vé kha ning twong thich cao ciia Vyatta véi cac sin phim ciia hing

khac

Dung router Vyatta dé dinh tuyén Vlan (két hop voi switch Cisco)

VYATTA

EthD.3 Ethd.2
172 16.17.1/24 172.16.16.1/24

F1/1

F1/2 F1/3
SWI|TCH CIsCO

172.16,16.55/24
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switch Cisco

conf t©

vian database
vian 2 name net2
vian 3 name net3

int f1,/2

switchport mode access
switchport access vlan 2
no shut

exit

int f1,/3

switchport mode access
switchport access vlan 3
no shut

exit

int f1,/1

switchport mode trunk
no shut

exit

vyatta

configure
set system host-name HOASEN
set system domain-name hoasen.edu.wvn

set interfaces ethernet ethd vif 2 address 172.16.16.1/24
set interfaces ethernet eth0 wvif 3 address 172.17.16.1/24

O md hinh mang nay, switch ctia router cisco s& tao ra 2 vlan 2 va vlan 3 tuong tng
v6i tén 1a net2 va net3. Sau khi tao xong vlan, switch phai dua cac interface f1/2, f1/3
vao vlan 2 va 3 cho pht hop. Interface ctia switch ndi voi router Vyatta 1a f1/1 s& duoc

c4u hinh duong trunk.

Trén Router cua Vyatta s€ tao 2 ip trén mot interface 1a 172.16.16.1 va 172.17.16.1 va

dua vao tirng vlan sao cho phu hop véi mé hinh mang.

SHIfshow vlan—switch

ULAN Hame status Ports

1 default Fal~-B, ’ Fals5%, Fal~s6

net2
netd

Céc client khi dugc két ndi vao interface nao ctuia switch s€ tham gia vao vlan tuong

g v6i interface d6. Tir d6 dat default gateway tro dén ip cua interface router Vyatta.
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Internet Protocol (TCP/IP) P rties d 3

zeneral ]

‘fou can get IP settings assigned autormatically if your network supports
this capability, Gtherwise, you nesd ko ask your network adminkstrakor
for the approgriate [P satbings,

" obtain an IP address automatically
 Ise the Following IP address:

IP address: | 172. 16 . 16 . 55
Subnet mask: | 255 . 255 .255 , O
Default gateway: {172.16 . 16 . 1
&

—{% Use the Follovang DMS server addressas:-

Internet Protocol (TCP/IP) F rties 2 x
General |

Yiou can gek IP settings assigned automakically i wour network supports
this capabdity. Ctherwiss, you nesd to ask your network admingstrakor
For the appropriate IP sathings.

(" obtain an 1P address automatically
% Lse the Following IP address:

IP address: |172. 16 . 17 . 85
Suybnet mask: | 255 .255 .255 , ©
Default gatevsary: B R
Fal?

—(% s the following DMS server addresses:

Preferred DNS server: |
Cuoi cung, thuc hién cau tric Iénh tracert d¢€ kiém tra

WINDDWS system32% cmd.exe
uments and Settin dministrator>ping 172.16.17.85

Reply From
Ping

Approxina ~ip 5 in milli
Minimum 2. 19msz,. Averag

CisDocuments and Settings“Administrator>tracert 172.16.17.85

te to WORKTATIONZ [172.16.17.851
imum of 38 hops:

1 ms <1 ms 4 ms 172.16.16.1
5 ms 1 ms 1 ms WORKTATION2 [172.16.17.851

Trace complete.
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Vi du 2: thue hién dinh tuyén OSPF giira 2 router Cisco va Vyatta

Viyatta interactive
Cisco

FO/0 Etho
Loopback 172.16.16.34/24 A 2 Loopback 192.168.2.9/24

Loopback 172.16.18.79/24 Loopback 192.168.5.15/24

Cisco Router 10.0.0.0/24

Vyatta
Router

OSPF ROUTING

vyatta

configure
set system host-name HOASEN

set interfaces ethernet eth0 address 10.0.0.2/24
set interfaces loopback lo address 192.168.2.9/24
set interfaces loopback lo address 192.168.5.15/24

set protocols ospf parameters router-id 11.0.0.1

set protocols ospf area 0.0.0.0 network 10.0.0.0/24
set protocols ospf area 0.0.0.0 network 192.168.2.0/24
set protocols ospf area 0.0.0.0 network 192.168.5.0/24

Cisco

hostname Cisco
ip domain-name hoasen. edu.wvn

int fad/0

ip add 10.0.0.1 255.255.255.0
no shu

exit

int loop O

ip add 172.16.16.34 255.255.255.0
no shut

exit

int loop 1

ip add 172.16.18.79 255.255.255.0
no shut

exit

router ospf 100

network 10.0.0.1 0.0.0.0 area 0
network 172.16.16.34 0.0.0.0 area 0
network 172.16.18.79 0.0.0.0 area 0

M6 hinh mang ndy, mdi router s& tao 2 loopback dé thir hién viée kiém tra thiét 1ap

neighbor, trao d6i hello bang dinh tuyén.

Sau khi thiét 1ap, cac router nhan ra cac tuyén dudng ciia nhau mot cach binh thuong

va nhanh chéng
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show lp vuuce
C - connected.
D - EIGRP EX
H1

i -
ia

Giai Phap Vyatta cho doanh nghiép

RIP, M - mnhllF B - BGP
OSPF inter area
Vthna1 type 2

IS level-2
undld e default. pur static route

o — 0ODR. P - periodic ﬂnl-mlnadﬂd static route

Gateway of last pesort

172.16.8.8-24
16.16.8
L-Ih 18.8
19“ 168.5.8-,32
I?I_Ifrﬂ 5.15%
1i8.8.8.8.-24
18.8.

.B.@.1

ciscoll

(118 ﬁ] via 8.
subnet
e 1chrly 1GﬂnFLtEd FaztEthernetB8.-8
192.168.2.8-32 is s

192 _168.2.9 [115/“U]

AB:PA:86,. FastEthernetB- -8

uia 1 B.8.8.: BA:PB:86, FastEthernetBd- o

3 static, R RIP, O OSPF,
ed route, = FIB route

directly commected, ethd, BA:81:19
connected, ethH
connected, lo

18.8.8.1, ethd, BB:80:38
18.8.8.1, ethd, 88:88:22

connected, lo
connected, lo

Dead Time Address Interface
H i6.8.8.2 FastEthernetB/

Céc vi du trén cho thiy kha niang twong thich khi chay cing céc thiét bi khac 1a rat d&

dang thyc hién cdu hinh. Kha ning twong thich cao ciing 1 mot trong nhiing loi thé rat

16n cta Vyatta.

Piém Yeéu

Ngoai phién ban Vyatta Core 14 phién ban mién phi, khong c6 bat cir mot chuong

trinh nao khac dé thuc hién gia 1ap. Vi phién ban Vyatta Core tuy rat duoc nhiéu nha

quan tri mang d6n nhan nong nhiét, nhung lai thiéu di kha nhiéu tinh ning quan trong

va khong hod tro nhiéu. Do d6 ddi khi router Vyatta thyc hién cho cong viéc nghién

ctru va kiém tra su 6n dinh cuia hé thong doi khi van con han ché rat nhiéu

Tai liéu vé cac san pham cua Vyatta rat it. Mac du trén trang chu c6 toan bo day du

cac tai li€u vé tung tinh nang cta cac dong san pham. Nhung céc tai li¢u chi & mtrc do

Trang]|98



Khoéa Luan Tét Nghiép Giai Phap Vyatta cho doanh nghiép

tham khao, dinh nghia chir khéng giai thich va néu sau hon vé co ché hoat dong nhu
nha khong 16 Cisco. Hon nita, tai liéu ctia Vyatta hau nhu khong c6 dién dan nao dé
cap dén, ngay ca dién dan do chinh Vyatta quan li. Dé c¢6 thé hiéu rd hon vé cac hoat
dong, ngudi quan tri mang co thé dang ki khoa dao tao duéi hinh thirc online do

Vyatta t6 chirc va phai tra phi.
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KET LUAN

Vyatta 13 mot san pham mi ngudén mé cb ddy du tinh ning twong duong véi mot
router Cisco va véi mdt mure gia phu hop. Vyatta thuc sy 1a cai tén dang dugc cha y
nhiéu nhat dbi vai cac nha quan tri mang trong cong cudc tim kiém mot san phém co
thé thay thé hoan toan Cisco véi mot chi phi kha cao. Trong qua trinh nghién ctru vé
san phim router ma ngudn m& Vyatta. Nhoém chung t6i da thu lai duoc cac két qua

nhu sau:

- Nam dugc mdt cach tong theé veé cac san pham router cia Vyatta, tir software

router dén cac Vyatta appliance.
- Nam rd hon vé co ché hoat dong ciia cac tinh ning trong router Vyatta.

- Nam dugc cach cdu hinh trén cac rotuer software Vyatta dé tir d6 c6 thé ap

dung va viéc trién khai cdc mo hinh mang thyc té
- Nam dugc cac diém manh va di€m y€u cua Vyatta trong qua trinh nghién ctru.

Tuy nhién céc kién thure v€ san pham cua Vyatta 1a v cung rong va doi hdi phai c6 rat
nhi€u thoi gian d€ nghién ctru. Bai bdo c4o ctia ching t6i c6 thé sé van con ton tai mot

vai thiéu sot. Vi thé nhém rat mong mudn nhan dugc cac gop ¥ tir ban be va thay co.
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