
INTERNAL

AUDITING
ASSURANCE  &  ADVISORY  SERVICES

URTON L. ANDERSON, PhD, cia. crma. cgap, ccbP

MICHAEL J. HEAD, cia, cpa, cma, cba, cisa

SRIDHAR RAMAMOORTI, PhD, cia. cpa, cfe. maff

CRIS RIDDLE, MA, CIA. CRMA

MARK SALAMASICK, cia. cisa, crma, csp

PAUL J. SOBEL, cia, qial, crma

SPONSORED IN PART BY

The Institute of *" The Institute of
Internal Auditors Internal Auditors
Chicago Chapter �i Dallas Chapter

INTERNAL  AUDIT

FOUNDATION



CONTENTS

Preface   xv

Acknowledgments   xix

About the Authors   xxi

FUNDAMENTAL INTERNAL
AUDIT CONCEPTS

CHAPTER 1

Introduction to
Internal Auditing 1-1
Learning Objectives 1-1

Deinition of Internal Auditing 1-3

The Relationship Between Auditing and Accounting 1-7

Financial Reporting Assurance Services: External Versus Internal 1-

The Internal Audit Profession 1-9

The Institute of Internal Auditors 1-13

Competencies Needed to Excel As an Internal Auditor 1-17

Internal Audit Career Paths 1-20

Summary 1-22

Review Questions 1-23

Multiple-Choice Questions 1-24

Discussion Questions 1-26

Cases 1-27

CHAPTER 2

The International Professional Practices
Framework: Authoritative Guidance for
the Internal Audit Profession 2-1
Learning Objectives 2-1

The History of Guidance Setting for the Internal Audit Profession 2-2

The International Professional Practices Framework 2-4

Mandatory Guidance 2-6

Recommended Guidance 2-27



How the International Professional Practices Framework is Kept

Current 2-32

Standards Promulgated by Other Organizations 2-35

Summary 2-38

Review Questions 2-39

Multiple-Choice Questions 2-40

Discussion Questions 2-43

Cases 2-44

CHAPTER 3

Governance 3-1
Learning Objectives 3-1

Governance Concepts 3-3

The Evolution of Governance 3-15

Opportunities to Provide Insight 3-17

Summary 3-18

Appendix 3-A: Summary of Key U.S. Regulations 3-19

Review Questions 3-21

iviuiLipie-v^noice ^uesuuns    o-zz

Discussion Questions 3-24

Cases 3-25

CHAPTER 4

Risk Management 4-i
Learning Objectives 4-1

Overview of Risk Management 4-2

COSO ERM Framework 4-4

ISO 31000:2009 Risk Management - Principles and Guidelines 4-16

The Role of the Internal Audit Function in ERM 4-19

The Impact of ERM on Internal Audit Assurance 4-22

Opportunities to Provide Insight 4-23

Summary 4-23

Review Questions 4-25

Multiple-Choice Questions 4-26

Discussion Questions 4-28

Cases 4-29



CHAPTER 5

Business Processes and Risks 5-1
Learning Objectives 5-1

Business Processes 5-2

Documenting Business Processes 5-8

Business Risks 5-10

Business Process Outsourcing 5-24

Opportunities to Provide Insight 5-26

Summary 5-27

Appendix 5-A: Applying the Concepts: Risk Assessment for Student

Organizations 5-28

Review Questions 5-32

Multiple-Choice Questions 5-33

Discussion Questions 5-35

Cases 5-36

CHAPTER 6

Internal Control 6-1
Learning Objectives 6-1

Frameworks 6-2

Deinition of Internal Control 6-7

The Objectives, Components, and Principles of Internal Control 6-8

Internal Control Roles and Responsibilities 6-17

Limitations of Internal Control 6-20

Viewing Internal Control from Different Perspectives 6-23

Types of Controls 6-24

Evaluating the System of Internal Controls: An Overview 6-28

Opportunities to Provide Insight 6-29

Summary 6-30

Review Questions 6-31

Multiple-Choice Questions 6-32

Discussion Questions 6-34

Cases 6-35



CHAPTER 7

Information Technology Risks
and Controls 7-1
Learning Objectives 7-1

Key Components of Modern Information Systems 7-6

IT Opportunities and Risks 7-10

IT Governance 7-13

IT Risk Management 7-13

IT Controls 7-14

Implications of IT for Internal Auditors 7-20

Sources of IT Audit Guidance 7-23

Summary 7-25

Review Questions 7-27

Multiple-Choice Questions 7-28

Discussion Questions 7-30

Cases 7-32

CHAPTER 8

Risk of Fraud and Illegal Acts s-i
Learning Objectives 8-1

Overview of Fraud in Today’s Business World 8-2

Deinitions of Fraud 8-6

The Fraud Triangle 8-10

Key Principles for Managing Fraud Risk 8-12

Governance Over the Fraud Risk Management Program 8-15

Fraud Risk Assessment 8-18

Illegal Acts and Response 8-20

Fraud Prevention 8-22

Fraud Detection 8-24

Fraud Investigation and Corrective Action 8-25

Understanding Fraudsters 8-26

Implications for Internal Auditors and Others 8-28

Opportunities to Provide Insight 8-33

Summary 8-33

Review Questions 8-35

Multiple-Choice Questions 8-36

Discussion Questions 8-38

Cases 8-39



CHAPTER 9

Managing the Internal Audit Function 9-1
Learning Objectives 9-1

Positioning the Internal Audit Function in the Organization 9-3

Planning 9-7

Communication and Approval 9-8

Resource Management 9-9

Policies and Procedures 9-13

Coordinating Assurance Efforts 9-14

Reporting to the Board and Senior Management 9-16

Governance 9-18
t

Risk Management 9-19

Control 9-21

Quality Assurance and Improvement Program (Quality Program

Assessments) 9-22

Performance Measurements for the Internal Audit Function 9-26

Use of Technology to Support the Internal Audit Process 9-26

Opportunities to Provide Insight 9-29

Summary 9-29

1 1.      IV - ^   i    i     .   I  i    .   . .  ’ ^J       IS * 

Multiple-Choice Questions 9-32

Discussion Questions 9-35

Cases 9-36

CHAPTER 10

^~^�>~ .�~^.�̂ .  .. 0 ~ �x�~

Learning Objectives 10-1

Audit Evidence 10-1

Audit Procedures 10-4

Working Papers 10-14

Summary 10-16

Review Questions 10-18

Multiple-Choice Questions 10-19

Discussion Questions 10-22

Cases 10-24



CHAPTER 11

Data Analytics and Audit Sampling n-i
Learning Objectives 11-1

Data Analytics 11-2

Steps to Internal Audit Data Analytics 11-5

Use of Data Analytics 11- 6

Future of Internal Audit Data Analytics 11-7

Audit Sampling 11-9

Statistical Audit Sampling in Tests of Controls 11-11

Nonstatistical Audit Sampling in Tests of Controls 11-20

Statistical Sampling in Tests of Monetary Values 11-23

Summary 11-26

Review Questions 11-27

Multiple-Choice Questions 11-28

Discussion Questions 11-31

Cases 11-33

CONDUCTING INTERNAL
AUDIT ENGAGEMENTS

CHAPTER 12

Introduction to the
Engagement Process 121
Learning Objectives 12-1

Types of Internal Audit Engagements 12-2

Overview of the Assurance Engagement Process 12-3

The Consulting Engagement Process 12-12

Summary 12-12

Review Questions 12-14

Multiple-Choice Questions 12-15

Discussion Questions 12-17

Cases 12-18



CHAPTER 13

Conducting the Assurance Engagement 13-1
Learning Objectives 13-1

Determine Engagement Objectives and Scope 13-4

Understand the Auditee 13-8

Identify and Assess Risks 13-21

Identify Key Controls 13-28

Evaluate the Adequacy of Control Design 13-30

Create a Test Plan 13-31

Develop a Work Program 13-33

Allocate Resources to the Engagement 13-35

Luiiuuu icsLO lu crauici i^viueiite 10-0/

Evaluate Evidence Gathered and Reach Conclusions 13-39

Develop Observations and Formulate Recommendations 13-41

Opportunities to Provide Insight 13-41

Summary 13-46

Review Questions 13-50

Multiple-Choice Questions 13-51

Discussion Questions 13-53

Cases 13-55

CHAPTER 14

Communicating Assurance Engagement
Outcomes and Performing Follow-Up
Procedures 14-1
Learning Objectives 14-1

Engagement Communication Obligations 14-2

Perform Observation Evaluation and Escalation Process 14-5

Conduct Interim and Preliminary Engagement Communications 14-17

Develop Final Engagement Communications 14-19

Distribute Formal and Informal Final Communications 14-22

Perform Monitoring and Follow-Up 14-28



Other Types of Engagements 14-30

Summary 14-30

Review Questions 14-32

Multiple-Choice Questions 14-33

Discussion Questions 14-36

Cases 14-38

CHAPTER 15

The Consulting Engagement 15-1
Learning Objectives 15-1

Providing Insight Through Consulting 15-4

The Difference Between Assurance and Consulting Services 15-5

Types of Consulting Services 15-7

Selecting Consulting Engagements to Perform 15-11

The Consulting Engagement Process 15-13

Consulting Engagement Working Papers 15-18

The Changing Landscape of Consulting Services 15-21

Capabilities Needed 15-21

The Impact of Culture and the Internal Auditor as a Trusted Advisor 15-23

Orr"rti~       "� -- - � " �e Tns o� �-9.4

Summary 15-25

Review Questions 15-26

Multiple-Choice Questions 15-27

Discussion Questions 15-29

Cases 15-30

Notes    BM-1

Glossary   BM-7

Appendices   BM-19

Appendix A: The IIA’s Code of Ethics    BM-19

Appendix B: The IIA’s International Standardsfor the Professional Practice of

InternalAuditing   BM-21

Index    BM-39


