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TRICH YEU LUAN AN

Trong thoi gian thuc hién khoa ludn tot nghiép, chung toi da nghién ctru vé nhirng cong nghé

bao mat sau:

e Tim hiéu cic cong nghé chung ciia tuong lira tai 16p Network, Transport va Application.
e Phan tich cac dang, phuong thuc hoat dong va giao thirc cling nhu thuat toan trong VPN.
e Phén tich nguyén Iy hoat dong, cach phat hién tan cong trén IDS/IPS.

e Xay dung tuong lira hé thdng mang truong Pai hoc Hoa Sen, trién khai VPN va IDS/IPS.

Nho viée sir dung thanh cong phan mém mé phong cac thiét bi mang, nhom chiing t6i ¢6 thé
ty tay xdy dung hé thong mang truong Dai Hoc Hoa Sen tir giai doan phan tich yéu cau, xac
dinh cac tai khoan nguoi ding, thiét ké, phac thao mo hinh mang dén khi di vao cau hinh trén

cac phin mém md phong. Qua do, chiing t6i da dat dugc nhitng két qua dang khich 1¢ sau:

e Hiéu thém vé tudng lira, kién tric ciing nhu chirc ning tuong lira. Ngoai ra, chung t6i con
di sau phan tich cac cong ngh¢ chung cua tuong ltra tai 16p Network, Transport va
Application trong m6 hinh OSI.

e Nghién ctru vé VPN, giao thirc sir dung trong VPN dong thoi tim hiéu cach thirc hoat
dong VPN. Tim hiéu nguyén 1y hoat dong IDS/IPS, phan tich cac phuong thiic phat hién
tan cong, loi ich cling nhu han ché timg phuong thirc.

e Hiéu duoc cac budc xdy dung hé théng mang doanh nghiép, tir giai doan phan tich yéu
cau, thiét ké so d6 mang dén budc trién khai cau hinh dong thoi ing dung giai phap VPN
va h¢ thong IDS/IPS.

e Disau tim hiéu mot sb cong nghé trién khai thém nham ting tinh bao mat an toan dir lidu
nham bao dam hé théng mang luén san sang hoat dong lién tuc ngay ca khi gap su cd, tn
dung tdi da tai nguyén hé thong ciling nhu phan chia tai mang cho day tudng lira kiém tra
nhu Load Balancing, Failover, HSRP...; x4c thuc nguoi dung véi ky thuat IEEE 802.1x
va cong nghé VOIP nham cung cip dich vu thoai cho ngudi dung.
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LOT CAM ON

Truoc tién, chung toi xin chan thanh cam on toan thé Ban Giam Hiéu Pai hoc Hoa Sen
Thanh phé Hé6 Chi Minh da tao diéu kién cho chung toi hoan thanh 16t bai cdo cdo khéa ludn
16t nghiép nay.

Pong thoi, ching téi ciing giri dén quy thay cé trong khoa Khoa Hoc va Céng Nghé truong
Pai Hoc Hoa Sen [0i cam on sdu scc va chan thanh. Cdc thay ¢é da tin tinh chi bao gitip do
trong suot qua trinh thuc hién khoa lugn. Pac biét la thdy Dinh Ngoc Luyén — Giang vién
khoa Khoa Hoc va Céng Nghé, ngudi triec tiép huéng dan em hoan thanh dé tdi nay.

Tuy nhién, do thoi gian c¢é han ciing nhw kién thike va kinh nghiém con han ché nén bdo cdo
nay khéng tranh khoi nhitng thiéu sét. Sw gép ¥ chan thanh cua thdy cé sé gitip ching tdi
hodn thién hon bdi bdo cdo nay ciing nhi tich liiy thém kién thirc va kinh nghiém cho ban
than. Dady sé la hanh trang givp ching (6i tw tin dwong ddu véi cac thir thach méi ngodi xa

hoi
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NHAN XET CUA GIAO
VIEN HUONG DAN

Gido vién huéng din ky tén
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LOTMO PAU

Trong thoi ki héi nhdp, khi nhu cau trao déi dir liéu qua hé thong mang mdy tinh ngdy cang
ting cao, Internet cang tré nén vé cing quan trong, dnh hieong dén tat ca cdc linh vue kinh
1é xd hoi, an ninh quoc phong ciia quéc gia. Thuc té ¢ Viét Nam, Internet da dwoc g dung
va phdt trién rong rdi (phd cdp t6i xdp xi 25% ddn so6), dan dén sé toi pham céng nghé cao
ngdy cang nhiéu, c¢é khéng it cudc tan cong trén mang gay ra hdu qua hét sirc nghiém trong,
lam té liét hé thong gidm sdt an ninh hay phd hoai co s¢ dit liéu quéc gia, ddnh cdp théng tin
mdt Nha nwée... Déi véi doanh nghiép, van dé bao dam an ninh, an todn thong tin trén mang
la moi quan tdm hang dau ciia hau hét cong ty, t6 chirc va cdc nha cung cdp dich vu. Ciing
véi s biing né khoa hoc ky thudt, cdc phirong thire tdn cong ngdy cang tinh vi hon khién hé

thong an ninh mang tro nén mat hiéu qua.

Bill Archer, Chu tich hang AT&T tai chdu Au, phat biéu "Chung toi nhan thcfy mdt dé tan
céng trong vong 6 thang qua da day hon rat nhiéu so véi hai nam truée". Ddc biét & Viét
Nam, vin dé trén cang phai dau tw, xem xét hon bao gio- hét. Theo khdo sdt ciia Trung tdm
ing citu khdn cap may tinh Viét Nam (VNCERT) dwa vao cdc tiéu chudn an toan théng tin thi
40% doanh nghiép Viét Nam khong cé hé thong twong lira, 70% khong cé quy trinh xir Iy s
6 an toan théng tin va 85% khong c6 chinh sach vé an ninh mang. Hon nita, theo phdn tich
ciia Kaspersky, nam 2010, Viét Nam dirng thir 5 thé giéi trong sé nhitng quoc gia chiu nhiéu
thiét hai nhdt do tdn cong trén mang (sau An P6 va My, xép dau bdang la Trung Quoc va
Nga). Viéc xdy dung hé thong an ninh mang sao cho vira dam bdo an toan, bao mdt thong tin
vita tdn dung hiéu ndng mang dang tré thanh cdu héi dau dau doi véi cdc t6 chire doanh

nghiép khéng nhiing ¢ Viét Nam ma con trén toan thé gici.

Nhén thdy nhitng nguy co d6, xudt phdt tir niem say mé nghién ciu cdc ky thudt bdao mdt
mang, nhém chiing téi quyét dinh chon dé tai “Xady dung Firewall ASA va IPS bdo vé mang”,
véi mong muon dem lai cho doanh nghiép mé hinh dap g dwoc cdc yéu cau vé bdao mdt ma
van dam bdo hiéu ndng hoat dong mang. Qua dé, ching téi ciing trang bi cho minh thém

nhiéu kiéen thurc dé chuan bi thur sirc voi thach thirc moi ngoai xa hoi.

Xii
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PHAN 1: TONG QUAN BAO CAO
1.1  Muc tiéu nghién ciru

Nhu da d& cap, nhom chiang t6i tap trung nghién ctru cic cong nghé chung ciia tuong lira tai
16p Network, Transport va Application dong thoi phan tich k¥ thuat lién quan VPN, thiét ké
xdy dung hé théng VPN. Bén canh d6, dé ting cuong bio mat mang, ching toi tim hiéu
IDS/IPS, nguyén 1y hoat dong va céac loai IDS/IPS str dung phd bién ngay nay. Cudi cing,
nhoém chung t6i xay dung thanh cong cac k¥ thuat nay trén hé thdng mang Dai Hoc Hoa Sen.

1.2 Gi6i han @@ tai

Do thoi gian va chi phi ddu tu con han ché, nhom ching t6i xay dung, trién khai hé thong
mang dua trén phan mém mé phong thiét bi thuc té nhu tudong lira, Switch, Router...ma &
day chu yéu 1a tudng lira Cisco ASA - mdt trong nhitng tuong lira phd bién hién nay, hd tro:

e Su két hop hai hoa, bo sung cho nhau giita Stateful Packet Filtering va Proxy. ASA cung

cap cai nhin toan ven luu lugng mang nho kiém tra, phan tich géi tin tir 16p 3 dén 16p 7.
e Xic thyc (Authentication) va ty quyén (Authorization).
e Trién khai h¢ thong VPN, IPS/IDS.

e Kha ning dy phong, cin bang tai khi gap su cb.

1.3  Phuwong phap nghién ciru

Nho viée két hop sir dung cac phuong phéap ban gidy, phwong phap thuc nghiém — xay dung
cac bai thyc hanh nghién ctru tinh ning ciia tuong lira va phuwong phap tong hop phén tich
dya trén co sé ly thuyét bao mat va céc két qua rat ra tu thyc té, chung t6ida hiéu thém duoc

nhiéu cac cong nghé tudng lira va cac k¥ thuat bao mat khac nhau trong hé thdng mang.

1.4  Céu tric trinh bay

Phan 1: Tong quan bai bao cdo khoa ludn tdt nghiép, gidi thiéu 1y do chon dé tai, gioi han dé

tai cung cac phuong phap nghién cuu.

Phan 2: Cong nghé k¥ thuat chung cta tudng lira & 16p Network, Transport va Application.
Phan 3: Xay dung VPN giita hai co s clia Dai Hoc Hoa Sen.

Phan 4: Xay dung IDS/IPS.

Phan 5: Xay dung tuong lira cho hé théng mang trudng Dai Hoc Hoa Sen.
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PHAN 2: CONG NGHE KY THUAT CHUNG CUA TUONG
LUA TAI LOP NETWORK, TRANSPORT VA APPLICATION

2.1 Tam quan trgng cia viéc bao mat va an toan thong tin

Thong tin dong vai trd vo cung quan trong ddi voi hau hét td chirc doanh nghiép, nhit 1a
trong moi truong kinh doanh canh tranh hién nay. Su tién bd vuot bac cua khoa hoc k¥ thuat

dan dén céac thu doan tan cong ngay cang tinh vi.

Tap doan Symantec ngay 10/03/2010 di chinh thirc cong bd két qua “Nghién ctru toan cu vé
Hién trang bao mat doanh nghiép nam 2010”, théng qua khao sat 2.100 giam ddc thong tin,
giam ddc bao mat thong tin va cac nha quan tri CNTT tir 27 nude khac nhau trén thé gidi vao
thang 1/2010. Nghién ctru cho biét cic doanh nghiép ngiy cang phai chiu nhiing cudc tan
cong thudng xuyén hon. Trong vong 12 thang trg lai day, 75% t6 chirc duoc khao sat da bi
tan cong mang it nhat mot 1an va mic d6 ton that trung binh 1a 2 triéu USD mdi nam.
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Hinh 1 — Biéu do thé hién sy gia ting mi doc hai

Shellcode/exploit 17%

Do5 10%

Web (browser) 3%

SMTP (email) 24%

Web (server) 46%

Hinh 2 — Biéu do thé hién cac loai tin cong nhiéu nhat hién nay
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Do do, viéc bdo mat thong tin ngay cang trd nén kho khan, boi 1€ thong tin ludn chiu sy de
doa tir rat nhiéu nguén khac nhau - bén trong td churc, bén ngoai, cac tham hoa hay cac ma
ddc hai trén mang. Cung vé6i viée gia ting st dung cac cong nghé méi cho Iuu trix, truyén dan
va thu thap thong tin, 13 sy gia ting twong tng vé sb lwong va chung loai cac mbi de doa.

An toan bao mat thong tin khong chi 1a cong nghé ma con tac dong tryc tiép danh tiéng, qua
trinh hoat dong ciing nhu su ton tai cia to chirc. Chung t6i dé dang théng nhét ring viéc xay

dung hé thong bao mat thong tin 14 qua trinh, doi hoi dau tu nhidu thoi gian va tién bac.

2.2 Toéng quan vé tuong lira

2.2.1 Giéi thi¢u
Tuong ltra la thiét bi duoc st dung nhim han ché sy
tan cong, bao vé cac ngudn thong tin quan trong boi
cac chinh sach an ninh do ca nhan, doanh nghiép hay

cac td chirc chinh phu dit ra.

Firewall )

Hinh 3 — H¢ thong tuwong Iira
bat sau Router bién, gitra hai vung mang bdo dam viéc loc luu lugng ra vao hé théng mang
nham khoa ludng dir liéu doc hai di vao trong khi van cho phép dit lidu can thiét di qua.
Tudng lira dong vai tro vo cling quan trong va can thiét dbi voi hau hét td chirc doanh nghiép
ngay nay, nhat 1a khi cac cudc xAm nhap pha hoai hé théng mang ngay cang ting. Du sir dung
bat ki kién tric ndo tir tuong lira ca nhan (Personal Firewall) chuyén bao vé may tinh ca nhan
dén day tuong lira trong hé thong mang cac cong ty 16n hay té chic chinh phi (Network
Firewall) thi myc tiéu cudi cung 1a xay dung hé thdng mang bén virng, chdng lai sy xAm nhap
trai phép dong thoi bao dam an toan dir lidu.

Router

Firewall

Hinh 4 — Twong lira trong hé thong mang (Network Firewall)
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Firewall

Hinh 5 — Twong lira ca nhan (Personal Firewall hay Desktop Firewall)

2.2.2 Chirc nang
Kiém soat va thiét lap co ché diéu khién luéng dir li¢u gitra mang cuc by va Internet, cu thé:
e Cho phép hodc cAm nhitng dich vu truy cip ra ngoai hay tir ngoai truy cép vao.
e Theo ddi cac ludng dit liéu di chuyén qua tudng lira.
e Kiém soat dia chi truy nhap, cAm dia chi truy nhép.
e Xac nhan nguoi dung hop 1& va cic quyén duge cap cho ngudi do.
e Kiém soat ndi dung thong tin lwu chuyén trén mang.
Tuong lira khao sat tit ca cac ludng luu luong ra vao hé thong mang xem cd phu hop voi

chinh sach dat ra hay khong.

g "‘ Inte rnet

i

-d
WWanted Reguest
UrneranDesd Ragueest e — — '
SEenner

Hinh 6 — Chirc nang cua twong lira

Néu phu hop, ludng dit liéu d6 dugc dinh tuyén giira cic mang, nguoc lai bi hiy. Ngoai ra,
tuong lira con quan 1y viée truy cap tir bén ngoai vao ngudn tai nguyén mang bén trong, ghi
lai tat ca c¢b ging xAm nhdp mang riéng va dua ra canh bao nhanh chong khi phat hién tin

4
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cong. Tuong Ira con loc cac goi dir li€u dua vao dia chi ngudn, dia chi dich va s6 cong. Hon

nita, & murc do cao hon, tuong ltra con loc ca ndi dung thong tin luan chuyén trén h¢ thong.

2.3 Cong nghé ky thuit chung cia twong Ira tai cac l6p

Dé chdng lai cic phurong thirc tan cong ngdy cang tinh vi, con nguoi khong ngimg nghién
clru sang tao cac cong nghé méi nham ting do bao mat tudong lra. Hién nay, du tuong lira

cting hay mém, déu duogc san xut dya trén cac cong nghé sau:
o Packet filtering
e NAT Firewall
o Stateful packet filtering
e Proxy firewalls (hay Application Layer Gateways)
o Stateful Inspection Firewall (SIF)

Nhin chung, cac cong ngh¢ nay xay dung trén mo6 hinh OSI (Open Systems Interconnection
Reference Model), boi hau hét giao thirc mang déu hoat dong dya trén md hinh nay. Do do,
dé kiém so4t chit ché cac Iuu luong ra vao, tuong lira cling ing dung cong nghé khac nhau &
cac 16p khac nhau, cht yéu tai ba 16p chinh sau:

2.3.1 Lop Network va Transport
2.3.1.1 Ky Thuat Loc Géi Tin (Packet Filtering)

Luc bét dau, tuong lira chi xac dinh ngudn gdc va dich goi tin & 16p Network, sb cong hay
kiéu giao thirc TCP/UDP & 16p Transport ma khong xac dinh trang thai hay ndi dung goi tin.
Viéce kiém soat truy cap mang thyuc hién béng danh sach diéu khién truy cép (Access Control
List — ACL) dé loc mot cach co ban chdng xdm nhap trai phép. Tir d0, gidi han luu lwong doc
hai di vao, goi la “K¥ thuat loc goi tin” (Packet Filtering) - mét trong cac ky thudt don gidn
nhét str dung pho bién trén tuong ira mém va cimg, cung cép chirc nang khong thé thiéu cho
hau hét tuong Ira. Vi trude khi kiém tra ndi dung hay trang thai goi tin, can bao dam goi tin
nay truyén tai trén két ndi tin cay.

OS5l Reference
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Hinh 7 — Co ché hoat dong ciia Packet Filtering

Vi ky thuat ndy, tuong lira cho phép (Permit) hay tir chdi (Deny) truy cp dua trén kiéu caa

g6i tin va cac truong khac dinh nghia boi danh sach truy cap (ACL — Access Control List) dé

quyét dinh xem doan dit liéu d6 c6 thoa méin cac diéu kién loc hay khong, dua trén cac thong

tin & ddu mdi goi tin (Packet Header) va cac truong:

Dia chi IP ngudn (IP Source Address)

Dia chi IP dich (IP Destination Address)

Nhitng thii tuc truyén tin (TCP, UDP, ICMP, IP Tunnel)
Cong TCP/UDP ngudn (TCP/UDP Source Port)

Cdng TCP/UDP dich (TCP/UDP Destination Port)

Dang thong bao ICMP (ICMP Message Type)

Cong giao tiép goi tin dén (Incoming Interface of Packet)

Cong giao tiép goi tin di (Outgoing Interface of Packet)

Khi nhan dugc goi tin, tudong lua lan luot so sanh véi chinh sach dé ra nham kiém tra tinh hop

16 ctia goi tin. Néu hop 18, goi tin chuyén qua tudng lira, nguoc lai, bi bo di. Nho vy, tuong

lira ngan can két ndi vao may chii hay ving tin cay, khoa truy cap hé thong mang ndi bo tir

cac dia chi khong cho phép. Ngoai ra, tuong Ira so sanh header hién tai va header goi tin

trudc do, giup phan tich nhiéu théng tin hon ciing nhu xem xét cong giao tiép gbi tin ra vao.

| Stons packet fiter rules

)

Parss packst haadar
fields IP, UDP, TCP

|

e =
. Apply next packst
e

Dio=s
“packet rule allow
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Hinh 8 - Céch kiém tra géi tin ciia Packet Filtering

Uu diém

Téc d6 xir Iy nhanh nén st dung phé bién bai hau hét tuong hira hién nay.

D@ trién khai, cai dat va bao tri, chi phi trién khai thip vi co ché loc géi tin dugc tich

hop san trén cac Router.
Ung dung doc lap, it tdc dong dén hi¢u ndng mang.
Trong sudt dbi v6i ngudi st dung va cac tmg dung.

Khong yéu cau nguoi quan tri phai cé kién thirc cao.

Nhuge diém: Mot s6 van dé voi Packet Filtering:

Tét ca goi tin déu co thé vuot qua tudng lira néu phi hop cac chinh sach dé ra. Ké tan

cong c6 thé loi dung diém nay bang cach chia nho dit liéu 16ng vao goi tin hop 18.

M3i chinh sach thé hién bang ACL (Access Control List), do d6 dé xay dung hé thong
hoan chinh doi hoi viéc cau hinh nhiéu chinh sach. Tuy nhién, van dé tong hop, thong

nhat va toi uu cac chinh sdich méi la moi quan tam hang dau hau hét doanh nghiép.

Viéc trién khai ky thuat nay cho cac dich vu ¢ s6 cong khong xac dinh 1a khéng kha
thi, doi hoi tng dung cac k¥ thuat kiém tra cac 16p cao hon (tir 16p Transport trg 1én).

Khong hd trg tinh ning x4c thuc nguoi dung.
Khong ngin chin tin cong gia mao dia chi.

Mirc an ninh thap. Do cac tiéu chuan loc dya trén cac truong & dau mdi goi tin

(Packet Header) nén khong kiém soat dugc ndi dung thong tin va trang thai géi tin.

2.3.1.2 Twong lirta NAT (NAT Firewall)

Hoat dong & 16p Network va Transport. NAT (Network Address Translation) thay doi dja chi

IP g6i tin néu can thiét vi thé NAT cho phép ngudi ding bén trong sir dung dia chi cong cong

truy cap Internet ma 4n di dia chi that sy bén trong. Ngoai ra, NAT quan ly viéc truy cp

Internet bang cach quyét dinh nguoi ding nao duoc phép sir dung. Cu thé hon, khi nguoi

ding khoi tao két nbi ra ngoai, NAT thay doi IP ngudn géi tin va gui di, dong thoi ghi lai

trang thai trong bang chuyén d6i (Translation Table). Khi goi tin tir ngoai vé, NAT tra bang

va thay d6i IP dén ctia goi tin thanh IP ban ddu dé goi tin trd vé dung noi xuat phat. Ngoai ra,

ky thuat thay doi cong ngudn va dich goi tin goi 1a PAT (Port and Address Translation).

Nhu dé cap, NAT sir dung bang chuyén dbi (Translation Table) luu giit trang thai két ndi

chuyén d6i, vi thé ngudi ding bén ngoai khong thé chu dong khai tao két ndi vao bén trong.
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Uu diém

e Bado v¢ mang bén trong khoi sy "dom ngd" tir bén ngoai.

e Xac dinh cu thé dich vu nao dung NAT, nhu ddi véi cac may trong h¢ théng.

e Chi véi mét dia chi [P cong cOng cac may tinh ndi b déu truy cap dugc Internet.
Nhuwoc diém

e Vi TCP, viéc xac dinh khi ndo ngirng chuyén dbi dia chi IP hét sirc dé dang vi TCP
14 giao thirc bt tay ba budc. Tuy nhién voi UDP, lai 1a van dé vi UDP khong thiét 1ap

két noi. Do d6 NAT phai doan khi nao két noi két thuc, néu sai dan dén mat két noi.

2.3.1.3 K§ Thuat Loc Géi Tin Ghi Nhé Trang Thai (Stateful Packet
Filtering)

Hoat dong & 16p Network, Trasport va Session, theo doi va ghi nhéan trang thai két ndi (luu
lwong TCP/UDP) ra vio hé thong nham phan biét goi tin hop 1& cho nhing két ndi khac nhau.
Céch thuc kiém tra nhu Packet Filtering, tuy nhién k¥ thuat nay cho phép duy tri trang thai
két nbi. Mdi khi két ndi TCP/UDP khoi tao tir mang bén trong hay bén ngoai, théng tin trang
thai két ndi dugc luu lai trong bang trang thai (Stateful Session Flow Table). Véi mdi phién
lam viéc duoc khai tao, cac thong s phién nay phai chinh xac so vi cac thong tin trong bang
trang thai thi phién nay méi duoc thiét lap. Vi cach hoat dong nhu thé, k¥ thuat nay chu yéu

hoat dong trén két ndi chir khong chi lam viéce trén timg goi tin riéng 1é.

Béng trang thai chira dia chi IP ngudn, IP dich, s6 cong, cac co trang thai ung véi mdi két ndi
va sO th ty (sequence number) ngau nhién trudc khi goi tin chuyén di va hoan tit két ndi. Do
do, tit ca goi tin tir trong ra (Outbound) hay tir ngoai vao (Inbound) dwogc so sanh dbi chiéu
can than trude khi chuyén tiép, dam bao két ndi thyc hién tir mot hudng tir trong ra ngoai
(Inside to Outside), chir khong theo hudng nguoc lai nhim ngin chin goi tin doc hai di vao
hé thong ciing nhu ngin can may tinh bén ngoai giri dir liéu vao cic may bén trong,
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Hinh 9 — Co ché hoat dong ciia Stateful Packet Filtering
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Day 1 phuong thirc tan tién hon so véi thé hé trude véi ba 1y do sau:

e Kiém soat ca két ndi va goi tin, hiéu suét hoat dong cao hon.

e Luu giif trang thai két ndi TCP/UDP trong bang trang thai, dung tham khao, xac dinh
xem go6i tin nay thudc vé két ndi dd dwoc thiét 1ap tir trude hay do truy cip trai phép.

e Kha ning phan tich cong hoat dong giao thirc FTP, tir d6 cép nhat bang trang thai
giup Iuu lwong FTP c6 thé di qua tuong Iira. Hon nita, nd con tao ra sb thur tu
(sequence number) dong cho géi tin TCP va truy van DNS. Nhiing tinh ning niy
giam nguy hiém tan cong TCP RST flood va DNS cache poisoning.

Uu diém

e Phuong thirc bao v¢ chinh trong moi truong hep, loc luu lwgng vao ra hé théng mang.

e Bao vé vong ngoai, noi Router giao tiép viing mang khong tin tudng.

e Phuong tién tang cuong kha nang loc goi tin.

e Phuong thirc t6i wu chdng tin cong gia mao (Spoofing) va tir chdi dich vu (Denial of
Service — DoS) vi trang thai tat ca két ndi déu duoc ghi nhan lai vao bang trang thai,
chi nhiing goéi tin phu hop mai dugce phép di qua, nguoc lai thi bi bo di.

Nhuge diém: Stateful Packet Filtering khong thé:
e Chin cic cudc tin cong & 16p Application do khong thé phan tich ndi dung dir liéu.

e HOb tro xac thuc nguoi dung.

2.3.2 Lop Application
2.3.2.1  Proxy Firewall

Khi cong nghé cang phat trién, nhu ciu quan 1y truy cdp mang cang duoc chii trong. Tn cong
vao cac han ché cua k¥ thuat loc géi tin, ngudi ding dé dang tranh cac bién phap canh phong
bao mat ctia tuong lira ma xAm nhap hé thong trai phép. Do do6, dé gia ting mirc d6 bao mat
ctia tuong Iira, k¥ thudt Proxy Firewall — thé hé tuong Itra thtr hai - hoat dong & 16p Network,
Transport, Session va Application, thay mit mang bén trong (Inside Network) giao tiép bén

ngoai (Outside Network), nho do, che déu moi dir liéu quan trong.

Khi tudng Itra nhan dugc yéu cau tir phia ngudi ding, noé tién hanh xac thuc thong qua cac
quy dinh dugc céu hinh. Néu tai khoan ngudi dung hop 1¢, tuong lira thay mit nguoi ding
bén trong giao tiép véi cic may ngoai Internet. Proxy Firewall chi chuyén tiép goi tin c6 16p

Network va Transport phil hgp va tra vé goi tin c¢6 16p Session va Application thich hop.
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Proxy/Application
Firewall

Client to Proxy Request Proxy to Server Request

- L

Proxy to Client Reply - Server to Proxy Reply
Server

/Services

Hinh 10 — Co ché hoat ddng ciia Proxy Firewall

Proxy Firewall ngin can trao doi géi tin truc tiép giita hai thiét bi. Moi giao tiép gitra cac thiét
bj déu phai thong qua Proxy, gitip kiém tra géi tin nhanh va sau hon so véi k¥ thudt truyén
thong, gom hai dang;

o Circuit Level Gateway

Hoat dong tuong ddi phirc tap hon Packet Filtering, ngoai kha ning loc cac luu lugng mang
boi dia chi IP va s6 cong, n6 con kiém tra qua trinh bét tay cua giao thirc TCP ¢ 16p Session.

Circuit-level
g:‘ilcwnj.-'

Outsicle

connection
s e vt ik ] @ @
Outside host @ @
Inside
connection
@ @ L e

Inside host

Hinh 11 - Circuit Level Gateway

Qua trinh hoat djong

e Budc 1: May tinh ngudn bét dau két ndi, sau do, tuong lira kiém tra thong tin két ndi
dya trén luat 18 dé ra, néu két ndi duoc cho phép, tuong Iira cho phép két ndi di qua.

e Budc 2: Thay mit may bén trong, tuong lira két ndi dén may bén ngoai va giam sat
chat ché qué trinh bat tay TCP. Qua trinh bit tay lién quan dén viéc trao doi géi tin
chtra co (SYN hay ACK).

e Budc 3: Tuong lira xac thuc may bén trong va may bén ngoai la thanh phan mot

phién lam viéc. Sau do, tuong Itra sao chép va chuyén ti€p dir li¢u gitra hai két noi.

10
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Tuy nhién, may dich s& nhan thay két ndi nay dén tir hé thong tudng Iira, che dau tit ca thong
tin bén trong. Khong c6 bét ki dir liéu nao duge chuyén qua cho dén khi tudng lira xac nhan
tinh hop 18 két ndi nay. Tuong lira xac dinh mot phién lam viéc hop 1¢ néu cd SYN, ACK va

Sequence Number trong qua trinh bit tay giita cac két nbi 1a hop 18.

e Application Level Gateway (ALG)

Nhu tén goi, Proxy Firewall ¢ 16p tng dung (Application Level Proxy Firewall) chu yéu hoat
dong & 10p Application, ding dé kiém tra cac ung dung hay cac dich vu duoc chi dinh nhu
HTTP, FTP, DNS, telnet,... Ngoai ra, ALG con phét hién nhitng giao thirc khong mong mudn

trén cac cong khong nam trong so6 cong ti€u chuan (Non-standard Port).

Dua trén dich vu dai dién (Proxy service - chuong trinh dac biét cai trén gateway tung ung
dung). Quy trinh két ndi sir dung dich vu thong qua tudng lira dién ra theo 5 budc sau day:

Onee Page b cached :
i 2 User with Web Browwser
FirewoalWHTTF proxgy proge/.= apser san ds thie configured to use Fiewall Prosaor

requestreb page on user the requested Semer(SQUID) requests woeb
behalf of end-user. vezbpage. page from Intamet wabsike.

" .

s
m Internet
—"‘;,
— o= Wyiork stadion

o
-

Procey Firewvall =

(29

FirealWHTTF proxy Senver acoepts
connection request, Esues
authentication request, uzer

HTTP request fram proxgy responds, User Werified, HTTF
sanrar, unawan the request request & made.

s coming from a prosy.

Web Servarresponds to

Hinh 12 — Quy trinh hoat dgng ctia ky thuit Application Level Gateway

Budée 1: May tram giri yéu cau téi may chi & xa qua tuong lira.

Budée 2: Tuong lira xéc thuc nguoi dung. Néu xac thuc thanh cong chuyén sang budc 3,
nguoc lai qué trinh két thiic.

Buwée 3: Tuong lira chuyén yéu cau may tram dén may chu ¢ xa.

Budéc 4: May chu 6 xa tra 10i chuyén dén tuong lira.

Bude 5: Tuong lira chuyén tra 10i ciia may chil & xa dén may tram.

Dé nhén biét ung dung can kiém tra, ALG luu gilr trang thai dich vu chi dinh tur trudce. Khi

ngudi ding két ndi truc tiép dén Application-Level Proxy yéu cau cac dich vu can thiét nhu

11
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web (HTTP/HTTPS), mail (SMTP)... proxy lan luot thay mat ngudi ding két ndi cac server
bén trong. Vi proxy phai luu thong tin tit ca dich vu trong hé thong nén gay han ché trong
viéc bao vé an toan tit ca ung dung.

Cung cép sy bao mat va tin cdy hon so véi Packet Filtering boi vi no c6 thé quan 1y, giam sat,
kiém tra, dua ra cc chinh sach quy dinh noi dung sau bén trong ludng dit liéu di qua dua trén
k¥ thuat DPI (Deep Packet Inspection). Do d6, viéc trién khai ALG trén hé théng mang can
xem xét can than boi it nhidu anh huong hiéu ning hoat dong ciia mang. Vi vay, can luu y 1a

chi trién khai proxy khi dit ning van dé bao mat an toan thong tin hon 13 hiéu ning mang.

HELO <Client=>

HELLO HICE TO MEET ¥ OU <CLIENT=
MAIL FROM: jdoe@client.client.org

Firewall State Table =
SMTP conmedion =dient: TCP port= <mail zerver: 25= Mail Server

(@)

VRFY root

Ter minate client access = =)
to mrail server! Mail Server

Firewall State Table
DEMY SMTP connection =client: TCP port= =mail server 25=

0

Hinh 13 — Deep Packet Inspection

Nho ap dung DPI, tuong lira co thé kiém tra cac goi tin di qua. O hinh 10a, ngudi dung giri
g6i tin HELO cho Mail Server dé thiét 1ap két ndi SMTP. Sau khi kiém tra tinh hop 18 géi tin,
tuong Ira thay nguoi dung truy cap Mail server bén trong va trd 101 lai cho nguoi dung. Khi
nhan tra 101 tir tuong lira, ngudi dung tiép tuc guri cac cau 1énh khac.

Nguoc lai, & hinh 10b, ngudi dung danh 1énh VRFY — lay thong tin tai khoan trén server.
Tudng lira kiém tra géi tin va nhan thdy khong thoa chinh sach nén lap tirc tir chdi két nbi.

Uu diém
e Diéu khién timg dich vu trén mang (quyét dinh may chii nao truy cép dich vu nio).
e Xic thyc ngudi dung chir khong phai thiét bi, tuong Ira chi chuyén tiép dir liéu sau

khi chirng thuc va iy quyén thanh cong.

12
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e Kho tin cong gia mao (Spoofing) va tir chdi dich vu (Denial of Service — DoS).

e Cho phép giam sat va loc dir lidu. Bt ctr yéu cau nao cia ngudi dung déu duoc ghi
nhén 1 rang, dé dang théng ké ghi nhan ndi dung truy cp cta bat ki nguoi ding nao
& moi thoi diém. Ngoai ra, proxy con cho phép ty quyén ai dugc lam gi, khong duoc
lam gi thong qua kha ning xac thuc (Authentication) va iy quyén (Authorization).

e Theo ddi va giam sat chi tiét moi ludng thong tin di qua, tham chi xac dinh duoc kiéu
tan cong ciing nhu muc tiéu bi tn cong. Hon nita, con giam sat thong tin truy cap
ngudi ding nhu tai nguyén dugce truy xuat, bang thong sir dung va thoi diém truy cép.

e Cu mbdi yéu cdu dén proxy luu lai thong tin trong bd nhd dém, khi c6 yéu cau khac
truy cap thong tin ndy proxy s& truy xuét truc tiép tir bd nhd dém cung cap cho nguoi

ding, khong can giri yéu ciu ra bén ngoai, gitp ting hiéu ning clia mang.
e Thay mit nguoi ding truy vin bén ngoai, che dau IP va cac thong tin nhay cam khac.
Nhuwoc diém
e Tbc dd cham, hiéu suét thép do xtr ly trén nhiéu tﬁng.
e Kha ning thay d6i mo rong (scalability) han ché.
e Néu proxy bi tdn cong thi mang bén trong ciing bi anh hudng.

e Céac dich vu hd tro bi han ché, chi hd trg viée kiém soat mot s6 dich vu quen thudc
nhu web (HTTP/HTTPS), FTP... giy khé khin trong c4u hinh thém dich vu khac.

e Kiém tra tan sau bén trong goi tin nén it nhiéu lam gizm hiéu ning mang.
e (Cai dit va bao tri phirc tap do xir 1y géi tin bang chuong trinh timg dung.

e HO tro sd lwong nhé nguoi dung.

2.3.2.2 Stateful Inspection Firewall (SIF)

Chii yéu st dung k¥ thuat SPI (Stateful Packet Inspection) — thé hé cai tién cua ky thuat loc
goi tin (Packet Filtering), dugc phat trién boi Checkpoint vao niam 1993. SPI két hop sic

manh cua cac k¥ thuat trudc do:

Packet Filtering: hoat dong & tang mang, loc géi tin di va dén duya trén cac tham sb két ndi
nhu dia chi ngudn, dia chi dich, cong ngudn, cong dich. ..

Circuit Level Gateway: xac dinh gdi tin trong phién lam viéc hop 1€ dya trén cd ACK, SYN

va Sequence Number.

Application Level Gateway: SIF dua goi tin 1én tang ing dung va kiém tra noi dung dir liéu
phi hop véi cac chinh sach an ninh hé théng. SFI ¢6 thé cau hinh loai bo géi tin chira nhitng

13



Xdy dung Firewall ASA va IPS bdo vé mang | 2010

cau Iénh xac dinh (nhu FTP PUT, FTP GET...). Ngoai ra, cai thién tinh nang ctua k¥ thuat
Application Level Gateway, SFI cho phép nguoi dung két ndi truc tiép voi server.

24 Trién khai twong lira trong hé thdng mang doanh nghiép

Tuy muc dich, so dd kién trac hé théng mang ma nha quan tri lya chon mo6 hinh phu hop, tuy
kién thirc, kinh nghiém nguoi quan tri. Nhin chung, cac mé hinh kién trac tuong lira vo cliing

da dang nhung khai quat lai thi bao gom ba dang sau:
2.4.1 Bastion Host

Bation Host, thuat ngli chung chi mgt hé théng duoc xac dinh boi nguodi quan tri tudng ltra

nhur 1a mot diém an ninh cuc ky viing chic trong hé thong mang

Pay 1a miu kién trac tudng lira don gian nhit, tudng lira dat giita mang ndi bd (Inside
Network) va mang bén ngoai (Outside Network) dé loc cic goi tin vao ra thong qua hai cong
giao tiép: cong két ndi truc tiép Internet (Untrusted) va cong két ndi v6i Intranet (Trusted),

ton tai hai vung véi do bado mat (security level) khac nhau.

Chu yéu dung cong nghé cong tng dung (Application Level Gateway), cong vong (Circuit
Level Gateway) hay két hop ca hai. Dual — homed host 14 vi du dién hinh vé Bation Host.

Hinh 14 - Bastion Host

Mb hinh Bastion Host thich hop cho hé thdng mang don gian, khong c6 nhu cau quang ba cac
dich vu ra Internet, vi nhu vy néu server bi kiém soat, toan bd hé théng bén trong cling bi
anh huong. Hon nira, mé hinh nay tao ranh giéi mong manh gilra mang tin cay va khong tin
cdy. Néu ranh gi6i nay pha v&, toan by hé théng mang, ngudn tai nguyén bén trong bi khai
thac.

Uu diém
e Chi phi trién khai thap.
e D& quan Iy, cau hinh.

Nhuwoc diém
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e Do bao mat thap, néu tudng lira bi tan cong, toan bo tai nguyén hé théng mang bén

trong s& bi khai thac.

2.4.2 Screened subnet (hay triple homed host firewall)

Mo hinh tuong Itra co ban, so vdi Bastion Host, hd tro thém nhu cau quang ba dich vu ra
Internet, nho viéc dinh nghia ving phi quan sy (Demilitarized Zone — DMZ) - mang con biét
lap gitra Internet va mang ndi bd. Mo hinh nay thich hop véi cong ty vira va nho, vira dap ung
nhu cau bao mat hé thdng bén trong vira cho phép ngudi ding bén ngoai truy cép cac dich vu

can thiét va nhat 1a phu hop tui tién nén ddy 1a md hinh dwgc trién khai nhidu nhét.

Gibng v&i Bastion Host, screened subnet chi sir dung mot tuong Iira duy nhit, voi ba card
mang nham phan biét rd rang Outside, Inside va DMZ. Nhu da noi, md hinh niy cung cap
giai phap cho phép nguoi dung bén ngoai truy cdp cac dich vu dugc quang ba trong vung
DMZ. D6 bao mit cao hon so v&i Bastion Host, kha ning mang bén trong bi tin cong twong
d6i thap vi tir bén ngoai ngudi dung chi co thé truy cap cac dich vu trong DMZ, ma khong thé

khoi tao két ndi vao bén trong.

Hinh 15 - Screened subnet
Uu diém
e Néu viing DMZ bi tan cong, hé thong mang bén trong ciing khong bi anh hudng.

e DO bao mat twong ddi cao so voi Bastion Host vi ngudi ding bén ngoai chi truy cap

duogc cac dich vu quang ba trong DMZ ma khong thé két ndi truc tiép mang ndi bd.
Nhuwoc diém

e Nhu md hinh Bastion host, néu 16p bao vé duy nhit nay bi pha vo thi toan bd hé thong

mang bén trong s& gip nguy hiém.

15



Xdy dung Firewall ASA va IPS bdo vé mang | 2010

2.4.3 Dual firewall

Hé thong bao gém hai tudng lira, dat an toan cao nhit so voi hai mé hinh trén. Tuy chi phi
trién khai cao déng thoi doi héi nhiéu su quan tam cua quan tri vién danh cho h¢ théng, viéc
c4u hinh ciing twong d6i phirc tap nhung hé théng dat do tin ciy cao, kho danh sap.

o

DMZ

\

|
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Hinh 16 - Dual Firewall

Ciing giéng véi mo hinh 03 chan, DMZ dugc tach biét vao mot viung riéng nén cho du cé bi
khai thac thi ciing khong tic dong dén inside. Viéc sir dung 02 firewall s& rt ton kém, nhung
néu so sanh giita viéc dau tu va tim quan trong cta dir liéu thi s& thay rat dang dé trién khai.
bat biét, mé hinh nay s€ c6 dugc sy an toan nhat khi st dung mdi firewall moi hang khac
nhau. Néu firewall vong ngoai bi xuyén thung thi hacker ciing khong thé xuyén thing
firewall vong trong, hay it nhat ciing lam hacker mat mot khoang thoi gian dé nhan dinh né
va vuot qua, v6i khoang thoi gian do ta da du dé dung lai firewall vong ngoai va d6i pho vai
hacker.

Ngoai ra, str dung nhiéu firewall dong nghia véi viéc c6 nhidu interface. Piéu nay c6 nghia 1a
ta c6 thé c6 nhiéu viing voi nhiéu level khac nhau do ta Iya chon, gitip dé dang quang 1y ciing

nhu cau hinh.
Nhin chung, cac mau thiét ké trén déu co nhirng wu va nhugc diém trén. Viéc lua chon mod
hinh tudng lira nao chii yéu phu thudc nhu cau cta céc to chirc doanh nghiép va ngan sach du
tr danh cho viéc dau tu bao mat ra sao. Tir d6, Ira chon ra cic md hinh phu hop vira dap tng
nhu cau doanh nghiép vira phit hop chi phi dau tu ciia cac t6 chirc doanh nghiép.
Uu diém
e Muc dd bao mat cao hon so v&i hai mod hinh trude. Dé xam nhap h¢ théng mang noi
bo, ké tan cong phai vuot qua hai ting bao mat: Tuong lira bén ngoai (Outside
Firewall) va tuong Itra bén trong (Outside Firewall).
e Cho phép nguoi dung bén ngoai truy cap cac dich vu quang ba trong vung DMZ.
e So voi screened subnet, néu vung DMZ bi tin cong, mang bén trong van duoc bao veé.
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Nhuwoc diém
e Chi phi trién khai cao.

e Viéc quan Iy hé thong tuong lira doi hoi nha quan tri phai ¢ kinh nghiém ciing nhu
kién thtrc nhét dinh.
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PHAN 3: XAY DUNG VPN GIUA HAI CO SO CUA PAI HOC
HOA SEN

3.1 Su can thiét ciia VPN trong doanh nghiép
3.1.1 Taisao VPN ra doi

V6i su phét trién nhanh chong cta cong nghé tin hoc va vién thong, thé gisi ngay cang thu
nhoé va trd nén gﬁn giii. Nhiéu cong ty dang vugt qua ranh gidi cuc b va khu vue, vuon ra thi
truong thé gidi. Nhidu doanh nghiép trai rong khip toan qudc tham chi vong quanh thé gioi
va tat ca déu d6i mat vai mot nhu cau thiét thuc: cach thire duy tri nhitng két ndi thong tin kip

thoi, an toan va hiéu qua cho du vin phong dit tai bat cir noi dau.

Cung véi sy 16n manh cta Internet ca vé mo hinh 1in cong nghé, dap ing phan nao nhu ciu
ngudi s dung. Internet két ndi nhiéu mang khac nhau va cho phép thong tin chuyén dén
nguoi ding ty do va nhanh chéng ma khong xem xét dén tinh bao mat thong tin. Ngay nay,
thi trudng ngdy cang phat trién, kéo theo d6 1a hang loat cac cong ngh¢, k¥ thuat, img dung
m&i lan luot ra doi. Cac dich vu nhu gido duc tir xa, mua hang truc tuyén, tu van y té... dan

dan tr¢ nén quen thude vdi hau hét tat ca moi nguoi.

Tuy nhién, chinh sy rong 16n ciia Internet — thé manh dong thoi 1a diém yéu duy nhat da gay
ra khong it rii ro va ton thit cho doanh nghiép. Viéc quan 1y cling nhu bao mat, an toan dir
liéu trén Internet vo cling kho khin boi Internet ¢ pham vi toan cau, khong thudc sy quan 1y
cuia bat ky t6 chire ndo. Tir do, véi muc dich thoa min yéu cAu trén ma van tan dung co s ha

tang Internet hién c6, mo hinh mang riéng ao (Virtual Private Network - VPN) d4 ra doi.

3.1.2 VPN that su cin thiét ddi véi doanh nghiép

V6i md hinh méi nay, khong phai dau tu thém nhiéu co s¢ ha ting ma do tin cdy van dam
bao, dong thoi quan 1y duwoc hoat dong mang nay. VPN cung cap cho ngudi sir dung két ndi
bdo mat an toan khi lam vi¢c tai nha, trén dudng hay ¢ cac van phong chi nhanh thong qua
Internet. VPN dam bao an toan thong tin giira cac dai 1y, nguoi cung cép va cac ddi tac kinh
doanh v&i nhau trong méi truong truyén thong rong 16n. Trong nhiéu truong hop VPN ciing
gibng nhu WAN (Wide Area Network), tuy nhién dic tinh quyét dinh ciia VPN 1a chiing c¢6

thé diing mang cong cong nhu Internet ma dam bao tinh riéng tu va tiét kiém hon nhiéu.

Trong thi truong canh tranh ngay nay, viéc xdy dung mang VPN cho cdc nhan vién ¢ xa cd
thé truy cap dit liéu cic may bén trong hé thong thong qua mang cong cong Internet ngay
cang can thiét dbi voi cac té chirc doanh nghiép, gitip ting ning suat lam viéc ctia nhan vién
& cong ty ciing nhu khi di cong tac. Mot mang VPN dién hinh bao gdm mang LAN chinh tai
tru s& (Van phong chinh), cic mang LAN khac tai nhitng van phong tir xa, cac diém két ndi
hay ngudi str dung (Nhan vién di dong) truy cap dén tir bén ngoai.
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Hinh 17 — Mang VPN

3.2  Tong quan VPN
3.2.1 Khai niém

Su mé rong mang riéng (private network) thong qua mang coéng cong. Vé cin ban, VPN la
mang riéng 1¢ str dung mang chung (Internet) dé két ndi ciing cac site (cac mang riéng 18) hay
nhiéu ngudi dung tir xa. Thay vi str dung két ndi thuc, chuyén dung nhu leased line, mdi VPN
ding két nbi 4o qua Internet tir mang riéng ctia cong ty téi cac chi nhanh hay nhan vién & xa.

Cung cip cac co ché md hoa dir liéu trén dudng truyén tao ra mot duong dng bao mat giita
noi nhan va noi giri (VPN Tunnel) giéng nhu két ndi point-to-point trén mang riéng. Dé bao
dam an toan dir li€u trong khi truyén dan, dir liéu phai dugc ma hoa hay che giéu di chi cung
cap thong tin dudng di dén may dich thong qua Internet. Do do, néu cac goi tin bi bit lai trén

dudng thi ké tan cong ciing khong thé doc duoc ndi dung vi khong c6 khoa giai ma.

3.2.2 Loiich VPN: So vdi trién khai cc mang truyén théng, VPN mang lai:
e Chi phi thip hon.
e Don gian hoa mo hinh kién triic mang.
e Cung cip nhitng co hoi két ndi toan cau.

e Quan Iy d& dang: so voi viée sit dung céac giao thirc nhu Frame Relay va ATM dé két
ndi cac site voi nhau, VPN cung cap giai phap don gian va linh hoat hon trong viéc
quan 1y sd lwong nguoi dung (thém, xo4 kénh két ndi lién tuc, nhanh chong).

e Tang cudng an ninh mang.
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e Cung cap kha ning twong thich véi mang luéi bang thong rong.
e Hb trg cic giao thirc mang thong dung nhit hién nay nhu TCP/IP.

e Bado mat dia chi IP: thong tin dugc gui di trén VPN da duoc ma hda do do cac dia chi
bén trong mang riéng dugc che gidu va chi sir dung cac dia chi bén ngoai Internet.

3.2.3 Co sé ha ting ky thuat xiy dung VPN
3.2.3.1 Ky thuiat mat ma
a. Vai tro cua ky thuit mat ma trong bio vé thong tin

Che dau thong tin mat. Ngay nay, viéc nghe trom hay ldy cip thong tin trén dudng truyén kha
phd bién. Hang nam, sé lugng cudc tan cong hé thong mang doanh ngay cang ting. Do d6, ky
thuat mat md cang quan trong va can thiét véi hau hét to chirc doanh nghiép, tré thanh diéu
kién tién quyét nhim bao mat dit liéu khi truyén din trén cac kénh truyén thong cong cong.

b. Cac dang mat ma hoc

Nganh khoa hoc mat ma c6 hai nhanh chinh la mat ma hoc (cryptography) va phan tich mat
ma (cryptanalysis). Trong d6, mat ma hoc nghién ctru thuat toan, gidi phdp mat ma va chia
lam hai nhanh con la encryption (muc tiéu confidentiality) va hashing (chitc nédng

authentication, verification); phan tich mat ma nghién ctru cach phd mat ma (crack).

Khong phai mai day, nganh khoa hoc mat ma da ra doi tir 1au vao thé ky 18, trai qua thoi
gian, di tir thip dén cao, tir don gian dén phtrc tap. Bat dau bang viéc ma hoa chi don gian
bﬁng viéc thay ky tu nay bﬁng mot ky tu, hodc mot s6 khac; rdi hoan dbi vi tri cac ky tu cho
nhau, hay dung ma tran tga d¢. Cho dén nay, cac thuat todn ma hda phuc tap ma ca si€u may

tinh cling phai mat vai ti ndm dé gidi ma dugc da ra doi, vé mat co ban chia lam hai dang:

o Déng bj (Symmetric): dung chung mot khoa cho ma héa, giai ma vi thé nguoi guri va
ngudi nhan yéu cau phai c¢6 khoa gibng nhau méi giai ma dwgc. Ngoai ra, thuat toan
nay hoat dong nhanh hon, don gian hon, ding khoa ngin hon so véi thudt toan bat
ddng bd (Asymmetric) va thuong sir dung khoa co6 do dai tir 40 - 256 bit. Vi du nhu
DES, 3DES, AES, IDEA, RCx, Blowfish.

e Bit Pong Bj (Asymmetric): con goi thuat toan public key, cham hon khoang 1000
14n so v&i thuat toan dong bd (Symmetric) vi phai tién hanh nhitng budc tinh toan kho
khin véi cac con sb hang chuc chit s§. Chinh vi vy, thuat toan nay thudng ding cho
chit ky sb. Tuy nhién, n6 lai don gian hon thuat toan dong bd (Symmetric) nhiéu trong
quan ly khoa bdi thong thuong mot trong hai khoéa duge cong khai goi la khoa cong
khai (public key), con lai 1a khoa riéng tu (private key). Viéc tinh toan chiéu dai chinh
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xac cuia khoa 1a khong thé, ude lugng tir 512 - 4096 bit va khong thé tryuc tiép so sanh

chiéu dai khoa giita thuat toan dong bd (Symmetric) va bt dong bd (Asymmetric).

Diém gidng nhau 1a déu yéu cau khéa dé ma hoa hay giai ma. Tuy nhién, thuét toan dong bo

(Symmetric) ding chung mot khéa cho ma hoa va giai ma, con bat dong bd (Asymmetric)

dung mot khoa ma hoa va mot khoa giai ma, tuy ung dung ma hai khoa nay dugce goi la khoa
cong khai (public key) hay riéng tu (private key), chi yéu tily thudc hai truong hop sau:

o Public key Confidentiality Scenario: khoa cong khai (public key) dung ma hoda va

khoéa riéng tu (private key) dé giai ma. Vi mdi hé thong c6 mot khoa riéng tu (private

key) khac nhau nén néu dung khoa cong khai (public key) cua hé théng nay dé ma

hoa thi dam bao khong hé thong nao khac giai ma ra duoc, thuong dung trao d6i khoa.

Public key (Encrypt) + Private key (Decrypt) = Confidentiality

Clear Encrypted

Public Key (Bob) & lg Private Key (Bob)

]

Hinh 18 — So d6 Public key Confidentiality Scenario

o Public key Authentication Scenario: khoa riéng tu (private key) dung ma hoa va
khéa cong khai (public key) dé giai mi. Vi khoa riéng tu (private key) mdi hé théng 1a
khéc nhau nén khi dung khoa riéng tu (private key) ctia hé thong niy ma hoa thi chi

c6 khoa cong khai (public key) ctia hé thong d6 méi giai ma ra, thudng ding xéc thuec.

Private key (Encrypt) + Public key (Decrypt) = Authentication

Clear Encrypted

Private Key (Alice) Public Key (Alice)

Hinh 19 — So’ d6 Public key Authentication Scenario
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¢. Phwong thirc ma hoa

o Mi héa theo khoi (Block cipher): dit liéu duoc chia lam timg khoéi ¢6 chiéu dai
¢ dinh va dugc mi hoa, néu chiéu dai cua dir liéu tho (plaintext) it hon so véi
khdi thi dit lidu rac duge thém vao cho dii mot khoi, vi thé thong thuong chidu dai
cta dir liéu dd ma hoa (ciphertext) 16n hon chidu dai dit liéu tho (plaintext). Mot
sO thuat toan (mg dung cach thirc mi hoa nay nhu AES, IDEA....

o Ma héa theo dong (Stream cipher): xit 1y trén bit, khong thay d6i kich thudc di
liéu ma hoa (ciphertext) so vai dit liéu tho (plaintext) ban dau va nhanh hon so véi
phuong thirc trén. Mot s thudt toan ing dung cach thirc niy nhu RC4, SEAL...

3232 Co sé ha ting khéa cong khai (PKI — Public Key

Infrastructure)
a. Gidi thi¢u
Heé thong cong nghé mang tinh tiéu chuan va ing dung dung khdi tao, luu trit va quan 1y cac
chirng thuc dién tir (digital certificate) cling nhu cac ma khoa cong khai va riéng tu. PKI ra
doi ndm 1995, khi cac t6 chirc cong nghiép va chinh phii xdy dung tiéu chuan chung dya trén
phuong phéap ma hoa hd tro ha tﬁng bao mat trén mang Internet. Tai thoi diém d6, muc tiéu 1a
xay dung bo tiéu chuan bao mat tong hop cling cac cong cu va 1y thuyét cho phép nguoi ding

va to chuec tao 1ap, luu trit va trao doi thong tin an toan trong pham vi c4 nhan va cong cong.

Hinh 20 — So' @0 Co S& Ha Tang Khéa Cong Khai (PKI)

Trong mat mi hoc, PKI 14 sy sdp xép gin cac khoa cong khai (public key) cho ngudi diung
tuong ng, xac dinh boi nha cung cdp ching thuc s6 (CA - Certificate Authority) ma dinh
danh mdi ngudi ding phai 1a duy nhat trong toan CA. Céc qua trinh nay thudong dugc thiét
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lap thong qua viéc dang ki va cip phat ching nhan tiy vao mirc do dam bao ma c6 thé dugc

thue hién boi phﬁn mém dat tai trung tam hodc 1a dudi sy gidm sat ciia con nguoi.
e Public Keys Certificates (Digital Certificate hay Identity Certificate)

Tai liéu dién tir sir dung chit ky sd (Digital Siganture) xac thuc cac bén trao doi, cAp phat boi
CA, nham cép phat an toan khoa cong khai tir ngudi giri (ma hoa) dén ngudi nhan (giai ma).
Trudc tién dé CA cap phat public key certificate, ngudi ding phai dang ky véi CA, gdm céc
qua trinh: ding ky, kich hoat va chirng nhan véi PKI (CAs va RAs) dién ra nhu sau:

v Ngudi dung dang ky voi CA hay RA. Trong qua trinh dang ky, dua ra cach nhan
biét dén CA, CA s& xac thuc dau cudi, giri public key ctia minh dén du cudi.

v/ Ngudi dung tao ra cip khoa public/private va chuyén khéa cong khai (public key)
cung véi yéu cau ching nhin dén Registration Authority (RA). RA sé& chiu trach
nhiém chip nhan hay tir chdi yéu cau ngudi dung. Sau do, RA gri yéu cdu dén CA
dé xac nhan cac chinh sach va dé xin chir ky tir CA.

v' CA ky 1én public key certificate v6i khoa riéng tu (private key) ciia minh dé tao
public key certificate cho nguoi dung

v' Lic niy, ngudi dung dau cudi c6 thé yéu ciu public key certificate cho ngudi
khéac, sir dung CAs public key dé giai ma nham bao dam tinh hop 1 cua chimg

nhan.

b. Cic thanh phin ctia PKI: Dé bao dam cac khod cong khai dugc quéan Iy an toan, CA

phai quan ly cac nhiém vu sau:

e Chimng thyc va dang ky mat mi dau cudi.

e Kiém tra tinh toan ven ciia khoa cong khai.

e Chimg thuc yéu ciu trong qué trinh bao quan cac khoa cong khai.

e Bimit cap phat khoa cong khai.

e Huy bo khoa cong khai khi n6 khong c6 du gia tri do dai.

e Duy tri viéc thu hdi cac thong tin vé khoa cong cong (CRL) va phan bd thong tin

(thong qua CRL cép phat hodc dap ung dén Online Certificate Status Protocol
[OCSP] messages).

e Pam bao an toan vé d6 16n cua khoa.

Dé don gidn hoa chic nang va gidm bdt viéc quan ly khoa cho CA, cac chuc nang trén lan

luot dugc chia cho ba bd phan sau:
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e Registration Authorities

Trong nhiéu truong hop, CA sé& cung cip tit ca cac dich vu can thiét ciia PKI dé quan ly cac

khéa cong khai bén trong mang. Tuy nhién c¢6 nhiéu truong hgp CA uy nhiém cong viéc RA.
Mot s6 chirc niang CA c6 thé uy nhiém thay thé RA nhu:

v

v

v

Kiém tra ngudi ding dau cudi dang ky khoa cong khai (public key) vdi CA dé co
khoéa riéng tu (private key) dung két hop voi khoa cong khai (public key).

Phat cdp khoa cong khai va khoa riéng tu (public/private keypairs) dung khoi tao
qua trinh dang ky.

Xac nhan cac thong sd cua khoa cong khai (public key).

Phat gian tiép cac Certificate Revocation List (CRL).

e C(ertificate Authorities

Cép phat chung nhan, xac thuc PKI clients va khi can thiét thu hoi chirng nhan, dai dién

ngudn tin cdy chinh cta PKI. CA 1a yéu t6 duy nhat phat Public Key Certificates dén nguoi

ding du cudi dap tng su duy tri CRL va phuc vu CRL Issuer. PKI c6 thé thiét 1ap nhiéu CA.

Gitp thiét lap viéc nhan dang céc thuc thé giao tiép v6i nhau duge dung dén. CA khong chi

chirng thuc PKI client ma con cho nhitng CA khac bang cach cip phat nhitng chirng nhan s

dén chung. Nhitng CA duoc ching thuc 1an Iuot c6 thé ching nhan cho nhitng CA khac dén

khi mdi thyc thé ¢ thé uy nhiém nhitng thuc thé khac ¢6 lién quan trong qua trinh giao dich.

e Validation Authorities: ddm bao x4ac nhan d¢ an toan, tin cay cua cac chung nhén so.

Muc dich: cho phép

v" Nhitng ngudi tham gia xac thuc 1An nhau va str dung cac thong tin tr chirng nhan

v

dé ma hoa va giai mi thong tin trong qua trinh trao doi.

Céc giao dich dién tur dien ra bi mat, toan ven va xac thyc lan nhau ma khong can

trao doi thong tin bao mat trudc.

Cung cép khoé cong khai va xac dinh mdi lién hé gitra khoa va dinh dang nguoi

dung. Nho vay, ngudi dung co6 thé sir dung trong mot sé g dung nhu:
o Ma hoa Email hay xac thuc nguoi guri Email.

o Ma hoa hodc ching thyc van ban.

o Xaéc thyc nguoi dung g dung.

o Céc giao thirc truyén thong an toan: trao ddi bang khoa bat d6i xtrng, ma hoa
bang khoa ddi xtmg.

Dé cung cap kha nang ma hoa va xac thuc, PKI str dung:

24



Xdy dung Firewall ASA va IPS bdo vé mang | 2010

e Thuit toan bam

Béo dam tinh toan ven cua dit lidu, néu co thay ddi nho ciing phat hién ngay. N6 hoat dong
mdt chiéu, voi bat ky gia tri dau vao nao thi bdm van cho gia tri dau ra c6 chiéu dai ¢b dinh.
Tuy nhién, thuat toan bam khong ma hoa dir liu, ti€u biéu 1a MD5 va SHA-1.

Pé tang tinh bao mat, HMAC ra doi. Di v6i thuat toan bam, tuy dit liéu thay ddi bi phat hién
nhung néu gia tri bam ciing thay do6i thi khong thé nhan ra, HMAC dung khoa bi mat (secrect
key) cho qua trinh bam, ting kha ning xac thyc va chng tan cong Man - in - the - middle.

e Chir ky so (Digital Signature)

Trong qua trinh giao tiép, khong chi dam bao dir liéu khong thay d6i khi truyén ma con phai
duogc giri tir ngudn tin cdy. Chit ky s cung cdp giai phap cho vin dé nay bang viéc dua ra
bang ching duy nhét dit liéu gbc, phat hién néu c6 bit cir thay ddi nao, xac thuc biang khoa

riéng tu (private key) ky 1én dir li¢u, chirng minh tinh xac thuc va toan ven chirng nhan.

Vé co ban chir k¥ sb hoat dong nhur sau: khi A gui tin nhan cho B, tin nhin nay dugc ky véi
khéa riéng tu (private key) ciia A (signature key) tao ra chit ky s ma chi c6 khoa riéng tu
(private key) ctia A méi c6 thé tao ra chit ky nay. Sau d6, né duge dinh kém tin nhan ban dau
va gui cho B. Sau khi nhan dugc, B dung khoa cong khai (public key) cia A (verification
key) giai ma phan chir ky ctia A, néu khac véi tin nhan thi ni dung thong diép da thay doi va
nguoc lai; ddng thoi A khong thé thoai thac trach nhiém khi giri tin nhin nay, vi chi c6 A mai
tao ra dugc chit ky nhu vay.

Chir ky s6 RSA (RSA Digital Signature): thuit toan bit dong bd pho bién nhit do Ron
Rivest, Adi Sharmi va Len Adlemen xay dung vao 1977. Hoat dong dua trén nhirng phép tinh
phirc tap voi con sb 1én dén hang chuc, hang trim chir s6. RSA sir dung khéa cong khai
(public key) duoc quang ba rong rii va khoa riéng tu (private key) giit bi mat tuyét doi.

Hoat dong

Pau tién tin nhin dugc bam, tao ra gia tri bam; gia tri nay dugc ky (ma hoa) voi khoa riéng tu
(private key) ctia A tao ra chit ky. Chit ky nay dinh kém véi tin nhin giri cho B. Sau khi B
nhan duoc tién hanh hai cong doan, 1ay chir ky giai ma voi public key ctia A dwoc gia tri H1
va lay tin nhin dem di bam tao ra H2. Néu H1 = H2 tin nhdn khong bi chinh stra trén duong
di va giri tir A; néu khong nguoc lai.
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Private Key A o Clear

49edOe3a7cdd... Untrusted e10d6200ace...
Network

Public Key A l i
49ed0e3aTcad... 49ed0e3aTcad...

Hinh 21 — So’ d6 hoat dong

3.2.4 Cac giao thirc VPN
3.2.4.1 PPTP (Point-to-Point Tunneling Protocol)

Nhu giao thire L2F (Layer 2 Forwarding), giao thic tao duong ham diém ndi diém (PPTP)
ban dau duoc thiét ké va phat trién dé tao va duy tri dwong ham VPN trén mang cong cong
dwa vao TCP/IP nho sir dung PPP - két qua nd Iuc chung cua tap doan Microsoft va hang loat
nha cung cap gdm Ascend Communications, 3Com/Primary Access, ECI Telematics. ..

St dung trén cac may ngudi ding v6i hé diéu hanh Microsoft NT4.0 va Windows 95+, ding
mé hoa dit liéu Ivu thong trén Mang LAN. PPTP duogc phat trién dua trén chudn RSA RC4 va

hd tro boi sy md hoa 40-bit hodc 128-bit. PPTP dugc dung dé bao boc céc khung PPP trong
cac goi IP dé truyén trén Internet hodc bat ky mang khac TCP/IP c6 thé truy cap cong cong.

o Néu hé thong tir xa hd trg PPTP, thi ¢ thé két ndi truc tiép voi VPN Server.

e Nguoc lai, c6 thé sir dung PPP dé ndi két voi may khoi tao két ndi VPN (L2TP
Access Concentrator — LAC) ctia nha cung cip dich vu Internet va sau d6 sir dung
PPTP d¢ két néi v6i VPN Server.
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REemote Corporate
Users Imtranels
ABC Corp.
=l
_-ﬁ" : -
T -~ IF,IFX, or
Any PPP
client FC
| sy XYZ Corp.
PP’T . Internet Sve Provider
-en '
client PC Access Server iP, IPX, or
Front-Ends

Hinh 22 — Két n6i VPN qua giao thirc PPTP

PPTP khong phat trién trén LAN-to-LAN, giéi han 255 két ndi t6i server va chi c6 mot
duong ham VPN trén mot két ndi. Ngoai ra, PPTP khong cung cip kha ning mi hoa cho cac
cong viéc 16n nhung lai d& cai dat va trién khai va 1a giai phap truy cap tir xa chi c6 thé lam
duoc trén mang Microsoft. Giao thirc nay thi duoc ding tét trong Window 2000...

3.24.2 L2TP (Layer 2 Tunneling Protocol)

Ra doi vao nim 1999 va dugc dinh nghia trong RFC 2661, xuat phat tir viéc ké thira nhiing
diém manh ctia cac giao thic trude d6 1a L2F (Layer 2 Forwarding) ctiia Cisco va PPTP cua
Microsoft. Phién ban méi hon cia giao thic nay- L2TPv3 da dugc phat hanh vao nam 2005,
cung cap nhitng tinh ning bao mat khac nhu kha ning mi hoa, c6 thé mang nhirng lién két dir
liéu khac ngoai két nbi PPP trén mang IP nhu 13 Frame Relay, Ethernet, ATM, ...

new IP header
LZ2TP message header
PPP header

. original IF header

message payload

L _H”;ﬁf‘\k
wen [ intenet ) |
HOST with L2TP
L2TP Client Network Coﬂopzate

Server
Hinh 23 — L2TP VPN
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Tao két ndi doc lap, da giao thuc cho mang riéng do quay ) (Virtual Private Dail-up
Network), cho phép nguoi dung két nbi thong qua chinh sach bao mat (security policies) dé
tao VPN hay VPDN. Tuy nhién, giao thirc ndy khong cung cp mi héa.

Hiéu qua trong két ndi mang quay s6, ADSL, va cic mang truy cip tir xa khac. Giao thirc mé
rong nay su dung PPP cho phép truy cdp VPN boi nhitng nguodi st dung tir xa. Mot duong
hiam L2TP dugc thiét 1ap thong qua ba dang:

e Voluntary Tunnel.
e Compulsory tunnel (cho cac két ndi di ti va cho dang quay sé tir xa).

e L2TP multi-hop connection.

3.2.43 GRE
Pa giao thirc truyén théng dong goi IP, CLNP va cac goi dit liéu bén trong duong éng IP (IP
tunnel). Vi GRE Tunnel, Cisco Router dong goéi mdi vi tri mot giao thirc dic trung chi dinh
trong goi IP header, tao dudng két ndi 4o (virtual point-to-point) t&i Cisco Router can dén va
khi goi dir liéu dén dich IP header s& duoc mo ra.
Bing viéc két ndi nhiéu mang con vdi cac giao thirc khac nhau trén giao thirc chinh. DPuong

him (GRE tunneling) cho phép cac giao thirc khac thudn loi trong viéc dinh tuyén cho goi IP.

3.2.44  IPSec (Internet Protocol Security)

a. Gioi thi¢u Application Layer

Presentation Layer

Phat trién boi IETF dinh nghia trong RFC 2401 - 2412, quy dinh
phuong thuc thiét 1ap VPN (Virtual Private Network) sir dung
IP address protocol nhim cung cdp co ciu bao mat & I6p

Session Layer

Transport Layer

Network Layer

Network. Do do, IPSec hd tro tit ca ung dung, bdo v€ va xéc m
thuc géi tin IP giira cac bén. IPSec khong rang budc bat ky thuat

Data Link Layer
toan ma hoa, xac thuc cu thé nao ma la t6 hop nhiéu chuan mé. Physical Layer

Hinh 24 — IPSec trong mé hinh OSI

Nho d6, IPSec cho phép mg dung cac thudt toan méi hon, tot hon ma khong can sira d6i
chudn cii. IPSec cung cép kha ning bao mat (Encryption Algorithm), toan ven dit liéu (Data
Integrity), kha ning xac thuc (Authentication) cic bén & 16p Network, tao nén dudng truyén

bdo mat gitta mot cdp Gateway hay cap Host tham chi gilta Gateway va Host.
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IPsec
Framework

Choices

IPsec Protocol

Encryption

Authentication

Diffie-Hellman

Hinh 25 — Céc thanh phan trong IPSec

Encryption: Mtcc d6 bao mat, kha thi tily vao chiéu dai khoa ma hoa va thoi gian xir Iy thuat
toan. Do d6, van dé dit ra 1a chon lya thuat toan nao véi do dai khoa nhu thé nao dé hé théng
vira bao mat vira khong tiéu tén qua nhiéu hidu suat xir 1y. Sau day 1a mot sé thuat toan va do
16n cta khoa khuyén khich ding: DES (56 bit), 3DES (112 bit, 168 bit), AES (128 bit, 192
bit, 256 bit), RSA (512 bit, 768 bit, 1024 bit), SEAL (160 bit).

Data Integrity: dit li¢u truyén trén Internet c¢6 thé bi chinh stra. Vi thé, IPSec st dung thuat
toan HMAC - MD5 hoic HMAC - SHA - 1 dé bao toan dit liu.

Authentication: xac thuc ddi tugng giao tiép 1a didu hét sirc quan trong trude khi bit dau
thiét 1ap két ndi giita hai bén. IPSec cung cip ba phwong thirc x4c thyc:

o Pre-shared Key: gia tri nhap bang tay vao mdi bén, ding dé xac thuc véi nhau.

e RSA signature: trao d6i nhau chirng nhan, sau do moi bén sinh ra mot gia tri bam tu
tin nhin va mi hoa véi khoa riéng tu (private key) ctia minh, dinh kém tin nhin va gui
cho nhau. Sau khi nhan dugc, mdi bén ding khéa cong khai (public key) giai mi gia
tri bam da md hoa. Néu trung gia tri bam tin nhin nhan duge thi xac thuc thanh cong.

¢ RSA encrypted nonce: tuong tu RSA signature. Tuy nhién khong dung chirng nhan
(certificate), thay vao d6, khoa cong khai (public key) nhap bing tay & mdi bén.

IPSec hoat dong ¢ hai mode:

o Transport mode: chi bio vé payload cua géi tin, tir ip header tro di vin khong doi.
Tuy nhién, néu nhu AH dugc sir dung thi ip header khong thé thay d6i. Viéc thay dbi
ip header s& dan dén géi tin bi drop. Vi thé chi hoat dong tét giita host va host. Van dé
nay dugc giai quyét khi sir dung NAT — Traversal, s& duoc d& cap sau.
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Criginal 1P datagram

IP Header Payioad

Datagram with IPSec (AH or ESPF) in Transport Mode

AH or ESP - ESP
IP Header | =L 5 Payload ESP Traller | authentication
» Encrypted >
= Authenticated (ESP) o
Authenticated (AH)

L

Hinh 26 — Transport mode

o Tunnel mode: bao mat toan ven goi tin IP dinh tuyén (Routable IP) trén Internet. So
v&i Transport mode, Tunnel mode hoat dong tdt hon, hd trg ca Gateway to Gateway.
Tuy nhién, vé hiéu ning mang thi Tunnel mode khong bang Transport mode vi

Tunnel mode phat sinh thém truong IP header mai, con Transport mode thi khong.

Criginal IF datagram

IP Header Payload

Tunnelad P datagram

New
IP Headear

|P Header Payload

Datagram with IPSec (AH or ESF) in Tunnel Mode

MNew AH or ESP | ESP
IF Header Header IP Header Payload ESP Traller Authentication

Ly Encrypted

» Authenticated (ESP)

Authenticated (AH) f

Hinh 27 — Tunnel Mode

b. Téng hop cic giao thirc va thuit toan dwge sir dung
#+ Cac giao thic sir dung
e ESP (Encapsulating Security Payload)

Mot trong hai giao thirc chinh cAu thanh IPSec. ESP bao mat cao, hd tro nhiéu thuét toan ma
hoa d6i xtng nhu DES va 3DES. Ngoai ra, ESP h trg tinh toan ven dit liéu (Integrity) va
chung thuc (Authentication).
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Hoat dong é hai mode: transport mode va tunnel mode.

Transport mode, ESP chi ma héa va xac thuc ndi dung cua dir li¢u va mot s6 thanh phﬁn khac
nhu hinh 28.

P TCP
header header Data
- 7~ - "Jlin !
- = - = ! !
- - ! I
= - e & - : Fl /
IP ESP TCP Data ESP ESP
header header header trailer Authen.data

4 encrypted *
+ authenticated +

Hinh 28 — ESP Transport mode packet

Ddi v6i Tunnel Mode, ESP mi hoa toan bo dit lidu géc va xac thuc phﬁn dir liéu da ma hoa

nay cung voi ESP Header dugc thém vao cung vai IP header moi.

Original | OriginallP
packel Haader TCP Header Data
ESP Tunnsel New Original ESP ESP
mode packet | 1P Hoadar |ESF HOa0ar | (b 4 aar | TCF Header Hal Trailer authen.data
] ancrypted *
————— Authenticated (integrity protection)

Hinh 29 — ESP Tunnel mode packet

Cac truong trong goi tin ESP
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0 T8 1516 2324 #

Security parameters Index (SPI)

Sequence Number

Initialization Vector and Payload Data

Padding

Pad Length | Mext Header

Authenlication Data

Hinh 30 — ESP fields

ESP thém mot header va trailer vao xung quanh noi dung mdi géi tin. ESP Header duogc cdu
thanh boi hai truong:

e SPI (32 bits): dau cudi mdi két ndi IPSec tuy chon gia tri SPI1. Phia nhén dung gia tri
SPI véi IP dich va giao thuc IPSec dé xac dinh chinh sach SA duy nhit ma né duge
ap cho goi tin.

o Sequence Number: cung cip dich vy anti-replay. Khi SA duoc thiét lap, chi s nay
khoi dau vé 0. Trude khi mdi goi tin dwoc giri, chi s6 nay ting 1én 1 va dat trong ESP
Header.

Phan ké tiép cua goi tin la Payload, n6 dugc tao boi Payload data (dugc ma hod) va
Initialization Vector (IV) khong mé hoa. Gia trj IV trong sudt qué trinh mi hoa 14 khac nhau

trong mdi goi tin.

Phan thtr ba ctia goi tin 1a ESP Trailer, n6 chira it nhat 14 hai truong:
e Padding ( 0-255 bytes): c6 thé duoc thém vao cho du kich thudc cia mdi goi tin.
e Pad length: chiéu dai ctia Padding.

o Next header: xic dinh kiéu giao thirc chira trong trudng payload. Néu 13 IP thi chira
gia tri la 4, néu 1a TCP thi 6, UDP thi 17. Mdi ESP Trailer chira mot gia tri Next
Header.

Va cubi cung 1a Authentication data chira gia tri Integrity Check Value (ICV) cho géi tin
ESP. ICV duogc tinh 1€n toan bd goi tin ESP cong nhan cho truong dir li¢u xac thuc cua nb.
ICV biét dau trén ranh gidi 4 byte va phai 1a boi s6 cua 32-bit (don vi tir).
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e AH (Authentication Header)

Cung ESP, AH 14 hai giao thirc chinh cAu thanh IPSEC, cung cép tinh toan ven dur liéu, xac
thyc. AH bam céc truong dit liéu trong goi tin ké ca IP header, ngoai trir nhitng trudng thay
d6i trén duong di nhu TTL (Time — To — Live), truong AH header do ham bam sinh ra duoc
thém vao goi tin. Vi trudng IP header dugc bam nén néu trén duong di c6 NAT (Network
Address Translation) thi AH khong hoat dong dugc. AH hoat dong nhu chir ky sé dam bao
g6i tin khong bi gia mao nhung lai khong cung cip kha ning ma hoa va giai ma.

Ciing nhu ESP, AH c6 hai mode: transport mode va tunnel mode.

Original
packet IP Header TCP Header Data
-~ = " - £ 8 h - . i = k.
fﬂg;ﬂgféﬂ IP Header AH Header | TCP Header Data
Authenticated (Integrity Protection) =
Hinh 31 — AH Transport mode
Original OriginallP
packet e TCP Header Data
AH Tunnel New® | AHHeader | ON9NIP | 7cp Header Data
made packe
4 Authenticated (Integrity Protection) e

Hinh 32 — AH Tunnel mode

Déi v6i ca hai mode, AH xéc thyuc toan bd goi tin (tir data dén IP header). Sy thay ddi ip trén
duong truyén dan dén AH khong hoat dong duoc.

AH Header gom cic truong sau:
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Ta 15 16 3

Mext Header Payload Length Reserved

Security parameters Index

Sequence Mumber

Authentication Data (ICV)

Hinh 33 — AH header

Next Header: dai 8 bits, xac dinh kiéu giao thirc chita trong truong payload.
Payload Length: chia chiéu dai AH Header.

Reserved: danh sir dung trong tuwong lai (cho dén thoi diém nay né dugc biéu thi bing
cac chi s 0).

Security parameter Index (SPI): dau cudi mdi két ndi IPSec tuy y chon gia tri SPI,
dung nhan dang két ndi. Bén nhén sur dung gia tri SPI cung véi dia chi IP dich va loai
giao thirc IPSec (truong hop nay 1a AH) dé xac dinh chinh sach SA dung cho goi tin

(nghia 13 giao thirc IPSec va cac thudt toan nao duge dung dé ap cho goi tin).

Sequence Number: ting 1én 1 cho mdi AH datagram khi mot host giri ¢6 lién quan
dén chinh sach SA. Gia tri bt dau ctia bo dém 1a 1, chudi sé nay khong bao gio cho
phép ghi dé 1én 1a 0 vi khi host giri yéu cau kiém tra ma no khong bi ghi dé va n6 sé
thoa thuan chinh sach SA m&i néu SA nay dugc thiét 1ap. Host nhan s& dung chudi sb
dé phat hién replayed datagrams. Néu kiém tra bén phia host nhan, bén nhan c6 thé
nodi cho bén giri biét ring bén nhan khong kiém tra chudi s, nhung doi hoi nd phai
lubn co trong bén giri dé tang va giri chudi so.

Authentication Data: chira két qua cua gia tri Integrity Check Value (ICV), ludn 1a
boi ctia 32-bit (tir) va phai duoc dém vao néu chiéu dai ICV trong cac bytes chua day.

Trong qua trinh hoat dong, viéc xac thuc [PSec mang lai 1gi ich rat cao. Tuy nhién bén canh

d6, nd ciing mang lai khong it su phién toai.

AH x4c thyc goi tin dya vao thong tin [P header. Do vay, n6 s€ khong tuong thich véi
cac thay ddi do co ché NAT mang lai. Vi gia tri ICV cua AH dugc tinh toan trudc
NAT nén khi goi tin guri téi dich, viée kiém tra tinh toan ven s& that bai.

Trong ché do transport, ESP va NAT khong twong thich v6i nhau vi cac thong tin cia
phan header goi tin bi NAT thay doi. Khi NAT thyc hién thay d6i phan thong tin vé
IP, n6 ciing tinh lai gia tri checksum trong TCP header va vi TCP checksum duogc

tinh toan khong chi dua vao TCP header, ma con dua vao cac thong tin tir IP header,
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nhu dia chi ngudén/dich cua géi tin nén NAT di pha v tinh toan ven géi tin. Trong
ché do Transport ESP, toan bd TCP header dugc ma hoa, NAT box khong thé tinh
toan lai TCP checksum (twong ty ddi véi UDP packets khi UDP checksum duoc tinh
dén). Két qua 1a true khi giai ma, goi tin s& bi hity vi khong bao dam tinh toan ven.
Dé giai quyét cac van dé trén, NAT — Traversal ra doi vao nam 2001, 1a két qua dong ¥ hop
nhét hai phuong phap tiép can canh tranh duoc dé xuat v6i IETF cua SSH Communications
va cac déng tac gia F-Secure, Microsoft, Cisco, Nortel.
Gidi phap 1a goéi tin sau khi dugc ma héa, xac thyuc thi dugc dong goi theo giao thirc UDP véi
su xudt hién cua hai truong bd sung 1a UDP header va Zeropad.

TCPf

—
2O e | original Payload

IF Hdr Hdr

Encrypled
Authenlicated

NAT or NAPT modifications here unaffected by
encryption and do not break ESP authentication

Hinh 34 — Géi tin hd trg NAT-Traversal

Hién tai, AH khong tuong thich NAT — Traversal vi khong stir dung rong rai nén khong dugc

vu tién phat trién. SSH Communications ciing d dé xuét phat trién thém dé hd trg AH.

Tat nhién, dé sir dung NAT — Traversal, ca hai thiét bi ddu cudi (gateway to gateway, client to

gateway, client to client) déu phai hd tro.

e IKE (Internet Key Exchange)

Xéc thuc hai bén, dam phan gitra IKE va [PSec SA, tao cac khoa dé ma hoa dit liéu IPSec, ¢6
cung chtrc nang vdi ISAKMP (Internet Security Association and Key Management Protocol).

e DH (Diffie-Hellman)

Tao khoa bi mét (secrect key) giita hai bén trén kénh truyén khong bao mat, dung bén trong
IKE dé tao session key. Hoat ddng bang cach hai bén thong nhit nhau (c6 thé cong khai) 2 sb
p va q (sb nguyén nho hon p), mdi bén giit s6 bi mat lan luot a, b. Sau d6 A giri X = (q"a)
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mod p cho B, B ciing giri Y = (q"‘b) mod p cho A. Bang phuwong phép tinh toan riéng, hai bén
cung tinh ra gia tri K = ((q@”"b)*a) mod p = ((q"*a)"b) mod p 1a khoa bi mat (secrect key).

B Go—r___

Shared Secret Key, DH @) @ shared Secret Key, DH
Derive Shared Secret Number: Derive Shared Secret Number
VDHS =(B*A A),m"d (P)=8 DHS = (A" A B) qur(P} =8

> e Select Number (Kept Private), B=7
T B*=(QAB)mod (P)=2
Select Number (Kept Private), A=3 e 5
A*=(Q"MA)mod (P)=6
Random Prime #1, (P) = 11
‘ 7 Random Prime #2, (Q) = 19 ‘
U o U
James Charlie
Message: Message:
Test Message: Test Message:
Let's go play some basketball Let's go play some basketball
| Note: f\
& cind These can be any symmetric
: oF - —-—-- key transforms, such as DES, -----J > | I
> ; 3DES, or AES N N
1
I l < D@

Cipher Text: ¢ e Cipher Text: |

f8desaORQ(eQW*()SD | <> | f8desaORQ(eQW*()SD

Hinh 35 — Cach thirc hoat dong ciia DH

4+ Cac thuit toan sir dung
e Thuit toan ma hoa

DES (Data Encryption Standard): con goi Lucifer, phat trién boi IBM vao nam 1975, thuét
toan mi hoa dbi xtmg hoat dong & dang ma hoa timg khédi (block cipher - 64 bit block). DES
14 sy trao d6i c6 trinh tu va thay thé cac bit dit liéu, két hop khoa mi héa, hd trg khoa cb
chiéu dai 64 bit trong d6 56 bit mi hoa, 8 bit con lai kiém tra parity. Tuy nhién, néu ding
khoa c6 chiéu dai nhoé hon 56 bit vi du 40 bit thi 6 manh that sy cta khoa chi & 40 bit.

DES dua trén nhirng tinh toan co ban nén n6 co thé dé dang dugc trién khai trén phan cimg,
chu trong dén tdc d6 ma hoa va giai ma, chia lam hai dang con:

e Dang ECB (Electronic Code Book): mbi dir liéu thd (plaintext) 64 bit dung chung

khéa 56 bit ma hoa, néu hai khdi dir lidu tho gidng nhau dung chung khoa mé hoa thi

dir liéu md hoa (ciphertext) s& gibng nhau. Vi thé, ké tdn cong c6 thé loi dung diém

nay, bit lai cac géi tin, khong quan tdm ndi dung bén trong va giri lai. Vi du ké tan
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cong bét lai goi tin diing nhap cia nguoi quan tri duge bao vé boi DES - ECB, sau do
giri lai va ké tin cong c6 thé xam nhap hé thong. Dé chong lai didu nay, CBC ra doi.

e Dang CBC (Cipher Block Chaining): mbi khdi 64 bit dit liéu tho (plaintext) déu
dugc XOR véi dit liéu ma hoa (ciphertext) sau d6 dir li¢u tho (plaintext) d@ XOR méi
duoc ma hoa. Vi thé néu tat ca khoi dit liéu tho (plaintext) déu gidng nhau thi ciing
khong thé cho ra dit liéu ma hoa (ciphertext) gibng nhau...

3DES (Triple Data Encryption Standard): dang bién ddi cia DES dugc lap di l1ap lai ba
ldn v6i cac khoa khac nhau vi thé 3DES manh hon DES gép d6i, c6 thé chong lai tn cong
Brute - Force. 3DES str dung khoa c6 chiéu dai 1én dén 168 bit so voi DES (56bit) bao gdm
ba khoa c6 chiéu dai 56 bit K1, K2, K3.

e Ma héa: dung K1 ma hoa, dung K2 gidi ma, dung K3 ma hoa.
o Gidi ma: dung K3 giai ma, K2 ma hoa, K1 giai ma.
AES (Advanced Encryption Standard): NIST (The National Institute of Standards and

Technology) dua ra AES thay thé DES trong cac thiét bi ma hoa. AES cung cap tinh bao mat
cao hon nhiéu so v&i DES va hiéu qua hon so v6&i 3DES. AES dung khoa 128, 192, 256 bit.

RSA (Rivest, Shamir, and Adleman) signature: ma hoa bat d@)ng b, tuy muc dich st dung
ma dung khoa ma hoa giai ma thich hop, img dung nhiéu nhét trong chit ky dién tir.

e Thuit toan bam

MDS (Message Digest 5): dung dé xac thuc gdi tin dir li¢u, dam bao néu g0i tin bi chinh sua
trén dudng truyén s& phat hién ra. HMAC (MD5 Hashed Message Authentication Code) 1a
bién thé cua MD5, cung cép tinh an toan cao hon MD5. Thuat toan bam la thuat toan mot
chiéu. Vi thé, viéc chuyén gia tri i dugc bam vé gia tri ban dau 1a khong thé. Bat ké gia tri
dau vao 1a bao nhiéu thi gia tri dau ra van la c6 dinh. IKE va ESP ding MD5 dé xac thuc.
SHA-1 (Secure Hash Algorithm 1): Nhu MD5, SHA-1 1a mdt thudt toan hash dung dé xac
thirc dit liéu géi tin, bién thé 13 HMAC-SHA-1va ding dé xac thyc IKE va ESP.

c. IPSec hoat ddng: gdm 5 budc chinh

Buéc 1 - Xic dinh Interesting trafic: ludng thong tin duoc coi 1a Interesting trafic khi no
duoc nhan ra réng day la dir ligu can duoc bao vé, tuy thudc vao chinh sach trén thiét bi VPN.
MG&i dit lidu di qua thiét bi (Inbound, Outbound) déu c6 2 hudng xir Iy:

e B0 qua IPSec, dit liéu dugc guri dang cleartext.

° Ap cac chinh sach IPSec da duoc dinh trudec.
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Buéc 2 - IKE Phase 1: Myc dich co ban 1a dam phan cac chinh sach, xac thuc peer va thiét

lap kénh bao mat gitra cac bén, xdy ra trong hai mode:

Aggressive mode: nhanh hon nhung khong hd trg kha niing bao vé tinh toan ven cia
dir lidu trén dudng truyén nhu main mode. Do do, hai bén phai trao doi thong tin xac

dinh trudc dé thiét lap secure CA, bao gém hai budc:

v' Buwéc 1: dam phan chinh sach, DH public key khoi tao, giri cho dbi tac cung thong
tin xac thuc hai bén, sau khi ky thi goi tin tra vé va hoan tat qué trinh trao doi.

v' Buéc 2: tai khang dinh qua trinh trao doi.
Main mode: gdm ba budc trao doi:

v Buée 1: ding cac thuit toan va ham bam dé bao mat thong tin IKE duoc dam

phan va chap nhén gira cac bén.

v' Budc 2: sir dung DH dé tao khoa bi mat (secrect key) dung dé sinh ra tit ca khoa
cho qué trinh ma hoa va xac thuc & bude mot ké ca budce hai (néu can thiét).

v" Buéc 3: xac minh tinh xdc thuc peer con lai, dung xac thuc remote peer. Néu

khong tién hanh xac thye, c6 kha nang khdi tao két noi bao mat vdi ké tan cong.

Policy set: khi ¢ ging thiét 1ap kénh bao mat, chinh sach dé nghi trao ddi v6i nhau.
Can ctr chinh sach nay, lan luot kiém tra theo do wu tién tir cao dén thép (mot 1a cao
nhét), dén khi hai bén chon ra chinh sach phii hop ma ca hai cling hd tro (cing thuat
toan ma hoa, xac thyc, DH va bam) thi qua budc tiép theo, néu khong két ndi bi ngit.

DH key exchange: phuong thirc trao doi khoa cung cap giai phap cho hai bén gitp
tao nén khoa bi mét (secrect key) trén duong truyén khong bao mat ma van dam bao
d6 an toan ciia khéa. DH c6 nhiéu nhom (1 - 7) trong d6 nhom 5 khuyén khich ding
nhét, nhom 7 chi dung cho céc thiét bi cam tay c¢6 vi xir Iy yéu. Sau khi viéc dam phan
nhom két thuc, khoa bi mat (secrect key) duogc tinh toan. Khoa bi mat chia sé (Shared
secrect key - SKEYID) niay dugc dung dé tinh ra ba khéa khac: SKEYID a,
SKEYID_d, SKEYID e. Médi khoa c6 muc dich sir dung khac nhau. SKEYID a duing
cho qua trinh xéc thuc, SKEYID e dung cho qué trinh ma héa (budc 1), SKEYID d
ding sinh khéa cho budc 2. Tat ca khoa trén déu duoc sinh ra sau khi két thuc budc 1.

Authenticate Peer Identity: Trén thiét bi noi riéng va cudc sdng noi chung, viéc xac
dinh duoc ngudi dang giao tiép 1a diéu hét sirc quan trong va khong hé du thira. Vi thé
trude khi qua budc 2 (1ap kénh bao mat cho dit liéu) thi can phai c6 budc xac thuc hai
bén (peer). Co 2 cach xac thuc: Pre-shared key hay RSA signature.
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Encryption algarithm DE3S 3DES or AES
Hash algorithrm MD5 SHA-1
Authentication method Pre-share R3A Signature
Key exchange CH group 1 DH Group 5

[KE SA lifetime 86,4000 seconds =H6,400 seconds

Hinh 36 — So sanh chuin ma hoéa, thuit toan bim, phwong thirc chirng thue...

Securit Securi
"“f[”‘ Apolance A Aoplnca 5 HostB
/ /
IKE Phase 1:
10012 Main Mode Exchange 10023
Negotiate the , Negofiate the
Policy Policy
DH Exchange DH Exchange
Verify the Peer = Verify the Peer
Identity ‘ | dentity

Hinh 37 — Cac buéc dam phan giai doan 1

Buéc 3 - IKE Phase 2: thoa thuan tham sb bao mat IPSec (IPSec security parameter) dé bao
mat dudng ham IPSec (IPSec tunnel), thanh 1ap IPSec SA, dinh ky dam phan IPSec SA bao
dam bao mat, tao khoa méi cho qua trinh truyén dir liéu (optional).
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IPsec Transform Sets
Security Hast B

Appliance B
Megotiate Transform Sets g g
it : 10.023
Transform Set 55
ESF
30ES
IPsec transform sets SHA
] Tunnsl
Lifztime

* Afransform set is a combination of
algorithms and protocols that enacts
a security policy for traffic.

Hinh 38 — Poi chiéu cic tham s6 bao mat

Buéc 4 - Data transfer: dit lidu dugc truyén giira 2 peer.

Buoc 5 - IPSec tunnel termination: IPSec SA bi xda hodc time out.

<+ Hoat dong cu thé
o Djivéi IKE phase 1
v Pre-shared key

o Véi Main Mode
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Initiator (Alice) Responder (Bob)

"’W
L @ooum —

* Messages Are Encrypted
X and Y—Diffie-Hellman Public Values
N; and N—Nonce (Random Data Used to Guarantee Liveness)

Hinh 39 — IKE giai doan 1 sir dung Pre-shared key trong main mode

Bude (1) Initiator gui goi ISAKMP c¢6 header chtra cookie Ci va policy SAi dugc dinh nghia
trudc (phuong thirc xac thyc, thuat toan ma hoéa, thuat toan bam, DH, lifetime...)

Budce (2) Responder gui tra lai goi ISAKMP chtra cookie Ci nhén dugc kém theo cookie Cr
va SAr. SAr dugc lya chon trong $6 nhiing chinh séch da dugc cAu hinh ma phu hop véi SAi,
néu tat ca déu khong phu hop thi Responder giri lai goi tin tir chdi.

Buéc (3) va (4) xdy dung khoa bi mat (secrect key). Sau qua trinh nay sinh ra bén khoa.
SKEYID (Shared Key ID) va K dugc dung dé sinh ra ba khéa con lai:

SKEYID = hash (Pre-Shared Key, Ni/Nr)
SKEYIDd= hashfunc (SKEYID, K|CI|CR|0)
SKEYIDa hashfunc (SKEYID, SKEYIDd|K|CI|CR|1)

SKEYIDe = hashfunc (SKEYID, SKEYIDa|K|CI|CR|2). Qua ham hashfunc (key, data) nén
khoa duoc tao ra 1a hoan toan khac nhau.

SKEYIDd dugc dung dé sinh ra thém nhiing khoa khéac dung cho giai doan 2 (néu cén).
SKEYIDa dugc dung cho qua trinh Integrity cia ISAKMP message.

SKEYIDe dung dé encrypt IKE message.
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Budc (5) va (6) goi tin ma hoa béng SKEYIDe, x4c thuc, kiém tra toan ven béng ham bam:
HASHi = hash (SKEYID, X|Y|Ci|Cr|SAr[IDi)
HASHTr = hash (SKEYID, X|Y|Cr|CiSAi|IDr)

v' Véi Aggressive Mode

Initiator (Alice) Responder (Bob)

@ CI', X, Nj_ D
@ C,C Y N IDr, HASH!
‘ @ ‘Cr'; Cr! HASHJ

X and Y—Diffie-Hellman Public Values
N; and N,—Nonce (Random Data Used to Guarantee Liveness)

Hinh 40 — IKE giai doan 1 sir dung Pre-shared key trong aggressive mode

Budc (1) Initiator giri g61 ISAKMP chira Ci, gia tri public X cua DH... cho Responder.

Buwdc (2) nhan dugc X, responder co thé nhanh chong tim ra bdn khoa can thiét: khoa,

SKEYIDa, SKEYIDe, SKEYIDd. Sau do6 toan bg cookie, Y, hash... gui lai cho Initiator.

Budre (3) Initiator giri gia tri bim cung cookie lai cho Responder hoan tit qua trinh xéc thyec.

v' Digital Signature

o Véi Main Mode
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%’
‘/’@ﬁ/w’_
——QCcncemse
w

* Messages Are Encrypted
X and Y—Diffie-Hellman Public Values
N; and N.—Nonce

[CERT]—Certificates

Hinh 41 — IKE giai doan 1 sir dung Digital Signature trong main mode

Gidng Pre-shared key, chi khac & budc (5) va (6). Gia tri ngiu nhién duoc bim va mi hoa
bang khoa riéng tu (private key) ctia chinh minh, dinh kém cing chirng nhén (certificate) giri
di. V61 SIG duoc tinh nhu sau:

SIGi= PRIVATEKEY i (HASH1)
SIGr = PRIVATEKEY r (HASHTr)
Va khéc cach tinh SKEYID:
SKEYID = hash (NiNr|K)

Sau khi nhan dugc, ca hai ding khoa cong khai (public key) cia ddi phuong giai mé chir ky
duogc gia tri bam, dem gié tri ngﬁu nhién nhan dugc di bam, néu hai gia tri béng nhau thi xac

thuc thanh cong.
o Déi véi IKE phase 2

Sau khi thiét 1ap kénh bao mat thanh cong, xét dén giai doan IKE giai doan 2, gdm ba budc:
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Initiator (Alice) Responder (Bob)
@ Cr, SAi, N, |

1D, Dy, HASH“}

(IDi, 1D, HASH

@) i Cr SA N2
@ Ci Cr, HASH(;}}

* Messages Are Encrypted
N—Nonce (Random Data Used to Guarantee Liveness)

Hinh 42 - IKE giai doan 2

Bude (1) Initiator giri goi tin ISAKMP chita IPSec SA kém theo Ni2. Gid tri N nay dung tinh
toan khoa méi nham chdng lai tan cong Replay. Binh thuong, tat ca khoa cua IPSec déu sinh
ra tir SKEYIDd ciia phase 1. Do d6, néu ké tin cong ¢ trinh d¢ hiéu biét vé cach DH hoat
dong ciing nhu co ché sinh khoa SKEYIDd s& c6 thé tinh toan ra cac khoa hién hanh va
nhitng khoa dung trong thoi gian téi dén khi IKE két thuc. Vi thé dé tang cudng bao mat, PFS
(Perfect Forward Secrecy) ding dé tach biét mbi quan hé giita khoa cii va méi. Néu kich
hoat, gia tri DH (X, Y) duogc tinh lai tir d6 sinh ra khoa bi mat (secrect key) méi tur K:

HASH (1) = hash (SKEYIDa, Mid|SAi|Ni2) khong c6 PFS

HASH (1) = hash (SKEYIDa, Mid|SAi|Ni2|X|IDi/IDr) véi PFS

Buwdc (2) Responder gtri goi tin ISAKMP véi ndi dung tuong tu.

HASH (2) = hash (SKEYIDa, Mid|SAr|Ni2|Nr2) khong c6 PFS

HASH (2) = hash (SKEYIDa, Mid|SAr|Ni2|Nr2|Y|IDi|IDr) voi PFS

Buwérc (3) Tinh toan HASH (3) dé kiém tra kénh truyén trude khi thiét 1ap IPSec.

HASH (3) = hash (SKEYIDa, 0|Mid|Ni2|Nr2)

Sau khi goi tin thir ba dugc guri thi bit dau truyén IPSec, néu Responder khong nhan dugc goi
tin thir ba nay thi moi goi IPSec gtri dén déu bj bo di. Pé tranh trudng hop nay, Responder
thiét lap bit cam két trong qua trinh trao doi goi tin thir hai. O géi tin thir ba, Responder yéu
cau thiét 1ap bit cam két. Mot khi xac thyc duge goi tin thir ba thi Responder giri lai thong

bao cho Initiator sdn sang cho két ndi IPSec.
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3.2.5 Cacloai VPN
3.2.5.1 Easy VPN

Dua trén co s& IPSec, Easy VPN khong khac nhiéu so v6i IPSec VPN. Diém khac biét & chd

cac budce lam viéc cua client va server.

Viin phand tal nha

Ve - *
Van phong tir xa = f@ ; :
Vin phong chinh

internet _ ~
-~

-~

Wan phong tir xa

MNhan vién di dgng

Hinh 43 — Easy VPN

So lugt hoat dong
e VPN client khoi tao két ndi dén server (IKE Phase 1).
e VPN client thanh 1ap mét SA (security association) cho ISAKMP.
e VPN server chap nhian SA do VPN client dé nghi.
e VPN server yéu cau username va password.
e Bit ddu qua trinh c4u hinh.

e Bit dau qua trinh RRI (Reverse Route Injection - tinh ning gitip cho qua trinh thiét ké
VPN dé& dang hon khi yéu cdu tinh ning ning cao nhu redundancy hay
loadbalancing), tu dong thém cac duong dinh tuyén tinh (Static Route) cua Remote
Client vao server. Mdi dudng nay duge tao tir cac thudc tinh co ban nhu Network va

Netmask véi next hop 1a diém dau ciia tunnel.

e Hoan tat qua trinh két nbi v6i IPSec quick mode.
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Main Mode (hoat dong & giai doan 1) dam phan IKE nham thiét lap kénh bao mat nhu
ISAKMP Security Association (SA) gitta hai may tinh. ISAKMP SA bdo vé sy théa thuan
cac tham sd bao mat. Do d6, Main Mode gip xac dinh tap hop cac bd mat ma, trao d6i khoa

dé thiét 1ap khoa bao mat chia sé (shared secret key) va xac thuc mdi bén.

Quick Mode (hoat djng sau giai doan 1 nhung khong & giai doan 2) thiét 1ap cac thong sb
bao mat (SAs) duogc goi la IPSec SAs. Trong sudt Mode nay, khoa luén dugce tinh toén lai,
néu can thiét, c6 thé sinh ra khdéa mdi. Mot bd bao vé phu hop ciing duogc lya chon. Quick
Mode khong duoc xem 1a sy trao d6i hoan chinh bai con tuy thuoc vao Main Mode.

Budée 1: Nguoi ding giri g6i tin truy van dén server. Néu pre-shared key duroc ding xéc thuc
thi IKE giai doan 1 hoat dong & Aggressive Mode, cac tén nhom dung phan biét gilta cac
nhém nguoi st dung VPN. Con néu digital certificate dugc sir dung xac thuc thi IKE giai
doan 1 hoat dong & Main Mode, khi d6 truong organization dugc dung xac dinh nhém.

Buwée 2: Ngudi ding giri cac SA cho Server gdm thudt toan ma hoa, bam, phuong thirc xac
thuc va nhém DH.

Bwée 3: Sau khi nhan cac SA tir client, server kiém tra SA phit hop theo mirc dé wu tién cao.
Sau d6, Server gui lai cho client SA dugc chon (SA dugc hd tro trén ca client va server).

Buwdc 4: Hoan tat ba budc trén, server sé€ yéu cau client cung cap username va password xac

thyc. Khi nhan dugc thong tin xac thuc, server dung AAA dé kiém tra thong tin xac thyc nay.

Buwée 5: Néu xac thuc thanh cong, client yéu cau cac thong sé cau hinh nhu IP address, DNS,
split tunnel information. .. trong d6 IP 1a bét budc.

Buéc6: Thyc hién qua trinh RRI. Khi ¢6 mdi IP client duge ghi nhan vao bang Routing clia
server. Tinh ning nay duoc khuyén khich st dung khi c6 nhiéu hon mot VPN server trong hé

thdng va dia chi duoc sir dung dé cép cho client thay vi dung IP Pool.

Budre 7: Dén day, IPSec SA s€ dugc thiét 1ap sau d6 VPN connect dugc hoan tat.

3.2.5.2 Site to Site VPN

Viéc st dung mat ma danh riéng cho nhiéu nguoi dé két ndi nhiéu diém c6 dinh vdi nhau

thong qua mang Internet, dua trén:

e Intranet: néu cong ty c6 vai dia diém tir xa mudn tham gia vao mang riéng duy nhat,
ho co thé tao ra mot VPN Intranet (VPN ndi bg) dé ndi LAN véi LAN.

e Extranet: khi cong ty c6 mdi quan hé¢ mat thiét voi cong ty khac nhu ddi tac cung
cap, khach hang...ho co thé xdy dung VPN extranet (VPN moé rong) két néi LAN véi
LAN dé nhiéu t6 chirc khac nhau c6 thé 1am viéc trén mot moi trudng chung.
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Hinh 44 — Két noi cac doanh nghiép qua mang cong cong

Su két ndi hai mang riéng 1¢ thong qua duong ham bao mat, ding cac giao thirc L2TP, hay
[Psec. Muc dich chinh 13 két ndi hai mang lai v6i nhau, dugc thiét ké dé tao mot két ndi mang

tryc tiép, hiéu qua bat chap khoang cach giira chung.

3.2.5.3  SSL VPN (hay Web VPN)

Giao thirc da muc dich tao cac giao tiép giira hai chuong trinh tmg dung trén cong dinh trudc
(socket 443) nhim ma hoa toan bd thong tin di va dén ma ngay nay sir dung rong rii cho giao
dich dién tir nhu truyén s6 hiéu thé tin dung, mat khau, sb bi mat ca nhan (PIN) trén Internet.
Pugc hinh thanh va phat trién dau tién vao nim 1994 boi nhom nghién ciru Netscape dan dat
boi Elgammal va ngay nay tré thanh chuan bao mat thyc hanh trén mang Internet. Phién ban
SSL hién nay 1a 3.0 va van dang tiép tuc dugc bd sung va hoan thién. SSL da két hop nhiing
yéu t6 sau dé thiét lap dugc mdt giao dich an toan nhdm dam bao:

e Xaic thue: tinh xac thyc cua doi tugng ban lam viéc ¢ dau kia cua ket noi.

e Mi hoa: thong tin khong thé bi truy cap boi ddi tuong thir ba. Dé loai trir viéc nghe
trom thong tin “nhay cam” truyén qua Internet, dir liéu phai duoc ma hoa dé khong

thé bi doc duoc boi nhitng ngudi khac ngoai ngudi giri va ngudi nhan,
e Toan ven dir li¢u: thong tin khong sai léch, thé hién chinh xac thong tin gbc guri dén.
Nhu IPSec, SSL khong phai giao thirc don 1¢ ma 1a tap thii tuc chuan hoa thyc hién nhiém vy:

Xac thye server: Cho phép ngudi dung xac thuc server két ndi. Liuc nay, phia trinh duyét
ding k¥ thuat ma hoa cong khai dé chic chan chimg nhan va public ID cta server 1a ¢6 gi tri

va duoc cp phat boi CA (certificate authority) trong danh sach CA dang tin cdy cta nguoi
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dung. Diéu nay rat quan trong v6i nguoi dung. Vi du khi giri ma sb credit card qua mang

nguoi dung mudn kiém tra li¢u server nhan thong tin nay ding 1a server ho gtri dén khong.

Xac thue nguoi ding: Cho phép phia server xac thuc ngudi dung mudn két nbi. Phia server
ding cac k¥ thuat ma hoa cong khai kiém tra chimg nhan va public ID c¢o gia tri khong va
duogc cap phat boi CA (certificate authority) trong danh sach ciac CA déng tin cdy cua server.
Diéu nay rat quan trong ddi voi nha cung cap. Vi du khi ngan hang dinh giri cic thong tin tai
chinh mang tinh bao mat t&i khach hang thi ho muén kiém tra dinh danh cua nguoi nhan.

Ma hoa ket noi: Tat ca thong tin trao doi gilra client va server dugc ma hoa trén dudng
truyeén dé nang cao kha nang bao mat. Di€u nay rat quan trong véi cd hai bén khi co cac giao
dich mang tinh riéng tu. Ngoai ra, tat ca dir liéu guri di trén két ndi SSL ma hoa dugc bao v¢

nhé co ché tu dong phat hi€n x4o tron, thay dbi trong dir li€u (do la cac thuat toan bam).
SSL bao gdm hai giao thirc con:
e SSL record: xac dinh cac dinh dang dung dé truyén dir liéu.
e SSL handshake (Giao thirc SSL bit tay): sir dung SSL record trao d6i mot sb thong
tin giita server va client vao lan dau thiét 1ap két ni SSL.
Mot $6 thuat toan dugc s dung: DES, 3DES, KEA, MD5, RSA, SHA-I...
Giao thirc SSL handshake: gom cac budc:
e Nguoi dung s& gui server sé phién ban SSL dang dung, tham sb cua thut toan ma

hoa, dir liéu tao ra ngdu nhién (d6 chinh 14 chit ky sé - Digital Signature) va mot sb

thong tin khac ma server can dé thi€t 1ap két noi véi nguodi dung.

e Ngugc lai, server guri thong tin tuong tu cho ngudi dung. Ngoai ra, con gui ching
nhén (certificate) ciia né dén nguoi ding yéu cau ching nhan (certificate) nguoi ding

néu can.

e Ngudi ding st dung thong tin server giri dén dé xac thuc. Néu server khong xac thuc
thi ngudi dung s€ canh bao va két ndi khong thiét lap. Nguoc lai, s€ thyc hién tiép.

e Dung thong tin tao ra trong giai doan bit tay, nguoi ding (cung su cong tac ciia server
va phu thudc thuat toan sir dung) tao ra premaster secret cho phién lam viéc, ma hoa
bang khoa cong khai ma server giri dén trong chirng nhan budc 2 va giri dén server.

e Néu server yéu cau xac thyc nguoi dung thi ngudi dung danh ddu vao phan thong tin
riéng lién quan qua trinh “bat tay” hai bén déu biét. Khi d6, nguoi dung giri ca thong
tin danh du va ching nhan (certificate) ciing voi premaster secret ma hoa tdi server.

e Server s& xac thuc nguoi dung. Truong hgp nguoi dung khong dugce xac thuc, phién
lam viéc bi ngit. Con néu ngudi ding xac thyuc thanh cong, server dung khoa bi mat

(private key) gidi ma premaster secret, sau do thuc hién cac budc tao ra master secret.
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Nguoi ding va server dung master secret tao ra session key - khoa déi ximg dung ma
hoé va giai ma thong tin trong phién lam viéc va kiém tra toan ven dir liéu.

Nguoi ding guri 101 nhan dén server thdng bao message tiép theo mi hoa bang session
key. Sau d6 giri 161 nhan ma hoa thong bao nguoi ding két thic giai doan “bit tay”.
Server giri nguoi dung 161 nhin thong bao cac message tiép theo mi hoa bing session
key. Sau d6, n6 giri 16i nhian ma hoa thong bao server két thuc giai doan “bit tay”.

Luc nay giai doan “bat tay” dd hoan thanh va phién lam viéc SSL bét dau. Ca hai phia

nguoi dung va server s€ st dung céc session key dé ma hod va giai ma thong tin.

SSL VPN c¢6 ba mode:

Clientless: Cung cap kha ning bao mat truy cdp tai nguyén ciing nhu ndi dung web,
hitu dung véi truy cdp tai nguyén, ndi dung website thong qua trinh duyét, yéu cau
nguoi dung st dung Windows 2000, Windows XP hay Linux. Trinh duyét sir dung
HTTP hay HTTPS cung cap cic dudng link, cho phép nguoi dung truy cap mang hay
website ndi by (Internal Website) thong qua lién két nay. Véi File Sharing, trinh duyét

liét keé lién két cho phép ngudi dung truy cap, tao mdi, sira x6a tai liéu... cho phép.

Thin client (con goi port-forwarding): mé rong kha nang ma hoéa trinh duyét web,
cho phép truy cap tng dung bang giao thirc TCP: POP3, SMTP, SSH, IMAP.

Tunnel mode: s dung dudong ham SSL dé chuyén dir liéu ¢ 16p Network vi thé
Tunnel Mode hd tro hau hét tit ca cac ung dung.

So sanh:
Clientless mode Thin mode Tunnel mode

e Tuy trinh duyét web Yéu cau TCP port Lam viéc giéng
(clientless). forwarding. clientless IPsec VPN.

e Hg diéu hanh Microsoft Str dung Java Applet. Tunnel client hoat dong
Windows hay Linux. M6 rong hd tro tme dung. trén JAVA hay ActiveX.

e Ho tTQ' Web-enabled Mot sé tmg dung duoc hé Ho trg tat ca ing dung
applications, file sharing, tro nhu Telnet. e-mail hoat dong ¢ 16p
Outlook Web Access. ' ’ ’ network.

Chuyén doéi 1P, giao thue,
phan tich va viét lai noi
dung dé dich dén hiéu.

SSH...

C6 kha nang mé rong.

Cén phai c6 quyén
admin (local) dé cai dat.

Bang 1 — Bang so sanh cac dang SSL VPN
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Ngoai ra, d¢ dam bao cic may tinh nguoi ding dat dugc cac tiéu chudn tdi thiéu dé ra trude
khi thiét 1ap két ndi VPN, chung t6i cAn phai dé cap dén tinh nang:

Endpoint Security: tap hop tinh ning nhim bao vé, kiém tra, danh gia may tinh nguoi ding
trudc khi cho phép gia nhap hé thong mang. Cac tinh ning niy hau hét dugc hd tro trén cac
thiét bi twong lira hay di kém véi chiung, nhu Checkpoint, ASA... Cai dat trén may tinh nguoi
ding, Cisco Secure Desktop (CSD) kiém tra hé didu hanh (Operating System — OS),
antivirus, antispy, process, registry dong thoi bao vé dit liéu cac phién lam viéc va cudi cing

s& x6a bo tat ca history nhu cookie, ULR history, page cache va nhirng file ¢ download.

CSD la giai phap tuyét voi bao dam hé thong ludn phong ngira tét, néu phat hién ngudi ding
c6 van dé, no bi cach ly ngay lap tirc dé khong anh huong hé théng. Khi ngudi ding két nbi
web vpn, trudc khi két ndi thiét 1ap, CSD kiém tra toan bd may ngudi dung dam bao ngudi
ding khong bi van dé so v6i yéu cau dit ra.

e Host scan: kiém tra thanh ghi (registry), CSD biét dugc hé diéu hanh (Operating
System — OS) ciing nhu service pack. CSD kiém tra trinh antivirus, antispyware ciing
nhu phién ban cta chung va ca firewall software. T4t ca thong tin luu trir trén ASA.

e Secure session: dam bao dir li€u trong phién 1am vi¢c Web VPN dugc ma hoa, khong
bi phan tich, khai thac, ldy cip néu nguoi ding bi chiém quyén sir dung hay do tham.

o Cache cleaner: x6a sach toan bo du vét qua trinh truy cap ngudi dung Web VPN.

e CSD Onscreen Keyboard (OSK): chong lai keylogger phan cimg hay phan mém khi
ngudi dung ding nhdp hay sudt qua trinh dung Web VPN. Hién nay, c6 nhiéu ban
keylogger CSD phat hién dwoc. Tuy nhién, su phét trién ciia mdi hiém hoa niy khong
ludng trude duge. Vi thé voi nhitng phién ban méi hon, CSD van chua phat hién
dugc. Do d6, OSK sé 1a giai phap an toan nhét cho van dé nay.
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PHAN 4: XAY DUNG IPS VA IDS

4.1 Téng quan IDS va IPS
4.1.1 Giéi thiéu

Mang toan cau Internet dang phat trién voi tdc do dang kinh ngac trén toan thé gisi, no thay
ddi manh mé& cach thire 1am viée, trao do6i thong tin, giao tiép, cudc séng.. hau hét cac co
quan, to chirc, ca nhan. Ciing uu diém ma né mang lai 1a cac mdi nguy hiém ngay cang ting
vé mirc d9, kha ning lay lan, d phirc tap trong phuong thirc tién hanh. Cac mdi nguy hai lam
anh huong, pha hoai, sai Iéch, danh cép thong tin, dit liéu cac thanh phﬁn hay toan bd mang.

Phan mém hay thiét bi chuyén dung giam sat Iuu lugng ra vao hé théng mang, phan tich diu
hiéu vi pham chinh sach bao mat hay phat hién va phong chdng cac rui ro tiém an, pha hoai
hay céc hanh dong nhu suu tap, quét cong dong thoi cung cap thong tin nhan biét hanh dong
bat thuong va dua ra canh bao cho nha quan tri.

Day 14 k¥ thuat an ninh méi, két hop uu diém tuong lira véi hé thdng phat hién xdm nhap IDS
(Intrusion Detection System - IDS) goi IDPS (Intrusion Detection Prevention System). Ca
IDS va IPS déu c¢6 nhiéu diém chung thé nhung hon han IDS, IPS khong don gian chi theo
ddi ma con ngan chin tan cong. Chang cho phép to chirc wu tién, thuc hién cac bude ngin

chdn sy xam nhap, thuong dat & vanh dai mang, di kha nang bao v¢ cac thiét bi trong mang.

‘Web Server
FTPS B %
erver N .~
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-
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Hinh 45 — H¢ thong IPS (Intrusion Prevention System)

IDPS chii yéu tap trung xac dinh cac nguy co xAm nhap, ghi lai thong tin, c¢6 ging ngin chin
cac nguy co xam hai va dua ra bdo cdo cho quan tri vién mang. Ngay nay, IDPS da tr¢ thanh

mot bd phan khong thé thiéu ddi véi co sé ha tﬁng an ninh cta hau hét td chuc doanh nghiép.
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4.1.2 Lich sir hinh thanh

Céch day khoang 25 nam, khai ni¢m phat hién xdm nhdp (Intrusion Detection) xuét hién qua
bai bao cta James Anderson. Khi ¢6 IDS phat trién voi muc dich theo ddi va nghién ctru
hanh vi va thai d6 bat thudng ctia nguoi ding nham giam sat tai san hé théng mang, nghién
ctru chinh thire tir 1983 dén 1988 trude khi dung trong hé thong mang khong luc Hoa Ky.

Pén nam 1996, cac khai niém IDS van chua duoc phé bién, hau hét chi xuét hién trong cac
phong thi nghiém va vién nghién ctru. Tuy nhién, mot s6 cong ngh¢ IDS da bét dau phat trién
dua trén sy bung nd ctia cong nghé thong tin.

Pén nim 1997, IDS méi duogc biét dén rong rai va thuc su dem lai lgi nhudn véi su di dau
ctia cong ty ISS. Mot nam sau d6, Cisco nhan ra tim quan trong ctia IDS va da mua lai cong

ty Wheel — chuyén cung cip giai phap IDS.

Vao nam 2003, IPS —thé hé sau ctia IDS — ra doi va sau do phé bién rong rai. Hién tai,
IDS/IPS van ld mot trong cac cong nghé an ninh dugc sir dung phd bién nhét trén thé gioi.

4.1.3 Nguyén nhin ra doi

Viéc quan tri va van hanh hé théng IDS ngay cang khé khan, ton kém va khong dem lai hiéu
qua. D6 1a nhan dinh cta hau hét t6 chirc doanh nghiép biy gid. Vao nim 2003, Gartner -
cong ty hang dau trong linh virc nghién ciru va phan tich thi trudng cong nghé thong tin trén
toan cau - da dua ra du doan gay chén dong trong linh vuc bado mat: “Hé théng phat hi¢n xam
nhép (IDS) s& khong con nira vao nam 2005”. Phat biéu nay xuat phat tir mot sb két qua phan
tich va danh gia cho thay hé thong IDS dang phai d6i mat voi cac van dé:

e Thuong xuyén dua ra nhidu bao dong gia (False Positives).

e Génh ning cho quan tri an ninh hé thong boi IDS can dugc theo ddi lién tuc.

e Kém theo cic canh bao tan cong 1a mot quy trinh xir 1y an ninh rat vét va.

e Khong thé theo ddi cac ludng dir liéu duoc truyén véi tée do 1on hon 600 Mbit/s.

Nhin chung, Gartner dua ra nhan xét ndy dua trén nhiéu phan anh cua khach hang dang sir
dung IDS réng viéc quan tri va van hanh h¢ théng IDS rét kho khan, tén kém va khong dem
lai hidu qua tuwong xtng so voi dau tu.

Tuy nhién, mot s y kién phan d6i cho rang, viéc hé thong IDS khong dem lai hidu qua nhur
mong mudn 1a do cac vin dé ton tai trong viéc quan 1y va van hanh chir khong phai do ban
chat cong nghé¢ kiém soat va phan tich goi tin cua IDS. Cu thé, dé hé théng IDS hoat dong

hi¢u qua, vai trd cong cu, con ngudi quan tri rat quan trong, can dap tng dugc céc tiéu chi:
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e Thu thip va danh gia tvong quan tt ca cac sy kién an ninh dugc phat hién boi cac

IDS, tudng lira dé tranh cac bio dong gia.
e Cac thanh phan quan tri phai ty dong hoat dong va phan tich.
e Két hop véi cac bién phap ngin chin ty dong

Trude nhitng han ché cia hé thong IDS, nhat 14 sau cac cudc tin cong 6 at quy md 16n nhu
Code Red, NIMDA, SQL Slammer, van dé dat ra 1a 1am sao tu dong ngan chin duogc tan
cong chir khong chi dua ra canh bao, nhim giam thiéu cong viéc clia ngudi quan tri hé thong.

Chinh nhitng nhu cau d6, IPS ra doi vao nim 2003 va ngay sau d6, duoc phd bién rong rii.

Két hop nang cip thanh phan quan tri, IPS dan thay thé IDS boi né giam bét cac yéu cau tac
dong cuia con ngudi cling nhur gidm bét ganh ning van hanh. Hon nita, trong mdt s trudng
hop dic biét, IPS hoat dong nhu IDS bang viéc ngit bo tinh ning ngin chin xam nhap.
DPén nam 2005, thé hé sau cta IDS-hé théng tuy dong phat hién va ngan chidn xam nhap IPS-
da dan khic phuc dugc cac mdt con han ché cua IDS va hoat dong hiéu qua hon nhiéu so véi
thé hé trudc d6. Ngay nay cac hé thong mang déu hudng tdi sir dung cac giai phap IPS.

4.2  Phan loai

Chirc nang chinh cua IPS 1 giam sat luu lugng truyén tai trén mang nham xac dinh cac nguy
co xam hai, ghi lai cac thong tin can thiét va dua ra bao cdo danh gia hé thong. Tuy loai hinh
mang dugc gidm sat ma lya chon cac dang IPS tuong ng, gé)m bbn dang chinh:

4.2.1 Host-based Intrusion Prevention System (HIPS)

Giam sat va ghi lai toan bd kha ning may tram (gdm ca hé diéu hanh va tmg dung ciing nhur
toan bo dich vu). Day 1a thiét bi bao mat phat hién cac tin cong truc tiép toi may tram.

Network

Host

DS 0/5

Y
Logging
Senvice

Event Database

Hinh 46 — H¢ thong HIPS
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HIPS trién khai dya trén HIDS (Host-based Intrusion Prevention) - phat trién tir ddu nhiing
nam 1980. Ngay nay, HIPS 1a mot trong nhitng cong cu manh mé chdng tan cong va bao vé
may tram hi¢u qua. HIPS phan tich file nhat ki (audit logs) gidm sat hé théng, cac su kién,
ban ghi nhan bdo mat (security logs) trén Windows NT va syslog trong Unix. Ngoai ra, HIPS
con can thiép cudc goi hé didu hanh va ung dung, biao mat hé diéu hanh va cau hinh tng
dung, xac nhan yéu cau dich vu dén, phan tich file nhat ky ndi bd cho hoat dong dang ngo.
Khi phat hién thay d6i, HIPS so sanh file nhat ki m&i v6i dau hiéu tin cong dugc cau hinh
trude, néu phit hop HIPS tu dong thong bao quan tri vién va dua ra hanh dong twong tng.

HIPS dung cac quy luat dya trén sy két hop dic diém tin cong va kién thirc chi tiét hé diéu
hanh va tng dung trén may chu, giap HIPS xac dinh cac hoat dong bat thuong, tir d6 dua ra
hanh dong ngin chin thich hop. Hon nira, HIPS cai thién tinh biao mat may chil bang cac quy
tac kém soat hanh vi hé didu hanh, bo vi xir Iy nhu tran bd dém, cap nhat thanh ghi (registry),
cai dit chuong trinh Gng dung... Cac quy ché kiém tra Iuu lvong mang han ché s6 hrgng két
ndi truy cap chdng tdn cong Tir Chdi Dich Vu (DoS — Denial of Service). HIPS khong quan

tam vi tri may tinh trong hé thong. So do sau dién ta may tinh trong mang st dung HIDS:

HIDS

Hinh 47 — HIDS dwgc cai dat trén cac may tinh

Hé théng HIPS ngay nay yéu ciu phan mém Agent phai duoc cai dat trén mdi may dé xem
x¢ét nhirng hoat dong thuc thi trén no, chéng lai tin cong va thyc thi nhitng phan tich va bao
v¢ phat hién xadm nhép vao may.
Uu diém
e XAc minh sy thanh cong hay thét bai cudc tin cong: Vi HIPS chu yéu phan tich
ban ghi nhan sy kién thuc sy xay ra trong hé thong nén xac suat phat hién tin cong
cao hon so véi NIPS (Network-based Intrusion Prevention), it cac canh bao nham.
e Giam sat cac hoat dgng hé théng: theo ddi nguoi ding va cac hoat dong truy cap tap

tin nhu thay doi quyén trén tap tin, truy cap cac dich vu ddc quyén ctia hé thong. ..
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e Thich hop sir dung trong mdi truong ma héa va mang chuyén mach: Switch chia
nho mang l6n thanh phan doan mang nho hon. Do d6, gay khé khan trong xac dinh
dia diém t6t nhat trién khai IPS dé bao phu toan mang. HIPS cung cap kha nang hién
thi 16n hon trong mang chuyén mach vi HIPS cai dat trén nhiéu may tinh khac nhau
trong hé thong. Ngoai ra, HIPS cai thién nhuoc diém NIPS d6i v6i goi tin ma hoa vi

ngay khi h¢ diéu hanh nhan thiy két ndi dén, cac dong dir lidu déu duoc giai ma.
e Khong yéu ciu thém cac thiét bi phan cirng: xay dung trén co s ha tang sin co.
e Chi phi trién khai thap: so vi NIPS (Network-based Intrusion Prevention).
Nhuwoc diém
e Gi6i han tim nhin mang: kh6 xay dung bic tranh tong thé hé thdng mang.

e Yéu ciu hd trg nhiéu h¢ diéu hanh: HIPS can chay trén cac mdy trong mang. Do
d6, n6 doi hoi hd trg xac minh cho cac hé diéu hanh khac nhau ding trong mang.

4.2.2 Network-based Intrusion Prevention (NIPS)
Kiém tra cac cong giao tiép trén mang vai thoi gian thyc (real-time), quét header cac goi tin,
va kiém tra noi dung cac goi d6 dé phat hién cac doan ma nguy hiém hay dang tan cong khac

nhau. NIPS hoat ddng tin cdy trong vi¢c phat hién cac dang tan cong trén h¢ théng mang.

Shared
hetwork Segment
Private
et | ] etk
Roiftar :
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S| Management Channgl
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Event Data

Hinh 48 — H¢ thong NIPS

NIPS sir dung céc thiét bi theo ddi, cam bién (sensor) trén toan mang nim bat va phén tich
lvu lwong ra vao hé thdng nham phat hién hoat dong nguy hiém va xam nhap trai phép ma
dua ra cac hanh dong phu hop. Cac cam bién nay duoc trién khai tai cac diém mang cho phép
nha qudn tri giam sat hoat dong mang, bét ké vi tri muc tiéu tdn cong, thuong diéu chinh phan
tich phong chéng xAm nhap. Cac hé didu hanh co ban cai dit phan mém IPS can tit cac dich

vu mang khong can thiét va bao mat cac dich vu thiét yéu. Vé phﬁn cung gém thiét bi sau:
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e Card mang (NIC — Network Interface Card): NIPS phai c6 kha ning két ndi véi
bat ky mang nao (Ethernet, Fast Ethernet, Gigabit Ethernet).

e B xir Iy: Qua trinh phong chdng x4m nhdp doi hoi sitc manh cia CPU thuc hién
phan tich phat hién xam nhap va so khép cac dau hidu tan cong dugc ciu hinh trudc.

e Bo nhé: tryuc tiép anh huong dén kha ning cua NIPS trong viée phat hién tin cong.

Hinh 49 — Hoat djng ciia NIPS

Bt ké sy mo rong cua hé théng mang, cac may tinh co thé dugc thém vao mang ma khong
cAn cai thém bat ki cam bién nao. Céac bd cam ung dugc yéu cAu chi khi hiéu sut cta céac
cam bién khong dap tmg dugc nhu cau hién tai, khi c6 bt ki thay ddi nao trong chinh sach
bao mat hay mé hinh hé thong mang doi hoi bd sung cac cam bién.

Uu diém

e D& dang nhan thiy cac cudc tin cong dang dién ra trén toan bo mang.

e Khong can trién khai IDS trén tit ca may tinh trong hé théng, khong phu thudc hé
diéu hanh may chi.

Nhuwoc diém

e Khong nhan biét duoc cac ludng thong tin mi hoa.

e Kho xéac dinh vi tri dit NIPS sao cho ndm bit tat ca luu lwong mang nhét 1a khi mang
tré nén 16n hon. Dé giai quyét vin dé nay, doi hoi st dung thém cac cam bién, tuy
nhién, giai phap nay lam phat sinh thém chi phi trién khai.

Nhin chung, HIPS va NIPS déu co thuan loi cling nhu kho khan khéac nhau. Viéc lya chon tuy
md hinh trién khai. Néu HIDS cho giai phap hoan hao d6i véi may tram thi NIDS bao vé
mang LAN hiéu qua. Viéc quan 1y HIDS yéu cau it kién thirc chuyén sau, con NIDS yéu cau
nhiéu su quan tAm ciia nha quan tri. Sau ddy 13 bang so sanh chirc ning hai hé thong trén:
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Chirc nang HIDS | NIDS Danh gia
Béo v¢ trong mang LAN oAk oAk Ca hai déu bao vé trong mang LAN
Béo v€ ngoai mang LAN oAk - Chi c6 HIDS
. o Twong duong nhau xét vé bdi canh
D¢ dang quan tri oAk oAk o
quan tri chung
Tinh linh hoat hok Ak ok HIDS la hé théng linh hoat hon
Gid thanh ok * HIDS tiét kiém hon
D@ dang b6 sung oAk oAk Ca hai tuong duong nhau
bao tao ngén han cén thiét hok Ak ok HIDS yéu cau dao tao it hon NIDS
Tong gia thanh ok *x HIDS tiéu t6n ciia ban it hon
o a NIDS str dung bang tan LAN rong, con
Baéng tan yéu cau trong LAN 0 2 o
HIDS thi khong
NIDS can hai yéu ciu bang tin mang
Network overhead 1 2 R .
doi voi bat ky mang LAN nao
oy Ca hai déu can bing tan Internet dé cp
Béng tan yéu cau (Internet) *x *x T N
nhat kip thoi céc file mau
. L NIDS yéu cau kich hoat mé rong cong
Céc yéu cau veé cong mo rong - oAk P )
de dam bao luu lwgng LAN dugc quét
Chu ky nang cip cho nguoi e HIDS nang cép tat ca ngudi dung véi
dung file mau trung tim
Kha nang thich nghi trong céac ox o NIDS c6 kha ndng thich nghi trong céac
nén g dung nén g dung hon
Ché d6 quét thanh ghi cuc by | **** - HIDS méi thyc hién kiéu quét nay
Ban ghi ok ok Ca hai déu co chirc ning ban ghi
Ca hai déu c6 chirc ning canh bao timg
skskosk skskosk

Chure nang canh bao

ca nhan va quan tri vién
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Quét PAN oAk - HIDS méi quét ving mang ca nhan

Loai bo goéi tin - oAk NIDS méi c6 phuong thuc nay

Can nhiéu kién thirc chuyén mon khi
Kién thirc chuyén mon Hkk Hk kK cai dat va st dung NIDS véi toan bo

van dé bado mat mang

Quan ly tap trung *x oAk NIDS ¢6 chiém uvu thé hon
V6 hiéu hoa cac hé s6 riii ro * 2% | NIDS c6 hé s6 rui ro nhiéu hon HIDS
Khi ning cap nhit . wxx | NN cap phan mém dé hon phan cimg,

thong qua script tap trung

Céc nut phat hién nhiéu doan e o Phat hi€én nhiéu doan mang toan di¢n

mang LAN hon

Bang 2 — Bang so sanh cac chirc nang cua HIPS va NIPS

Ngoaira, IPS con duoc trién khai trén cac h¢ thong mang sau:

Wireless Intrusion Prevention System (WIPS): phan tich hoat dong cac giao thirc mang
khong ddy, nham phat hién cac ludng thong tin kha nghi ra vao mang khong day.

Network Behavior Analysis (NBA): giam sat giao thong mang xac dinh céac rii ro tiém an

phét sinh luu lugng mang bat thuong nhu DDoS, cac dang malware va xdm pham chinh sach.

Perimeter Intrusion Detection System (PIDS): Phat hi¢n va chi ra vi tri nd luc xam nhap
hang rao bién gi6i quanh co so ha tang quan trong. St dung cap quang, PIDS phat hién rdi
loan trén hang rao, tin hi€u nay dugc theo doi, kich hoat canh bao khi phat hi€n xam nhép.

VM based Intrusion Detection System (VMIDS): phat hi¢n xam nhdp nho giam sét trén
may 40. Nho d6, trién khai hé thong phat hién xam pham véi Virtual Machine Monitoring.
Pay la mot trong nhitng phat minh gan dy con trong giai doan nghién ctru. Khong can xay

dung hé thong IDS riéng biét nio, ching toi van giam sat duoc tong thé hé thong mang.

4.3  Nguyén Iy hoat dong ciia h¢ thong

Heé thong IPS thanh cong néu du yéu té: thuc hién nhanh, chinh xac, dwa ra théng bao hop 1y,
phan tich toan b thong lrong, cam bién t6i da, ngin chin thanh cong va chinh sach quan ly

mém déo, gom ba module chinh:
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4.3.1 Phan tich ludng dir lidu

Lay cac gbi tin di dén mang dé phan tich, thong thudng cac gbi tin c6 dia chi khong phai ciia
card mang thi s€ bi card mang d6 hiy bé nhung card mang IPS dat ¢ ché d6 thu nhén tét ca.
Tt ca goi tin qua chiing dwoc sao chép, xir 1y, phan tich dén ting trudng thong tin. B phin
tich doc thong tin tung truong trong goi tin, xac dinh ching thudc goi tin nao, dich vu gi...

Céc thong tin nay duge chuyén dén module phat hién tan cong.

4.3.2 Phat hi¢n tin cong
Module quan trong nhit phat hién cac cudc tin cong, bao gdm ba phuong phap theo doi la:

43.2.1 DAu hiéu tin cong (Signature-based Detection hay Misuse
Detection)

Tap nguyén tic st dung xac dinh nhitng hoat dong xam nhap thong thuong, phan tich hoat
dong cua hé théng, theo ddi su kién va so sanh v&i miu tin cong da duogc cAu hinh trude:

o Dua trén sw khai théc (exploit-based signature): phat hién cong cu do tim 16 hong
nhu dodn password, kich ban shell ty dong tin cong hay thyc hién tha tuc don gian

tim kiém 16 hong hé théng ciing nhu doan ma thyc thi. ..

e Dua trén cdc 16 hong chwong trinh (vulnerability-based signature): phan tich 15
hong thyc thi chuong trinh tmg dung, rai ro gay hai bao mat hay chirc ning hé thong

nhu password yéu, xtr Iy diu vao khong mong muén hay truyén dan khong bao mat. ..

Viéc tao ra Signature-Based yéu cau ngudi quan tri cic k§ nang hiéu biét that rd vé loai hinh
tan cong, mbi nguy hai va phat trién déu hiéu do tim. Khi nhiéu phuong phap tin cong va

khai thac dugc kham pha, nha san xuét IPS phai cung cip nhitng ban cap nhat file ddu hiéu.

Néu c6 nhitng luu lwong trung khop bat ki ddu hiéu tin cong nao, IPS dua trén ciu hinh trudce
d6 ma dua ra hanh dong thich hop, khong can tac dong ngudi dung. Nho d6, phat hién tan
cong nhanh va chinh xac, khong dua ra canh bao sai lam gidm kha nang hoat dong mang va
gitp cac ngudi quan tri xac dinh cac 16 hong bao mat hé thong. Tuy nhién, phuwong phép nay
¢6 nhuoce diém 1a khong phét hién dugc cac cudc tin cong khong cé trong co sé dir li¢u, cac

kiéu tdn cong méi, do vay hé théng ludn phai cap nhét cic mau tin cong méi.
Lgi ich
e it canh bdo nham: Nhiing diu hiéu dua trén hiéu biét vé hoat dong xam nhap nén
x4c suat phat hién tin cong cao.
e Hg¢ thong d& hiéu: dé dang diéu chinh hanh dong phii hop voi bat ki tin hiéu canh béao
nao. Ngoai ra, cling c6 thé bat dau hiéu 1én tién hanh kiém tra toan mang.
e Cic tin cong méi cap nhat thuwong xuyén: dau hiéu thay d6i lién tuc sau khi cai dat.
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Han ché

e Khong thé phat hi¢n nhitng cudc tin cong méi hay chwa dwoe biét (false

negative): Do hoat dong dua trén cac mau déu hiéu di dinh nghia trude, gay kho
khin trong viéc nhan ra dot tan cong méi chua timg biét hay kham pha trude day.
Khéng thé phat hién sy thay d6i nhirng cudc tin cong da biét: Nhing file dau hi¢u
14 nhitng file tinh do d6 khong thich nghi véi vai hé thong. Néu thay dbi cach tan
cong, ké tan cong cd thé xam nhap ma khong bi phat hién (false negative).

Kha ning quan tri co s& dir liéu nhirng diu hiéu: Viéc bao dam co so dir liéu dau
hiéu ludn cap nhat va hién hanh can phai dau tu nhiu thoi gian va tién bac.

Dung hrgng bd nhé ciia by cam bién con han ché: duy tri tinh trang thong tin dé
nhanh chong tim kiém thong tin. B6 cam bién luu trang thai thong tin trong bd nhd.

4.3.2.2 Déu hiéu bat thwong (Statistical Anomaly-based Detection)

K¥ thuat do thong minh, nhan dang hanh dong bat thuong. Ban dau, IPS huu trit bang mo ta

so lwoc nhom ngudi dung hay hoat dong binh thuong hé thong (nhu phin quyén cac nhdém sir

dung theo cac hoat dong va ngudn tai nguyén; web server phdi c6 bang mé ta so luge hoat

dong cua n6 dya trén luu luong web, tuong tu doi voi mail server...). Cang nhi€u bang mo ta

so lugc khac nhau cho mdi dang dich vu, hé théng IPS cang dua ra dugc cac canh bao dung.

Sau do, so sanh voi cac Iuu lugng ra vao hé théng va nhan dang hoat dong nao 1a khac

thuong, c6 thé gdy hai hé théng, gdm mot sé ky thuat sau:

Phdt hién mirc ngwéng: nhin manh viéc vuot qua mirc ngudng duoc dit ra dbi voi
cac hoat dong binh thuong nhu ding nhap véi s6 1an qua quy dinh, s6 lugng cac tién
trinh hoat dong trén CPU, ) luong mét loai goi tin dugce giri vugt qué muc... thi hé
thong s& coi d6 1a cac hoat dong nguy hai.

Phdt hién nhé qud trinh tw hoc: gom hai budc. Khi bit dau thiét lap, hé thong phat
hién tin cong s€ chay & ché dd tu hoc va tao ra mot hd so vé cach cu xt cua mang voi
cac hoat dong binh thudong. Sau thoi gian khoi tao, hé théng s€ chay ¢ ché d6 lam
viéc, tién hanh theo ddi, phat hién cac hoat dong bat thudong cua mang bﬁng cach so
sanh v&i ho so da thiét lap. Ché d6 tu hoc co thé chay song song voi ché d6 lam viée
dé cap nhat hd so ciia minh nhung néu do ra co tin hiéu tan cong thi ché d tu hoc
phai dirng lai cho tdi khi cudc tin cong két thiic.

Phat hién sw khong binh thuong ciia cdc giao thirc: cin cu hoat dong cua cac giao
thirc, dich vu trong hé théng dé tim ra cac goi tin khong hop 1¢, cac hoat dong bat
thuong von 1a dau hiéu xadm nhép, tdn cong. Ky thuat nay hiéu qua trong viéc ngin

chin cac hinh thirc quét mang, quét cong dé thu thap thong tin cta céc tin tic.
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Phuong phap nay hitu hi€u trong viéc phat hién cac cude tan cong kiéu tir chéi dich vy, phat

hién ra cac kiéu tdn cong moi, cung cip cac thong tin hitu ich bd sung cho phuong phap trén.

Tuy nhién d6i khi thuong tao ra cac canh bao sai lam giam hiéu suit hoat dong ctia mang.

Loi ich

Phit hi¢n ké tan cong bén ngoai hay ké trom tai khoan mét cach dé dang.

Cii thi¢n nhirng han ché ciia phwong phap theo déi diu hi¢u tin cong: Néu nhu
ké tan cong c6 thé kiém tra thir cac du hiéu trén hé thong IPS ma chon lya cach thirc
cling nhu cdng cu tan cong phit hop thi voi phuong phép nay, diéu do vo cung khoa
khan do khong st dung nhitng co s¢ dir ligu d4u hiéu dinh dang trudc nén ké xam
nhap khong thé biét chinh xac cai gi gy ra canh bao.

Phit hop cho viéc phat hién cac cude tin cong méi: khong dua trén tap nhitng dau
hi¢u dugc dinh dang hay cac dot tan cong duoc biét, profile 1a dong va st dung tri tué¢
nhan tao dé xac dinh nhirng hoat dong binh thudong.

Han ché

Thoi gian chuin bi ban diu cao dong thoi khong co su bao vé subt thoi gian khoi
tao ban dau.

Khé khin trong viéc tao ra cac profile nhém nguoi ding: bio dam chat lwong cac
profile nay twong d6i phirc tap.

Thuong xuyén cip nhat profile: khi thoi quen nguoi ding thay doi.

Kho khin trong viéc dinh nghia cach hanh dong thong thwong: HE IPS chi that su
tdt khi nd dinh nghia nhitng hanh dong nao 1a binh thuong. Pay 1a thi thach khi ma
moi truong noi cong viéc ngudi dung hay nhitng trach nhi¢m thay ddi thuong xuyén.
Canh b4o nham: Nhiing h¢ théng dua trén sy bat thuong c6 xu hing cé nhiéu false
positive boi vi chiing thudng tim nhirng diéu khac thuong.

Viéc dinh ra cac profile nguoi diung va hoat dong hé théng tuwong doi phirc tap:
Léy mau théng ké, dua trén nguyén téc, va mang neural 1a nhitng phuong cach nhim

tao profile ma that kho hiéu va giai thich.

4.3.2.3  Giao thuc (Stateful Protocol Analysis Detection)

Nhu Signature-based Detection, thuc hién phan tich chiéu sau giao thirc dugc xac dinh cu thé

trong goi tin. Vi du: Hacker bat dau chay chuong trinh tan cong Server. Trudc tién hacker

phai giri mot goi tin IP cing véi kiéu giao thirc, co thé khong chira dit lidu trong truong

payload, phurong thirc nay s& theo ddi cac kiéu tin cong co ban dya trén mot s6 giao thuc:
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e Kiém tra kha ning cua giao thirc dé xac dinh gbi tin d6 c6 hop phap hay khong.
e Kiém tra ndi dung trong Payload (pattern matching).

e Thuc hién nhitng canh c4do khong binh thuong.

4.3.2.4  Chinh sach (Policy-based IPS)
Pua ra canh bao khi c¢6 nhitng hanh dong vi pham ciia cac chinh sach da dugc ciu hinh trudc.
Loiich
e Dinh ra chinh sich riéng biét: thiét 1ap chinh sach cho timg thiét bi trong hé thong.
e Xac thye va phan vng nhanh: rit it c6 nhirng canh bao sai.
Han ché
e Doi hoéi kinh nghiém va kién thirc nhit dinh: Viéc thiét 1ap chinh sach yéu cau quan

tri vién hé thong phai c6 kinh nghiém va kién thirc nhat dinh dong thoi dé quéan 1y cac

chinh sach nay tuong ddi phirc tap.
e Thuong xuyén phii ciu hinh lai: khi c6 cac thiét bi méi thém véao hé thong.

e Kho khian khi quéan tri twr xa.

4.3.3 Phan ung

Khi ¢6 diu hiéu tan cong hay tham nhap, module phat hién tin cong guri tin hidu dén module
phan ung. Liuc d6 module phan trng kich hoat tuong ltra thuc hi¢n chirc ndng ngan chdn cudc
tan cong hay canh bao nguoi quan tri. Néu chi dwa ra cic canh bao thi hé thong nay duge goi
14 hé thong phong thu bi dong. Dudi ddy 1a mot s6 k¥ thuat ngin chan:

o K&t thiic tién trinh: giri cac goi tin pha huy tién trinh nghi ngo. Tuy nhién, thoi gian
can thi€p cham hon thoi diém tin tic tan cong, dan dén tan cong xong roi méi bit dau
can thi€p. Ngoai ra, k¥ thuat nay khong hi¢u qua véi giao thue UDP nhu DNS, hon
nita goi tin can thiép phai c6 truong thir ty diing nhu géi tin trong phién lam viéc tién

trinh tn cong. Néu tién trinh tn cong xay ra nhanh kho thyc hién phuwong phap nay.

o Huy bé tén cong: hity bo goi tin hay chin duong goi tin don, phién lam viéc hay mot
ludng thong tin tn cong, an toan nhat nhung d& nham véi cac gbi tin hop 1¢.

o Thay déi cdc chinh sich ciia twong lira: cho phép ngudi quan tri cau hinh lai chinh
sach bao mat tin cong xay ra. Sy cAu hinh lai 1a tam thoi thay ddi cac chinh sach diéu

khién truy nhap boi nguoi dung dic biét trong khi canh bao t&i ngudi quan tri.
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e Cinh bdo théi gian thwc: Gii cic canh bao thoi gian thuc dén ngudi quan tri dé ho

nam dugc chi tiét cac cude tan cong, cac dac diém va thong tin vé chung.

e Ghi lgi vao tép tin: Cac dit liéu cua cac goi tin s& duogc luu trit trong hé théng cac tép
tin log. Muc dich dé ngudi quan tri tién theo ddi cac ludng thong tin va 1a ngudn
thong tin gitip cho module phat hién tan cong hoat dong.

4.4 Mot s6 thuat ngir lién quan
+ Event horizon

Dé phat hién xdm nhap, IPS kiém tra thong tin so sanh véi cac diu hiéu trong co sé dir lidu.
Tuy nhién, thinh thoang thong tin nay trai dai qua nhiéu goi dir liéu. Khi ddu hiéu yéu ciu
nhiéu manh dit liéu, IDS duy tri tinh trang thong tin vé ddu hiéu bat dau khi n6 thdy cic manh
dir liéu dau tién. Tinh trang thong tin duy tri trong khoang thdi gian event horizon, khac nhau
d6i voi timg dang tan cong. Di véi vai tin cong, day la khoang thoi gian tir lic didng nhap
(logon) dén khi roi khoi hé thong (logoff), c6 thé kéo dai ca tuan véi cac dang tin cong khéc.
+ False negative
Khi IPS lo 14 canh bao hanh dong xdm nhap. False negative miéu ta tin cong that sy ma IPS
bo s6t khi cAu hinh. Hau hét nguoi phat trién IPS ¢6 khuynh hudng thiét ké hé thong tranh
khoi cac false negative nay. Tuy nhién, dé loai bo toan bd false negative, doi hoi cap nhat dau
hiéu tan cong thuong xuyén, dam bao hé thong ludn nhan biét cic dang tan cong mdi.
+ False positive
Nguoc lai false negative, false positive biét dén nhu viéc dua ra cac canh bao khi khong c6
bat cir cudc tin cong nao dién ra. Khi IPS dua ra qua nhiéu cac bao dong gid, gdy anh hudng
hiéu ning mang. Viéc han ché cac false negative ciing nhu false positive luon 1a muyc tiéu
hudng dén cia hau hét cac quan tri vién khi trién khai hé thong IPS.
+ True Positive
Mb ta viée IPS dua ra canh bao ding khi phat hién tin cong hay xAm nhap trai phép vao hé
thong mang. Pay ciing 1a muc tiéu huéng dén ciia cac chuyén gia nghién ctru phat trién IPS.
+ True Negative
Khong dua ra bét ki canh bio nao khi khong ¢ tin cong hay xdm nhép trai phép vao hé
thong mang. Viéc bao dam hé thong IPS ludn hudng dén true negative va true positive 1a
mong mudn ctia nhiéu t6 chirc doanh nghiép. Tuy nhién, diéu nay doi hoi dau tu nhiéu thoi

gian tién bac va sy quan tdm cua cac nha quan tri.
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PHAN 5: XAY DUNG TUONG LUA CHO HE THONG MANG
TRUONG PAI HQOC HOA SEN

5.1  Giéi thiéu

Truong PH Hoa Sen c6 try s¢ chinh tai trung
tam TPHCM - trung tdm nang dong cua Viét

Nam va khu vye. hanh 1ap vao ndm 1991, giai DAI HOC
doan nén kinh té - xa hoi chuyén minh hdi nhap v HO A S EN

quéc té, nha truong xac dinh muyc ti€u gidao duc

va dio tao thuc chat, dan than vao thang nhu cau ciia xa hoi, bang cic truong chuong trinh k§
thuat vién. Pao tao dap ung nhu cau x3 hoi tiép tuc dugc duy tri va phat trién khi Truong trd
thanh truong Cao dang vao nhitng nam cudi thé ky 20. TAm nhin, st ménh va triét Iy dao tao
hinh thanh dua trén gia tri cdt 161 nay tiép tuc dua dai hoc Hoa Sen phat trién véi tu cach
truong Dai hoc bat dau tir nim 2006.

5.2 Yéu chu

V6i chu dé nam hoc 2010 - 2011 “Cung nhau vuon cao hon”nhim huéng dén viéc ting
cuong hop tac thanh cong hon nita giita Truong DPH Hoa Sen va cac doi tac su pham, ddi tac
doanh nghiép va xa hoi. Trong nam hoc nay nha truong don chao 2623 tan sinh vién, do do,
nhdm théa min nhu ciu hoc tép ciing nhu nang cao hidu qua lam viéc, nha trudng quyét dinh

nang cip toan bo hé thong mang tai cac co sé hoat dong:

e Xay dyng hé théng mang ndi bd gdm phong lam viéc, phong lab cho sinh vién, cung
cap két ndi Wireless gitip sinh vién tra clru tai nguyén mang ngoai gio hoc & trudng.

e Can biao dam an toan thong tin, chng sy xam nhap hé thong trai phép bang viéc trién
khai hé thong tuong Iira, giai phap VPN gilip truy cép tir xa giita cac cd so dong thoi
theo ddi va ghi nhan cac cudc tan cong qua IDS/IPS.

e Cung cap hé thong dy phong cho tudng lira khi gip su ¢b, phan chia viéc kiém tra cac
luéng thong tin qua tudng Itra, tan dung tdi da hiéu suit hoat dong tuong Iura déng

thoi can béng tai két ndi ra Internet nham dam bao hé théng hoat dong tt va lién tuc.

Cic yéu cau cu thé ddi véi tirng phong ban:
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Thoi Gian . Poi Twong . x 2
. N Phong Ban . Yeéu cau cu thé
Lam Viéc Truy cap
Gido vién
8h30 dén Pao Tao Cho phép truy cap Web, File
11h30 Nhan vién Server va gui mail.
Tuyén Sinh

13h dén 17h

K& Toan — Tai
Chinh

Chia s¢ file gitra cac phong ban.

6h30 dén 12h

Lab (cho tat ca

sinh vién)

Khong cho phép truy cap Internet.

Cho phép truy cdp Internet, mail

X Lab Thyc Hanh va céc dich vu khac giup sinh vién
13h dén 17h30 M Sinh vién C ,

ang thuc hanh thiét ké hé thong.

Thu vién Chi cho phép truy cap Web.
10h dén 14h Internet
Sinh vién
6h30 dén : s
17h30 Wireless Nhén vién Cho phép truy cap Internet

Khach moi

53  Trién khai
5.3.1 So d6 h¢ théng mang tai tru sé chinh

5.3.1.1

Bang 3 — Bang yéu ciu ddi véi cac phong ban

Mo hinh mang

Dura trén cac mau kién trac tuong lira trén, chung t6i quyét dinh trién khai hé thong tuong lira
cho truong Pai Hoc Hoa Sen theo mdt trong hai mo hinh sau:
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DMZ

Directory
Syslog Server
Vian Ss

Data Server

ACS Serve

Access Paint
Vian 1

IT
Vian 9

Admission
Vian 8

Finance
Vian 7

Training
Vian 6

Falculty
Vian 5

Library
Vlan 4

Lab
Vlan 3

NetLab
Vlan 2

66



Xay dung Firewall ASA va IPS bdo vé mang | 2010

Directory a
Sysllaasnerver Sohar Data Server Management AC?J |Server

27
£ :

Access Point
Vian 1

Monitor

ISCSI IT

Vian 9

Admission
. Vian 8
Finance
-, Vian 7
Training
4 > Vlan 6
7 Falculty
Vian 5
\a— Vind
¥ Vian 4
Lab
Vian 3
g NetLab
s Vlan 2
Core/ 4 L

Distribute fEEaes

Internet

(b)
Hinh 50 — So’ do hé théng mang truong Pai Hoc Hoa Sen

Sw khdc biét

4+ V6i so d6 thie nhat: Pi kém viéc tmg dung cong nghé du phong tuong lia
Active/Active Failover, chung t6i con st dung HSRP (Hot Standby Router Protocol)
— giai phap it ton kém nhét ching toi lya chon (s& ¢6 giai phap khac toi wu hon dugc
dé cap trong phan Load Balancing Firewall) nham tan dung tdi da tai nguyén thiét bi.

Tuy khai thac hét tai nguyén hé théng nhung ciing mang lai mot s6 han ché sau:
e Chi phi dau tu cao.
e Doi hoi quan tri vién hé théng mang phai c6 kinh nghiém va trinh d nhét dinh.

e Qua trinh trién khai ciing nhu quan tri twong d6i phirc tap do viéc sir dung kha
nhiéu thiét bi (nhét 1a thiét bi Switch 16p 3).

4+ V6i so do thir hai: sir dung cong nghé du phong tudng lra Active/Standby Failover.

Cung voi viée bo bt cac thét bi (Switch 16p 3), chi phi dau tu duoc giam bot dang ké.

Ngoai ra, viéc trién khai theo mé hinh thr hai con giam bét ganh ning cho nha quan
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tri, khong gap nhitng van dé vé HSRP hay nhiing giai phap dé loadbalancing cho

firewall. Tuy nhién, so v&i md hinh thir nhat, mé hinh nay ciing méc phai han ché:

e Khong khai thac toan bo tai nguyén hé thong (cu thé 1a hai tudng lira Standby).

Theo hai so do trén, hé théng mang truong Dai hoc Hoa Sen chi yéu gdm bdn viing mang

chinh, duoc sap xép theo do bao mat giam dan:

Vung mang Lop dia chi IP Subnet Mask MO ta cu thé
Mang bén trong 172.16.x.0 (x: VLAN Mang ndi bg tin cay. Mtrc do
i , 255.255.255.0 C p
(Inside Network) tuong ng) bao mat cao nhat (100)
Dat Server quan trong (gém
Server Farm 10.0.0.0 255.255.255.0 | Database Server...). Mtc do
bao mat 100
Vung Phi Quan Dat cac Server quang ba ra
Su (DMZ — Internet (gdm Web Server,
. 11.0.0.0 255.255.255.0 ) e
Demilitarized Mail Server...). Mtrc do bao
Zone) mat xép sau Server Farm (50)

Mang bén ngoai
Internet (Outside
Network)

Céc lop IP Public khac

day dia chi trén

Mang khong tin cay. Muc do
bao mat thap nhét (0)

Bang 4 — Bang cic viing mang trong hé thong trwomg Pai Hoc Hoa Sen

Ngoai ra, d6i v6i cac két ndi diém — diém (point - point) giita cac thiét bi, chung t6i sir dung

16p dia chi IP 193.1.0.0/16, tir trong ra ngoai duoc cau hinh dia chi IP nhu sau:
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Thiét bi

Keét noi

Lop dia chi IP

Subnet Mask

Cip twong lira bén Switch 16p 3 voi Active Firewall 193.1.1.0 255.255.255.0
trong (Inside | g 16p 3 v Standby Firewall
firewall) _ _ 193.1.2.0 255.255.255.0
(cap Firewall Inside)
Gitra hai cdp Gitra hai cap tuong lra Active 193.1.4.0 255.255.255.0
tuong lua trong va
ngoai(Inside & | 5 1ai ciip twomg lira Standby 193.13.0 | 255.255.255.0
Outside)
Router bién véi Active Firewall
a1 1A , 193.1.5.0 255.255.255.0
Cap tuong ltra bén (cap firewall Outside)
ngoai (Outside
Router bién vi Stanby Fi 11
firewall OUIST DIER YOI SHarby FITEWE 193.1.60 | 2552552550
(cap Firewall Outside)
Bang 5 — Lép dia chi IP trén két ndi giira cac thiét bi
5.3.1.2  Xac dinh cac nhom nguoi dung

Moi phong ban tng véi timg nhom nguoi ding va dugc phan chia theo cic VLAN tuong

g, bao gdm 9 phong ban nhu sau:
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. VLAN Lép IP twong 2
Phong ban , , Subnet Mask Miéu ta cu thé
twong ung ung
Cung c4p mang khong day
Access . .
Point 1 172.16.1.0 255.255.255.0 | cho khach moi, nhan vién va
oin
sinh vién
NetLab 2 172.16.2.0 | 255.255.255.0 Phong lab sinh vién mang
Phong thue hanh cho tat ca
Lab 3 172.16.3.0 255.255.255.0 i .
sinh vién
Thu vién Thu vién cho sinh vién tu
. 4 172.16.6.0 255.255.255.0 o
(Library) nghién clru
Gido vién . .
5 172.16.7.0 255.255.255.0 Phong nghi cho gido vién
(Falculty)
bao Tao Tinh toan s sach, dua ra céac
. 6 172.16.8.0 255.255.255.0
(Training) bao céo hoat dong
Ké Toan —
Tai Chinh 7 172.16.9.0 255.255.255.0 Quan Iy két qua hoc tap
(Finance)
Tuyén sinh Cung cip, xtt 1y cac thong ti
ayens 8 172.16.10.0 | 255.255.255.0 | "5 CaP, XU Ly cac TIONg il
(Admission) tuyén sinh
IT 9 172.16.11.0 | 255.255.255.0 Quan tri hé thong

Bang 6 — Bang VLAN cac phong ban

Ngoai 9 VLAN duoc ciu hinh trén, ching t6i con cdu hinh thém 2 VLAN Ia Restricted
VLAN (duoc st dung khi nguoi dung dang nhap sai) va Guest VLAN (dugc dung khi cung

cap username va password trong ddng nhap hé thong).

Ngoai ra, chung t6i con trién khai hé thong thoai VOIP cho timng phong ban. O day, ching toi

quy dinh dinh dang sb dién thoai tai khoan ngudi ding 1a xxxx, trong d6:
e Haisd dau Ia s6 co so.

o Mot sb tiép theo 1a s6 phong ban.
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e Mot s cudi la so thir ty ngudi dung.

S thir tw cac co so, phong ban va ngudi dung twong ing duoc quy dinh theo cac bang sau:

Co so S6 thir ty twong ng
Quang Trung 11
Nguyén Vin Trang 22
Cao Thing 77

Bang 7 — Ciéc co sé trién khai VOIP

Phong ban S6 thir tw twong ting
Gido vién (Falculty) 1
Dao Tao (Training) 2
Ké Toan — Tai Chinh (Finance) 3
Tuyén sinh (Admission) 4
Thu vién (Library) 5
NetLab 6
Lab 7

Bang 8 — Cic phong ban trién khai VOIP

Tai khoin nguoi ding S6 thir tw twong vng
Userl 1
User2 2

Bang 9 — S6 thir tur tai khoan ngudi ding

5.3.1.3 Cic quy dinh Kkiém tra go6i tin trén twong lira
Viéc kiém tra cac goi tin ra vao qua hé thong mang 14 vo ciing quan trong, dong vai tro quyét
dinh trong viéc phat hién va ngin chin cic cudc tin cong vao hé thong. Do do, dé tang cuong
bao mat an toan hé thdng mang, chiing t6i xdy dung quy dinh kiém tra, bao gdm hai loai:

71



Xdy dung Firewall ASA va IPS bdo vé mang | 2010

Rule ¢ I6p mang cho tirng phong ban: gdbm ba loai trong ng véi ba ving mang, ap dung

cho cac ludng thong tin xuat phat tir:

e Mang bén trong: duoc cu hinh trén tudng lira bén trong

, N . . Thoi gian ap x
Phong ban | Hanh dgng Giao thire Miéu ta
dung
Access 6h30 sang dén | Cho phép thiét lap Web
. ALLOW HTTPS s ,
Point 5h30 chiéu | VPN dé truy cap Internet
. Cam tt ca cac truy cap
Lab DENY ALL Oh dén 24h A .
ra mang bén ngoai.
6h30 sang dén | Cho phép truy ci i
NetLab ALLOW ALL Sang <en © PRCP Tty cap ot
5h30 chicu giao thirc ra Internet
Cho phép truy cap web
, B server trong DMZ, truy
6h30 sang dén | A .
IT ALLOW ALL N cap web trén Internet va
5h30 chiéu . ) o
cac giao thirc quan ly
mang, hd trg nguoi dung
Chi cho phép truy ca
o HTTP, HTTPS, o Phep Ty cap
Céc phong 6h30 sang dén web, file server mail
] ALLOW SMTP, FTP, - .
ban con lai 5h30 chicu server va chia sé file,
SMB, SKINNY. VOIP

Bang 10 — Biang quy luét cho cac phong ban trong mang noi bo

Ngoai thoi gian hoat dong trén, tuong lira s& khoa tat ca két ndi truy cap tir trong ra ngoai.

e Vung Server Farm

Cam moi két ndi tir viing nay vao mang bén trong hay di ra mang bén ngoai. Tuy nhién,
nhitng két nbi da dugc ching thuc tir cac server c6 thé di vao bén trong thong qua tmg dung
web trén cac céng duoc chi dinh trudce, do cac ky su 1ap trinh thuc hién.

e Mang phi quin sy (DMZ): C4m moi két ndi tir viing ndy vao mang bén trong hay di

ra mang bén ngoai.
e Mang bén ngoai: duoc cau hinh trén tudong lira bén ngoai.
v Chi cho phép truy cap web (HTTP) va mail (SMTP) trén viing DMZ.
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v/ Cam ping (ICMP) trén tat ca cong giao tiép ctia tudng lira.

v' Chéng IP Spoofing va ARP Spoofing.

Rule ¢ lop wng dung dwa vao huong luu lugng

e Tir bén trong ra bén ngoai: duoc cau hinh trén tudng lira bén trong.

Cic phén

Giao thirc B Chi tiét Miéu ti cu thé
kiém tra
HTTP url-length 100 D¢ dai dia chi truy cap web la 100
Request www.tuoitre.vn, P ) PO
. Cam truy cap Tud1 Tré va Dan Tri
(host) www.dantri.com
uri request union, script, char(...) Chan nhiing uri chtra ba chudi nay
*.exe, *.wav, *.mpg, CAm tai céc file audio, video, file
FTP filename ) . )
*.avi,.. nén va file thuc thi
IM (Instant L, A A
protocol msn, yahoo Cam su dung phan mém chat
Messenger)

Bang 11 — Biang quy luét & 16p irng dung tir bén trong ra bén ngoai

e Tir bén ngoai vao mang DMZ: duoc ciu hinh trén tuong lira bén ngoai.

Giao thirc | Céc phan kiém tra Chi tiét Miéu ta cu thé
HTTP Max-conn 1000 Quy dinh s6 két ndi tbi da
Embroyic Connection 200 Quy dinh s6 két ndi khong hoan tat
url-length 100 D¢ dai dia chi truy cap web la 100

union, script,

uri request
char(...)

Chin nhirng uri chira ba chudi nay

spoof-server ServerPRO

Chdng Server Fingerprinting

Bang 12 — Bang quy luat & 16p ing dung tir bén ngoai vao DMZ

73




Xdy dung Firewall ASA va IPS bdo vé mang | 2010

Rule dbi véi két néi VPN

Loai VPN | Hanh dong | Giao thirc Miéu ta

H323 e Nguoi dung cac chi nhanh goi dién cho nhau

Site to Site SMB e Cho phép chia s¢ file trén Database Server
VPN ALLOW
FTP e Cho phép tai file, truy cap web trén cac server
HTTP trong vung DMZ
e Voice

e Cho phép chia s¢ file trén Database Server

SKINNY
e Thoi gian idle 30 phut
SMB
Easy VPN | ALLOW ETP e Thoi gian két n6i tdi da 5h, sau d6 xac thuc lai
utte | ° Thoi gian ton tai ciia khoa la 1h
e Cho phép tai file, truy cap web trén cac server
trong vung DMZ
e Thoi gian idle 30 phut
FTP o
Web VPN e Thoi gian két noi toi da Sh, sau do xac thuc lai
HTTP

e Thoi gian ton tai cia khoa Ia 1h

Bang 13 — Bang quy luat ddi véi két ndi VPN

5.3.2 Xay dung cac chinh sach

Dé bao mat cac thong tin trong hé théng mang, viéc thiét 1ap cac chinh sach kiém tra trén

ting thiét bi v6 cling quan trong, cu thé gdm cac thiét bi mang sau:
5.3.2.1 Switch Layer 2

e Port Security: dam bao sy tuong minh cac thiét bi dau cudi. Khi cé thiét bj la gin
vao thi cong d6 s& bi shutdown ngay lap tirc.

e Remote SPAN (Switched Port Analyzer): cho phép nha quan tri giam sat hé thong
dé dang. Khi tinh ning nay duoc bat, thiét bi (Switch) sao chép toan bd goi tin di qua
nd va giri dén cong hay VLAN cb dinh. Tir d6, nha quan tri phan tich, giam sat, danh
gia hé thong thong qua thiét bi giam sat, hé théng IDS (Intrusion Detection System). ..
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BPDU guard: bét trén cic cong & mode access ctia Switch, mot trong cac tinh ning
Spanning Tree Protocol (STP) nhiam chéng nhirng ké tin cong bén trong cb tinh giri
goi BPDU (PortFast Bridge Protocol Data Unit) dé tro thanh Root Bridge. Néu
Switch nhan duoc goi BPDU tir cong bét tinh ning nay thi ngay lap tirc cong nay roi
vao trang thai errdisable, khong thé truyén hay nhan dir liéu. Mubn sir dung lai cong

nay, can c6 su can thi¢p cua quan tri vién hay doi khoang thoi gian errdisable hét han.

IEEE 802.1x (dotlx): cung cip md hinh chimg thyc client-server nham han ché
nguoi ding tham gia mang LAN thong qua cong vat 1i (PNAC - port-based Network
Access Control), chi trién khai trén Switch duoc hd tro. Cung viéc cdu hinh trén
Switch, can bat tinh ning nay trén cic may tram dau cudi. So véi WEP (Wired
Equivalent Privacy), 802.1x dam bao tinh tin cdy, toan ven dit li¢u. Hon nira, 802.1x
dem lai mot s6 phuwong phép tién tién, nhu co ché loc (Filtering). Ngoai thuc hién loc
SSID va MAC, 802.1x con hd trg kha nang loc giao thure.

5.3.2.2 Switch Layer 3

Xay dung ACL theo hudng tir trong ra ngoai vdi quy dinh sau:

Ngan chan su truy cdp gilra hai phong Lab va thu vién t&i cdc phong ban nhan vién
(Phong Gido Vién, Ké Toan — Tai Chinh, Pao Tao, Tuyén Sinh) va truy cép 1an nhau.

Cho phép cac phong ban nhan vién (Phong Gido Vién, Ké Toan — Tai Chinh, Pao
Tao, Tuyén Sinh) truy cép giao thirc SKINNY (str dung dich vu VOIP).

Cho phép phong NetLab truy cap tit ca giao thirc bén ngoai (Outside).
Thu vién chi dugc phép truy cdp HTTP & bén ngoai (Outside).
Cam phong Lab thudng truy cap tit ca giao thirc cic may ndi bd va bén ngoai.

Cho phép céac két ndi truy cap giao thirc HTTPS tir Access Point (AP) dén Tudng lira

bén trong (Firewall Inside).

5.3.2.3  Firewall Inside (Twong Itra bén trong)

* Theo huéng luu luwong

Tur trong (Inside) ra ngoai (Outside)

o Xay dung Access Control List (ACL): cho phép cac mdy tinh ndi b (Inside) truy
cap céc giao thuc HTTP, HTTPS, FTP, SMTP, H323 gilta cac CCM server. Ngan

chan nguoi dung wifi két ndi vao co so khac.
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time-range NOWORK

periodic weekdays 0:00 to 06:30

periodic weekdays 17:00 to 24.:00

periodic weekend 0:00 to 24:00

!

access-list IN_ OUT extended deny ip 172.16.20.0 255.255.255.0 11.0.0.0 255.0.0.0
access-list IN_ OUT extended deny ip 172.16.20.0 255.255.255.0 10.0.0.0 255.0.0.0
access-list IN_ OUT extended permit ospf any any

access-list IN_OUT extended deny ip any any time-range NOWORK

access-list IN_ OUT extended permit tcp 172.16.0.0 255.255.0.0 host 10.1.0.2 eq 445
access-list IN_ OUT extended permit tcp 172.16.0.0 255.255.0.0 any eq http
access-list IN_ OUT extended permit tcp 172.16.0.0 255.255.0.0 any eq https
access-list IN_OUT extended permit tcp 172.16.0.0 255.255.0.0 any eq ftp

access-list IN_OUT extended permit tcp 172.16.0.0 255.255.0.0 any eq ftp-data
access-list IN_ OUT extended permit tcp 172.16.0.0 255.255.0.0 host 11.0.0.2 eq smtp
access-list IN_ OUT extended permit tcp 172.16.0.0 255.255.0.0 host 11.0.0.2 eq pop3
access-list IN._ OUT extended permit tcp host 10.0.0.4 host 10.1.0.4 eq 1720
access-list IN_OUT extended permit tcp 172.16.0.0 255.255.0.0 any eq domain
access-list IN_OUT extended permit udp 172.16.0.0 255.255.0.0 any eq domain

Bang 14 — Cac ACL tir trong ra ngoai

o Thiét lap chinh sach kiém tra (Inspection Policy) & 16p Application vé6i giao thirc:

v' HTTP: cAm truy cap cac trang web c6 ndi dung x4u, hodc phan dong (vi du

www.tuoitre.com.vn va www.dantri.com); ngan chdn tai cac file c6 dudi méd

rong nhu .exe, .bat, .gif, .vbs), cac file nén, file gidi tri; chan cac ng dung web

(c6 truong header 1 application); gii han chiéu dai header phai 16n hon 100;

chian noi dung tai v& khong phu hop véi ndi dung header, chin tai cac trang
web chay ActiveX, Java Applet; chéng CSS (Cross Site Scripting) va SQL

Injection.

regex URL _TUOITRE " *[Tt][Uu][Oo][1i][Tt] [Rr][Ee]\.[Vv][Nn]"

regex URL _DANTRI ".*[Dd][Aa] [Nn][Tt][Rr][Ti]\.[Cc][Oo][Mm]\.[VV][Nn]"
regex VIRUS ".*\.([Ee][Xx][Ee]|[Cc][Oo] [Mm]|[Bb][Aa][Tt]) HTTP/1.[01]"
regex IMAGE " *\.([Pp][1i][Ff]|[Vv][Bb][Ss]|[Ww][Ss][Hh]) HTTP/1.[01]"
regex VIDEO " *\.([Aa] [VV][Li]|[Ef][LL][VV]|[Ww][Mm][Vv]) HTTP/1.[01]"
regex MUSIC " . *\.([Mm][Pp]3|[Ww][Mm][Aa]|[Ww][Aa] [VVv]) HTTP/1.[01]"
regex COMPRESS " *\.([Zz][1i][Pp]\[Tt][Aa] [Rr]|[Tt][Gg][Zz]) HTTP/1.[01]"
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regex UNION " *[Uu][Nn][li][Oo] [Nn].*"
regex SCRIPT " *[Ss][Cc][Rr][Ii][Pp][Tt].*"
regex CHAR ".*[Cc][H]h[Aa][Rr]\(.*)).*"
regex contenttype "Content-Type"
regex applicationheader "application/. *"
!
class-map HTTP_MAP
match port tcp eq www
!
class-map type regex match-any RESTRITED URLS
match regex URL _TUOITRE
match regex URL _DANTRI
!
class-map type inspect http match-any URI _BLOCK
match request header referer regex UNION
match request header referer regex SCRIPT
match request header referer regex CHAR
match request uri regex VIRUS
match request uri regex IMAGE
match request uri regex VIDEO
match request uri regex MUSIC
match request uri regex COMPRESS
!
class-map type inspect http match-any RESTRICTED HTTP
match request uri length gt 200
match request header host regex class RESTRITED URLS
!
class-map type inspect http match-all AppHeaderClass
match response header regex contenttype regex applicationheader
!
policy-map type inspect http MY HTTP MAP
parameters
protocol-violation action drop-connection
class RESTRICTED HTTP
reset log
class URI BLOCK

reset log

class AppHeaderClass
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drop-connection log
!
policy-map IN_ OUT
class HITP MAP
set connection conn-max 1000 embryonic-conn-max 200 per-client-max 10 per-client-
embryonic-max 5
inspect http MY HTTP MAP
/

service-policy IN_OUT interface inside

Bang 15 — Chinh sach HTTP Inspection trén Firewall Inside

v' FTP: c4u hinh céc chinh sach tuong tu giao thirc HTTP.

regex EXT DOC ".+[Dd][Oc][Cc]"
regex EXT DOCX "+[Dd][Oc][Cc][Xx]"
regex EXT XLS ".+[Xx][Ll][Ss]"
regex EXT XLSX ".+[Xx][Ll][Ss][Xx]"
regex EXT EXE ".+[Ee][Xx][Ee]"
regex EXT WAV ".+[Ww][Aa][Vv]"
regex EXT MPG ".+[Mm][Pp][Gg]"
regex EXT AVI".+[Aa][WWV][Ti]"
regex EXT GIF ".+[Gg][Ti][Ff]"
regex EXT MP3 ".+[Mp][Pp]3"
regex EXT FLV ".+[Ff][Ll][Vv]"
regex EXT ZIP ".+[Zz][1i][Pp]"
regex EXT RAR ".+[Rr][Aa][Rr]"
!
class-map type inspect ftp match-any RESTRICTED EXT
match filename regex EXT EXE
match filename regex EXT WAV
match filename regex EXT MPG
match filename regex EXT AVI
match filename regex EXT GIF
match filename regex EXT MP3
match filename regex EXT FLV
match filename regex EXT ZIP
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match filename regex EXT RAR
!
policy-map type inspect ftp MY FTP _MAP
class RESTRICTED EXT
reset log
!
class-map FTP_MAP
match port tcp eq ftp
!
policy-map IN_ OUT
class FTP_MAP
inspect ftp strict MY FTP _MAP
class RESTRICTED EXT
reset log
class-map FTP_MAP
match port tcp eq ftp
!
policy-map IN_ OUT
class FTP_MAP

inspect ftp strict MY FTP _MAP
!

service-policy IN_OUT interface inside
/

Bang 16 — Chinh sach FTP Inspection trén Firewall Inside

v Block Yahoo va MSN messenger
class-map IM

match any
!

policy-map type inspect im IM
match protocol yahoo-im msn-im

drop-connection

policy-map IN_ OUT
class IM
inspect im IM
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!

service-policy IN_OUT interface inside

Bing 17: Block Yahoo Messenger va MSN Messenger

e Tir bén ngoai (Outside) vao bén trong (Inside)
o Céu hinh Access Control List (ACL)
v M6 céng 8000 tir Web Server dén Database Server, xac thuc do lap trinh vién
xu li.
v Cho phép cac co s& khac truy cip vao Database Server.

v' Cho phép user (Easy VPN) két ndi vao Call Manager va Call Manager két nbi

v6i nhau
v" Cho phép cac irng dung ctia Web VPN hoat dong.

v Cho phép tir firewall outside connect vao ACS dé xac thuc.

access-list OUT _IN extended permit tcp 172.17.0.0 255.255.0.0 host 10.0.0.2 eq 445
access-list OUT _IN extended permit tcp host 10.1.0.4 host 10.0.0.4 eq 1720
access-list OUT _IN extended permit tcp host 11.0.0.2 host 10.0.0.2 eq 8000
access-list OUT _IN extended permit ospf any any

access-list OUT _IN extended permit udp host 193.1.3.1 host 10.0.0.2 eq radius
access-list OUT _IN extended permit tcp host 193.1.3.1 host 10.0.0.2 eq 139
access-list OUT _IN extended permit tcp 12.0.0.0 255.255.255.0 host 10.0.0.4 eq 2000

access-list OUT _IN extended deny ip any any

Bang 18 — Cac ACL tir ngoai vao Inside

+ Két néi VPN

e Web VPN: khong can cai thém phidn mém, st dung trinh duyét web (web browser)
thyc hién két ndi VPN. Cho phép cac dbi tugng sau truy cdp Internet thong qua

Anyconnect. Tuy nhién, cic d6i tuong ndy khong thé truy cap hé thong mang ndi bo.
v Gido vién

v Sinh vién

v Co6ng nhén vién

v Khach moi
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ip local pool WIFI 172.16.20.1-172.16.20.254
aaa-server RADIUS protocol radius
aaa-server RADIUS (inside) host 10.0.0.2 123456
!
webvpn
enable inside
tunnel-group-list enable
onscreen-keyboard logon
svc image flash:/anyconnect-win-2.4.0202-k9.pkg
svc enable
exit
/
http server enable
!
group-policy WIFI internal
group-policy WIFI attributes
vpn-tunnel-protocol svc
webvpn
svc ask enable
svc keep-installer installed
svc rekey method ssl
svc rekey time 60
/
tunnel-group WIFI type webvpn
tunnel-group WIFI general-attributes
address-pool WIFI
authentication-server-group RADIUS LOCAL
default-group-policy WIFI
tunnel-group WIFI webvpn-attributes
group-alias WIFI GROUP enable

Bang 19 — Cac chinh sich Web VPN trén Firewall Inside

5.3.2.4  Firewall Outside (Twdng Iira bén ngoai)
* Theo huéng luu luwong

e Tiur bén ngoai (Outside) vao vung Phi Quan Su (DMZ - Demilitarized Zone)
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v' Xay dyng Access Control List (ACL) cho phép cac may tinh bén ngoai truy cép
HTTP dén Web Server, SMTP dén Mail Server trong viing DMZ.

access-list OUT _IN extended permit tcp any host 193.1.5.2 eq http

access-list OUT _IN extended permit tcp any host 193.1.5.2 eq https
access-list OUT _IN extended permit tcp any host 193.1.5.2 eq smtp
access-list OUT _IN extended permit tcp any host 193.1.5.2 eq pop3

Bang 20 — Cac ACL cho phép tir bén ngoai vao DMZ

v' Gi6i han sb luong két ndi truy cap tdi da (Max Connection) 1a 1000, cac két ndi
khong hoan tt qua trinh bt tay (Embroyic Connection) 1 200.

static (inside,outside) tcp interface http 10.0.0.2 http netmask 255.255.255.255 tcp 1000
200

static (inside,outside) tcp interface fip 10.0.0.2 ftp netmask 255.255.255.255 tcp 1000 200
static (inside,outside) tcp interface ftp-data 10.0.0.2 ftp-data netmask 255.255.255.255 tcp
1000 200

static (inside,outside) tcp interface smtp 10.0.0.2 smtp netmask 255.255.255.255 tcp 1000
200

static (inside,outside) tcp interface pop3 10.0.0.2 pop3 netmask 255.255.255.255 tcp 1000
200

static (inside,outside) tcp interface imap 10.0.0.2 imap netmask 255.255.255.255 tcp 1000
200

Bang 21 — Cic chinh sach giéi han két ndi tir ngoai vaio DMZ

v Thiét lap chinh sach kiém tra (Inspection Policy) & 16p Application véi giao thirc
HTTP nham chdng tin cong Web Server Fingerprinting, Cross Site Scripting va
SQL Injection tir bén ngoai vao web server.

regex UNION " *[uU][nN][il][0O][nN].*"
regex SCRIPT " *[Ss][Cc][Rr][Ii][Pp][Tt].*"
regex CHAR ".*[Cc][H]h[Aa] [Rr]\(.-*\).*"
/
class-map type inspect http match-any HACKING
match request uri regex UNION
match request uri regex SCRIPT
match request uri regex CHAR
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/
policy-map type inspect http MY HTTP
parameters
spoof-server ServerPRO
class HACKING
drop-connection log
!
policy-map OUT IN
class OUT IN
inspect http MY HTTP

!

service-policy OUT _IN interface outside

Bang 22 — Chinh sach HTTP Inspection trén Firewall Outside

+ Két néi VPN
e Site to Site VPN

Xay dung Access List quy dinh cac Interesting traffic, cho phép nhan vién chi nhanh khéc c6
thé két nbi dén Database Server trung tdm ciing nhu truy cdp DMZ. Ngoai ra, cho phép céac

Call Manager Server lién lac v6i nhau gitp ngudi dung céc co s¢ cé thé lien lac véi nhau.

access-list VPN extended permit tcp 172.16.0.0 255.255.0.0 host 10.1.0.2 eq 445
access-list VPN extended permit tcp host 10.0.0.4 host 10.1.0.4 eq 1720

access-list VPN extended permit tcp host 10.0.0.2 eq 445 172.17.0.0 255.255.0.0
access-list VPN extended permit tcp host 10.0.0.4 eq 1720 host 10.1.0.4

!

access-list NONAT extended permit ip 172.16.0.0 255.255.0.0 10.1.0.0 255.255.255.0
access-list NONAT extended permit ip host 10.0.0.4 host 10.1.0.4

!

nat (inside) 0 access-list NONAT

!

crypto isakmp key 123456 address 192.168.2.3

!
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crypto isakmp policy 10

authentication pre-share

encryption 3des

hash md5

group 2

life 84600

crypto ipsec transform-set TRANFORM esp-aes esp-sha-hmac
!

crypto map IPSEC 10 match address VPN
crypto map IPSEC 10 set peer 192.168.2.3
crypto map IPSEC 10 set transform-set TRANFORM
crypto map IPSEC interface outside

/

crypto isakmp enable outside

Bang 23 — Cac chinh sach Site to Site VPN trén Firewall Outside

e Easy VPN: Cho phép nhan vién truy cap hé thong mang ndi bo khi di cong tac, chir
yéu su dung ba dich vu sau:

v' Két ndi Database Server trung tim,
v Truy cap web, mail trong DMZ.

v Kétnbi Call Manager Server dé thuc hién cac cude go1.

ip local pool EASY VPN 12.0.0.1-12.0.0.254

!

access-list SPLIT stand permit 10.0.0.0 255.255.255.0

access-list NONAT extended permit ip 10.0.0.0 255.255.255.0 12.0.0.0 255.255.255.0
!

aaa-server RADIUS protocol radius

aaa-server RADIUS (inside) host 10.0.0.2 123456

exit

!
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crypto isakmp policy 10

authentication pre-share

encryption 3des

hash md5

group 2

life 84600

crypto ipsec transform-set TRANFORM esp-aes esp-sha-hmac

/
group-policy POLICY EASY VPN internal
group-policy POLICY EASY VPN attributes
split-tunnel-policy tunnelspecified
split-tunnel-network-list value SPLIT
dns-server value 172.16.5.2 203.113.131.1
vpn-idle-timeout 15
default-domain value lotus.edu.vn
!
tunnel-group EASY VPN type remote-access
tunnel-group EASY VPN general-attributes
authentication-server-group RADIUS local
address-pool EASY VPN
default-group-policy POLICY EASY VPN
exit
!
tunnel-group EASY VPN ipsec-attributes
pre-shared-key 123456
exit
!
crypto dynamic-map DYN _MAP _EASY VPN 20 set transform-set TRANFORM
crypto map IPSEC 60000 ipsec-isakmp dynamic DYN MAP EASY VPN
crypto map IPSEC interface outside

Bang 24 — Cac chinh sach Easy VPN trén Firewall Outside

e Web VPN: Cho phép nhan vién truy cap hé théng mang ndi bo khi di cong tac, chu

yéu su dung ba dich vu sau:
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v' Két ndi Database Server trung tim,

v" Truy cap web, mail trong DMZ. (Port Forwarding).

webvpn
enable outside
tunnel-group-list enable
onscreen-keyboard logon
port-forward APPLICATIONS 23 193.1.1.2 23
/
http server enable
!
group-policy NHANVIEN internal
group-policy NHANVIEN attributes
vpn-tunnel-protocol webvpn
group-lock value NHANVIEN
webvpn
functions url-entry file-access file-entry file-browsing
url-list value URLs
/
tunnel-group NHANVIEN type webvpn
tunnel-group NHANVIEN general-attributes
authentication-server-group RADIUS LOCAL
tunnel-group NHANVIEN webvpn-attributes
group-alias NVGroup enable
group-policy NHANVIEN attributes
group-lock value NHANVIEN
!
group-policy ADMIN internal
group-policy ADMIN attributes
group-lock value ADMIN
vpn-tunnel-protocol webvpn
webvpn
functions port-forward
port-forward value APPLICATIONS
/
tunnel-group ADMIN type webvpn
tunnel-group ADMIN general-attributes
authentication-server-group RADIUS LOCAL
tunnel-group ADMIN webvpn-attributes
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group-alias AdminGroup enable
group-policy ADMIN attributes
group-lock value ADMIN

Bang 25 — Cac chinh sich Web VPN trén Firewall Outside

5.3.2.5 Router bién

e Chu hinh chirc ning NAT (Network Address Translation) dé cac may bén trong hé
thong mang (Inside) cé thé truy cap bén ngoai Internet (Outside)

e Xay dung Access Control List (ACL) cho phép cac két ndi tir ngoai truy cap cac giao
thiec ISAKMP, ESP di vao Tuong ltra bén ngoai (Firewall Outside) va HTTP,
HTTPS, SMTP cho cac may Web Server, Mail Server.

5.3.3 Cac cong nghé sir dung

HSRP (Hot Standby Redundancy Protocol): trién khai trén hai Switch Layer 3 nhim can
bang tai va du phong khi mot trong hai Switch gap bét ki su ¢d nao. Ngoai ra, hai Switch nay
con déng vai tro DHCP Server dé cung cap dia chi IP ty dong cho cac may tinh trong hé
théng. Do d6, véi sy hd trg cua HSRP, mot sb nguoi dung léy Switch 1 la Default Gateway
ctia minh, trong khi mot sb khac nhan thdy Switch 2 méi 1a Default Gateway. Qua d6, gitip

phan chia tai mang truy cap trén hai Switch dong thoi ting kha nang chiu 18i cho hé thdng.

Failover (Dw Phong): ciu hinh trén hai cip tuong lira (Inside va Outside Firewall) dam béao
hoat dong li€n tuc va chinh xac déng thoi tan dung t6i da hiéu nang cua ca hai cap tuong lira.

Load Balancing: chi yéu trién khai trén hai thiét bi:

e Firewall Load Balancing (Cin bang tdi trén twong liva): Viéc trién khai hé théng dy
phong (Failover) trén tuong lira 1a chua di, can phai két hop thém tinh ning can bing
tai gitip phan chia kiém tra cac luu lwong truy cdp trong hé théng. Chi nhu vy méi

dam bao thong tin bao mat an toan dong thoi tudong lira ciing ludn sin sang hoat dong.

o Load balancing ADSL (Cén bang tii trén Router bién): Dé can bang tai hai hay
nhiéu két ndi Internet, c6 nhiéu cach khac nhau, tily nhu cau va kha ning kinh té va tat
nhién c6 su can ddi giita chi phi va loi ich ma n6 mang lai.

v HSRP/MHSRP: la cich don gian it ton kém nhit tuy nhién né khong phai 1a cach
can bang tai hoan hao, vi qua trinh phén chia cac tai mang phu thudc vao két ndi
duogc khoi tao tir bén trong ra bén ngoai. Xét & khia canh nguoc lai, viéc truy cap

tir bén ngoai vao s& khong dugc cén bang tai. Chinh didu nay ma giai phap
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HSRP/MHSRP chi mang tinh twong d6i khi khong c6 diéu kién trién khai nhiing
giai phap khic nhu BGP hay load balancing bang Vigor...

v' D6i véi BGP: dung trén Internet, qua trinh céu hinh tuong ddi phtrc tap dong thoi
yéu cau ISP phai hd trg méi c6 thé trién khai. So véi HSRP/MHSRP, BGP 1a giai
phép tuong ddi hoan hiao hon. Tuy nhién, BGP doi hoi kha nang xir Iy cia CPU
cling nhu RAM cua Router.

Ngoai hai cach trén, con nhiéu cich khac nhau. Tuy nhiéu, theo cac danh gi ciia nhiéu
chuyén gia, cn bang tai trén phan cting (hardware load balancing) s& 1 giai phap toi wru nhat

so v&i can bang tai trén phan mém (software load balancing).

v' Sir dung thiét bi Vigor: cho phép gop chung hai hay ba duong Internet. Chinh vi
day la giai phap phan ctmg nén kinh phi dau tu cao hon hai cach trén, nhung so

voi hiéu qua ma né mang lai thi rit dang trién khai.
Vi thé, day ciing la giai phap chiing t6i chon lwa cho mo hinh mang truong Dai Hoc Hoa Sen.

VOIP: cung cip hé thong thoai cho ngudi ding trong cling co s¢ hay giira cac chi nhanh véi
nhau théng qua két ndi leased — line hay trién khai hé théng VPN (Virtual Private Network).

5.4 Mt s6 cong nghgé trién khai thém
5.4.1 Failover

a. Gi6i thidu

Tinh ning dic biét nhim cung cap kha ning du phong cho thiét bi, dam bao hé théng luon
hoat dong tdt va lién tuc khi gap su cd. Mot cap thiét bi, trong d6 mdt dong vai tro Active,

mdt dong vai tro Standby, bao gdm hai loai du phong:

e Dy phong Phin cirng (Hardware failover): cung cap kha ning chiu 13i cho thiét b
phan cing, chii yéu dong bo cau hinh giita hai thiét bi. Vi thé, gia sir trong khi két ndi
da thiét 1ap ma thiét bi Primary bi shutdown thi moi két ndi déu bi ngit va phai duoc

khéi tao lai bén thiét bi secondary, diéu khong mong mudn khi trién khai hé théng.

e Du phong Ghi Nhé Trang Thai (Stateful failover): vira cung cap kha ning chiu 16i
cho thiét bi phan cirng va kha ning bao toan két ndi. Ngoai viéc dong bd cau hinh, hai
thiét bi con dong bo bang trang thai két ndi, ngay gio, MAC address ddi véi
transparent mode, SIP va VPN connection. Vi thé viéc bi mat két ndi va phai khéi tao
lai & thiét bi secondary 1a diéu hiém khi xay ra.
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b. Hoat dong

Dang Active/Standby: mdt trong hai thiét bj & trang thai Active, con lai 1a Standby tai mot
thoi diém. Mic dinh, Primary s€ Active, tat ca luéng dir liéu di qua thiét bi Active va déng bo
sang Standby. Standby chi giam sat thiét bi Active, néu nhan théy Active khong hoat dong thi
né tu chuyén sang Active. Mdi thiét bi c¢6 IP va MAC riéng. Néu xdy ra vin dé voi Active thi
Standby tu chuyén IP va MAC ciia minh thanh IP va MAC cuia active va giri di nhitng frame
ra cac cong giao tiép cap nhat bing MAC cua Switch. Cha ¥ thiét bi active vira rét khong
chuyén sang Standby cho dén khi sira xong. Cho dui stra xong, thiét bi niy ciing & trang thai
Standby chtr khong 14y lai quyén Active. Tuy nhién, sir dung dang nay ldng phi mot thiét bi.

Dang Active/Active: Khic phuc nhugc diém ciia Active/Standby, Active/Active ra doi dua
trén nén tang va sy két hop ciia Active/Standby va Context (cho phép xiy dung firewall
40).Trén moi thiét bi s& c6 hai context (CTX1A, CTX1B, CTX2A, CTX2B), mdi context bén
nay sé két hop véi context bén kia dé tao nén mot Active/Standby, nhu vay s& c6 mot cap
Active/Standby. Cip thir nhat CTX1A 1a Active, CTX2A la Standby thi cap thir hai CTX1B
lam Standby, CTX2B lam Active. Ngoai ra, két hop véi dudng dinh tuyén tinh (Static Route),
hay dong (dynamip route) & transparent mode thi s& c6 thé cin bang tai trén hai thiét bi. Tuy
nhién, trong thuc t& quan sat thi viéc dung dinh tuyén tinh (Static Route) dé can bang tai la
khong t6i wu, vi hau hét dit liéu chi di theo mot hudng nhét dinh. Cha ¥: multiple mode (hd
trg context) khong hd trg dinh tuyén dong (dynamip routing).

c. Nguyén nhan

C6 nhiéu nguyén nhan dan dén Failover nhu mat nguon, mot hay nhidu cong giao tiép bi hu,
card mang 16i hay van dé phan mém nhu thiéu bo nhé, tac nhan truc tiép ctia ngudi quan tri

voi cau 1énh failover active trén tudng lira Standby. Dudi day 1a thoi gian phat hién van dé:

Minimum
Failover Condition Default Time Time Maximum Time
Active unit loses power or stops 15 seconds 800 ms 45 seconds
normal operation
Active unit motherboard interface 5 seconds 500 ms 15 seconds
is down
Active unit 4-GE card interface is 5 seconds 2 seconds 15 seconds
down
Active unit IPS or CSC card fails 2 seconds 2 seconds 2 seconds
Active unit interface is up, but 25 seconds 5 seconds 75 seconds

has connection problems that
cause interface testing

Hinh 51 — Théi gian Failover phat hién 16
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d. Giam sat
V& co ban, két ndi dy phong (failover link) va két ndi dir liéu (data link) gidm sat boi failover.
Dbi voi két ndi du phong, tin nhin hello (failover hello message) tao ra mdi 15s (mit dinh),
néu ba tin lién tiép déu khong thay phan hoi tir ddi phurong thi goi tin ARP duoc tao ra va gui
di trén tat ca cong giao tiép. Néu khong nhan duoc hdi dap ndo tir cong giao tiép nio thi
failover s& lam viéc, ty dong chuyén thanh trang thai Active. Con néu khong nhan duoc hoi
dap tir két ndi du phong ma nhan duoc hdi dap tir cac cong giao tiép con lai thi qua trinh

chuyén doi s& khong xay ra. Trong trudng hop nay, failover két luan 15i do két ndi du phong.

Dbi véi két ndi dir liéu (data link), tin nhin hello (failover hello message) tao ra va giri di trén
tat ca cong giao tiép (t6i da 1a 255), nhu tin nhin & trén va ciing giri di mdi 15s. Néu qua nita
thoi gian hold-down ma van khong thay tra 15i thi thiét bi s& tién hanh kiém tra, xac dinh co
van dé gi xdy ra véi cong giao tiép nay. Trude mdi 1an kiém tra, bo dém sé lugng goi tin nhan
duoc trén céng giao tiép s€ duogc x0a tréng. Sau do, thiét bi s& kiém tra xem c6 nhan duoc
frame hay géi tin nao hop 1¢ khong, néu co két luan cong giao tiép hoat dong binh thudng,
nguoc lai chd dén 1an kiém tra tiép theo, gdm bdn ndi dung:

o Link up/down: v6 hiéu hoa (Disable) va kich hoat lai (re-enable) dé kiém tra.
e Hoat dpng mang: giam sat cac frame nhan dugc trong vong 5s.

e ARP: tao hai goi tin truy vin ARP (ARP Query) cho hai myc méi nhit trong bang
ARP (ARP table) va cho doi frame hop I€ trong vong 5s.

e Broadcast ping test: tao goi ping broadcast va chd géi tin phan hdi hop 1¢ trong 5s

Thong thudng thiét bi duoc két ndi switch layer 2, vi thé dé giam kha nang xay ra 15i thi phai
dam bao cac cong giao tiép ciing VLAN. Néu khong thi phai vo hiéu hoa gidm sat trén cong
giao tiép d6 bang 1énh [no] monitor-interface logical if name. Tiép dén dam bao viéc van
hanh thuét toan STP khong tac dong hay khoa cac cong niy. Ngoai ra nén cdu hinh tinh ning
PortFast néu dung san phim cua Cisco. Néu khong 1am thé, Switch s& khong st dung RSTP
ma thay vao dé dung chuin do IEEE dua ra (802.1d), sau d6 STP lai phai tinh toan lai, viéc
nay mat khoang 30 — 45 gidy dan dén bo 15 ba goi tin hello va anh huong dén failover.

5.4.2 HSRP (Hot Standby Redundancy Protocol)
a. Gidi thi¢u
Dé bao dam hé théng mang sin sang hoat dong (High Availability) lién tuc khi gap su cd,

HSRP la mdt trong sb tinh ning cung cdp kha ning du phong & 16p Network cho cac miy

trong hé thdng mang, gitp t6i vu hoa viée cung cép cac dudng két ndi khi phat hién lién két
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bi hu va co ché phuc hdi sau khi gap su ¢d. Nhu HSRP, Virtual Router Redundancy Protocol
(VRRP) va Gateway Load Balancing Protocol (GLBP) ciing cung cdp nhiing chirc ning
tuong tu, VRRP 1a giao thic chuén, dugce hd tro bdi hiu hét Router khac nhau, con GLBP la

chuan cua Cisco, dugc cai tién tr VRRP va bo sung thém tinh ndng can bang tai.

Forwarding
Router

Standby
Router

Campus
Backbone

Hinh 52 — Giao thiec HSRP

HSRP 13 chuin cua Cisco, miéu ta cu thé trong RFC 2281. HSRP cung cip kha ning dy
phong cho may tram dua trén su phdi hop cua cac Router dé dua ra mot Router a0 giup dinh
tuyén luu lugng ra vao hé thong. Nho dung chung dia chi IP va MAC, Router 40 nay dong
vai trd dinh tuyén cac goi tin trong hé thong. Trén thuc té, Router 40 nay hoan toan khong ton
tai; n6 duge biéu dién nhu thanh phﬁn chung cac Router vat ly céu hinh tinh nang HSRP.

b. Hoat dong

Dia chi IP cia Router 40 duoc cau hinh 13 Default Gateway cho cac may tram trong mang.
Khi nhirng frame dugc gri tir cac may tinh dén dén default gateway, ching dung co ché ARP
(Address Resolution Protocol) dé phan giai dia chi MAC véi IP default gateway. Cac frame
giri dén dia chi MAC nay s& dugc xtr 1y tiép tuc bai Router chinh (Active Router) hay Router
du phong (Standby Router) thudc cting nhom Router a0 c4u hinh. Qua trinh nay dién ra hoan
toan trong sudt véi cac may tram dau cudi. Nhd 6, HSRP gitp dinh tuyén cac luu luong ma

khong can dya vao tinh san sang cua bat ki Router don 1¢ nao.
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— J | need to get
to17216312?

Use MAC address
0000.0c07.ac01.

Router A

Router B
Priority 200 Priority 100
172.16.10.82 172.16.10.169
0010.f6b3.d000 0010.0b79.5800

irtual Router
172.16.10.110
0000.0c07.ac01

Campus

Backbon

File Server A
‘a 172.16.3.127

Hinh 53 — Qua trinh hoat dgng cia HSRP

Trong hinh trén Router A dang & vai tro Active va chuyén tiép tat ca frame dén dia chi MAC
14 0000.0c07.acXX v6i XX 1a s6 nhom dy phong (standby group). Dia chi IP va MAC tuong
g cua Router 40 duoc duy tri trong bang ARP ctia mdi Router trong nhom.

HSRP Group 1
| Switch#show ip arp I 172.16.10.82 172.16.10.169

« F W

172.16.10.110

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.10.82 - 0010.£6b3.d4000 ARPA VlanlO
Internet 172.16.10.169 - 0010.0b79.5800 ARPA VlanlO
Internet 172.16.10.110 ARPA  Vlanl0 |’

Vendor Codeﬂ T_HSRP Group
HSRP

Hinh 54 — Biang ARP cia cac Router thanh vién trong nhom

Hinh trén hién thi bing ARP cua Router thanh vién nhom dy phong 1 thuéc VLAN 10. Qua
do, dia chi IP cia Router 40 1a 172.16.10.110 véi MAC tuong trng 1a 0000.0c07.ac01 (01 1a
s6 nhom, hién thi dudi hé co s thap luc phan).

Cac Router du phong (Standby Router) trong nhém ludn theo doi trang thai hoat dong cua
Router chinh (Active Router) dé nhanh chong chuyén trang thai chuyén tiép goi tin néu
Router chinh gip bt ki su ¢ nao. Active va Standby Router s& truyén cac goi tin hello
message dé giao tiép v6i cac Router khac trong nhom véi dia chi dich multicast 224.0.0.2,
kiéu truyén UDP cong 1985 va dia chi IP ngudn 1a dia chi IP Router giri di. Ngoai ra trong
nhém con chira mot sé Router khac khong phai Active hay Standby, nhitng Router niy s&
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giam sat cac goi tin hello message dugc giri boi Active va Standby Router dé chic chin
Active va Standby Router van dang ton tai. Hon nira, cic Router nay chi chuyén tiép nhiing

g6i tin dén chinh dia chi IP ciia n6 ma khong chuyén tiép chi dén Router 4o.

Khi Active Router bi 16i, nhitng router khac thudc cuing HSRP group s& khong con nhan dugc
message tir active router, Standby Router s& gia dinh vai tro ctia né lic nay 1a Active va diéu
khién cac luu lwong mang, cac Router trong nhom lai bau chon ra Standby Router. Luc nay
qué trinh truyén frame ctia cac may tram van khong bi anh huéng boi vi Router & trang thai

chuyén tiép van s& dung dia chi IP 40 va MAC 4o nhu lic dau.

| have not heard a hello
message from the active
router. | will assume the
active router role.

Router in
Active State
172.16.10.169

172.16.10.110

Hello Message *

Hinh 55 — Qua trinh chuyén déi khi Active Router gip sw ¢b

Néu Active va Standby Router gip su ¢ thi tat ca Router trong nhom lya chon lai Active va
Standby Router mdi. Active Router méi nhan 1iy nhiém vu chuyén tiép goi tin dén cac may

trong hé thong mang.
Cac vai tro cua Router trong HSRP

HSRP dinh nghia ra cac nhém dy phong (Standby Group), cac Router s€ dugc gan vai trd
khac nhau trong nhoém nay:

e Virtual Router: thuc té chi 123 mot cap dia chi IP va MAC ma tat ca thiét bi dau cudi
ding lam IP default gateway. Active router s& xir 1y tat ca goi tin va frame gui t6i dia
chi IP hay MAC cua Router do.

o Active Router: bau chon dua trén gia tri wu tién (1-255, mic dinh 13 100) ciing nhu
dia chi IP cao nhét, chiu trach nhiém chuyén tiép goi tin dong thoi giri dia chi MAC

ao dén cac thiét bi dau cuoi.

e Standby Router: du phong khi Active Router gip bat ctr su c¢d nao. Khi do, Standby
Router s& dong vai trd Active, tiép tuc dinh tuyén cac Iuu lrong trong hé thong.

o Other router: cac Router khac khong tham gia nhém dy phong (Standby Group).
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Cic trang thai trong giao thirc HSRP: Mot Router trong nhom du phong c6 thé & mot

trong s trang thai sau:

HSRP Standby Group 1

Router A Router B
Priority Priority
100 50

Router A does
not hear any
higher priority
than itself, so
promotes itself to

Router B hears
that router A
Speak Speak has a higher

riority, so
standby. . + + € ro:ter Bt:;tums
Standby Listen to the listen
Router A does > I * state.
not hear an
active router, so Active Speak
promotes itself to ¢
active.
Standby

Hinh 56 — Cac trang thai cua HSRP

e Initial: trang thai bit dau tit ca Router trong nhém. O trang thai nay, HSRP khong
hoat dong.

e Learn: Router mong chd nhdn cac géi tin HSRP, tir d6 nhan thiy dia chi IP cta
Router 40 va xac dinh Active Router, Standby Router trong nhom.

e Listen: Sau khi nhan g6i tin HSRP va biét duge dia chi IP Router do, nd tiép tuc
chuyén sang trang thai listen nhim xac dinh xem co sy ton tai Active hay Standby
Router trong nhém khong. Néu nhu da c6 thi né van giit nguyén trang thai, nguoc lai

chuyén sang trang thai Speak.

e Speak: Cic Router chu dong tham du qua trinh chon lya Active Router, Standby

Router dua vao goéi tin Hello.

e Standby: tmg vién cho vi tri Active Router ké tiép. Standby Router dinh ky gtri cac
goi tin hello, dong thoi ciing ling nghe cac hello message tir Active Router. Trong
mot mang HSRP chi c6 duy nhat mot Standby Router.

e Active: chuyén tiép gi tin, giri dia chi MAC 4o ciia nhom ddng thoi hdi dap cac goi
tin ARP request huéng dén IP 4o. Active Router ciing dinh ky gui ra cac hello

message. Trong mot nhom dy phong chi ton tai duy nhit mot Active Router.

c. M@t s thuat ngir trong HSRP
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C6 ba dang timer dung trong HSRP. Néu khong c¢6 goi tin hello nao dugc nhan tir Active

Router trong khoang thdi gian Active thi Router chuyén sang trang thai méi.

o Active timer: ding dé giam sat Active Router, tu khoi dong lai vao bat ky thoi diém
nio khi bat ki Router trong nhém nhan dugc goi tin hello tir Active Router.

e Standby timer: dung dé giam sat standby router, tu khoi dong lai vao bét ky thoi diém
nio bét ki Router trong nhém nhan duge géi tin hello tir Standby Router.

o Hello timer: thoi gian ctia goi tin hello. Tat ca cac Router trong nhoém dy phong & bét
ky trang thai nio cia HSRP déu tao ra goi tin hello khi ma hello timer qué han.

Ngoai ra, dé xac dinh khoang thoi gian tdi da géi tin hello, chiing ta quan tan hai gié tri sau:
o Hello Interval Time: khoang thoi gian gitra hai goi tin hello thanh cong tir mot
Router. Mic dinh 1a 3 giay.

e Hold Interval Time: khoang thoi gian gilra hai goi tin hello dugc nhan va gia dinh
Router giri dang gip su ¢d. Mic dinh 1a 10 gidy.

d. Multiple HSRP (MHSRP)

Tir phién ban Cisco I0S Release 12.2(18) SE trd 1én déu c¢6 kha ning hd trg Multiple HSRP
(MHSRP) — duoc mé rong tir HSRP cho phép can bang tai giita hai hay nhiéu nhém HSRP tir

cac may tram dén cac server trong h¢ thong.

'/ L
7 N
I\\- 'Ijl
"I\ I|
M --\\_____ - o ___/
Active router for group 1 T Active router for group 2
Standby router for group 2 Standby router for group 1

Router A @ @ Router B

10.0.0.1 10.0.0.2

Hinh 57 — Multiple HSRP

Trong hinh trén, ta thdy ca Router A va Router B déu thudc hai nhém dy phong. Ddi vai
nhom 1, Router A méc dinh 13 Active Router vi n6 c6 gié tri uu ti€n cao nhét va Router B 1a
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Standby Router. Nguogc lai nhom 1, trong nhom 2, Router B méc dinh 1a Active Router boi vi
nd c6 gia tri uu tién cao nhat va Router A 1a Standby Router. Trong sudt qua trinh hoat dong
binh thudng, hai Router A va B lan luot phan chia tai mang. Khi hai Router khong hoat dong,
cac Router khac trong nhom s& ti bau chon Active va Standby bao dam hé théng mang ludn

hoat dong lién tuc va can bang tai cic ludng luu lwgng trong mang.

5.4.3 Can bing tai trén Firewall (Firewall Load Balancing)

Trong modi truong mang ma bao mat dong vai trd sdng con nhu hién nay, viéc bao dam tuong
lira udn sén sang hoat dong (High Availability) rat quan trong. Ngoai viéc cdu hinh tinh ning
du phong cho tudng lira (Firewall Failover) — cung cip kha ning hoat dong lién tuc va chinh
xac, viéc phan chia cc ludng thong tin kiém tra trén tudng lira cling dong vai trd vo cliing can
thiét. Tur phién ban ASA 7.0 va FWSM 3.1, Cisco da dua ra khai niém context va hd trg trién
khai nhiéu context trén cac cip tudng lira du phong gitip chia tai kiém tra cac Iuu lugng ra
vao hé théng. Tuy nhién, qua trinh nay doi hoi cdu hinh bang tay va cac tuong lira tham gia
phai gidng nhau vé mau, phién ban va cac thong sé k¥ thuat khac.
a. Téng quan

Viéc trién khai hé thong tuong lira c6 thé thuc hién bang nhiéu cach khac nhau. Dudi day 1a
bang so sanh gia thanh, cac tinh ning bao mat ciing nhu kha ning dy phong trén hé thong
trién khai xay dung moét tuong ltra don 1¢é, mdt cdp tuong lra hay nhom cac tuong hra cAu
hinh tinh nang Firewall Load Balancing (FWLB).

Cac tinh nang | Twong lira don 1é Du phong twong Iira Can bing tai trén
(Single Firewall) (Firewall Failover) twong Iira (FWLB)
Gia Thanh Thép, chi xay Vira, can xdy dyng hai Cao, it nhat hai tuong
dung mdt tudng tuong lira. lira, kém theo thiét bi
Itra. can bang tai.

Piém dy phong Mot: ban than Khong: hai tuong Ira vat | Khong: Tét ca tudng
(Firewall Point tuong lua ly riéng biét Itra gom thanh nhom.
of Failover)

96



Xdy dung Firewall ASA va IPS bdo vé mang | 2010
Hi¢u ning Han ché d6i voi hé | Han ché dbi voi hé thong | Ty I¢ thuan s6 lwong
thong tuong lira tuong lora don 1¢. Chi tuong lua. Trén ly
don 1é. mot cip tuong lra chinh | thuyét, mdi tuong lira
kiém soét cac luu luong tan dung ti da ning
tai thoi diém nhit dinh. | lyc v6i kha ning can
bang tai ly tuong.
Can bang tai Khong. Khong, tuong Itra chinh Kiém tra két ndi truy
(active) kiém soat moi | cép giao cho cic tudng
két ndi truy cap. Ira, dua theo thuat toan
bam. Cung mot thoi
diém, tat ca tuong lira
kiém soét cac luu
lugng ra vao.
Phén ng khi | Khong chuyén tiép | Tat ca luu lugng truy cap | Két ndi truy cap méi
gip su cb hay kiém soat bit | ddy qua tuong liradu | giao cho céc tuong lira
ki Iuu lugng nao. phong (standby) xtr li. khac xtr 1i.
Cai dit thém Khong Khong Mot thiét bj FWLB
cac phén cirng phai cai dat mdi bén
b6 sung nhém tuong lra. Vi
Catalyst 6500 Content
Switching Module
(CSM), CSM thuc thi
trén ca hai bén nhom
tuong lira.

Bang 26 — Bing so sanh cac cac tinh niing twong lira trén cic h¢ thong khac nhau

Dé phan phoi cac két noi gilta cac thanh vién trong nhom, FWLB yéu cau thém mdt chirc
ning cin bang tii trén mdi bén nhoém tuong lira. Picu ndy dam bao cic két ndi duge phan

phoi trén cac birc tuong lra va cac luu luong ra vao h¢ thong luén guri dén cung tuong Iira.
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Firewall A

v - o N
Public le====--= ~  Private
\ Nework ————-JR-——-——-——-—C 9 ——— > =\, Network >
- _J Firewall Firewall o 4
- Load Load -
Balancer Balancer
(Outside) {Inside)

Hinh 58 — Firewall Load Balancing (FWLB)

b. Mot s6 phwong phap cin bing tai trén twong lira
Véi viée sir dung hay két hop mot trong cac cach sau:
e Phin mém: gém cac tinh ning sau:

v" Phan mém Cisco I0S dung trén cac switch Catalyst 6500 cho IOS Firewall Load
Balancing (I0S FWLB), mdt thanh phan cta Server Load Balancing (I0S SLB).

V' Cac tuong lira dugc cAu hinh nhu mot trang trai tudng lira (firewall farm).

v Khi Iuu lugng duge dinh tuyén qua nong trai tudng lira, cac két ndi phan phéi cho

ting tudng lira trong trang trai. Qua trinh nay dién ra trong sudt véi nguoi ding.

e Phin cirng: Cac thiét bi can bang tai phan phdi cac Iuu lwong truy cap cho thanh vién
ndng trai twong lira. Nhirng két nbi qua tudng lira déu dugc can bang tai thong qua cac

thiét bi phan cimg véi cac thudc tinh sau:

v' Cisco Catalyst 6500 Content Switching Module (CSM) ding can bang tai trén
tuong lra nhu 13 mot thanh phan cia Accelerated Server Load Balancing (ASLB).

v' Tuodng lira dugc cdu hinh nhur may chu trang trai binh thuong.

v Khi Iuu lugng truy cap duoc nhan trén VLAN ¢ trong, CSM phan chia céac két nbi
cho cac tuong Ira thanh vién xtr 1i.

e Cic thiét bi chuyén dung

Thiét bi chuyén nodi dung (External content-switching appliances) dit trén mdi bén nhoém

tuong lra. Cac két ndi truy cap phan phdi cho cac thanh vién trong trang trai, dya theo:
v Cisco Content Services Switch (CSS) dung cin bang tai.
v' Tudng lira duoc ciu hinh riéng, CSS xem chung nhu danh sach tuong lira hitu ich

hon 1a mdt trang trai tudng Itra.
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v' CSS phan phdi cac ludng truy cap dén tuong lira theo duong dinh tuyén xac dinh

va thuat toan bam trén dia chi IP.

5.4.4 Chirng thuc 802.1x
a. Gidi thi¢u
IEEE 802.1x duogc phat trién boi IEEE, mot trong sd nhitng giao thirc mang IEEE 802.1

nhdm cung cap kha ning ching thuc cho ngudi ding trong mang khong day. Sau d6, nd con
duogc ding trong mang Ethernet nhu 1a mot co ché diéu khién truy cap trén cac cong vat 1i.

Chuén 802.1x xay dung dua trén mo hinh ching thyuc kiéu client-server gitp han ché ngudi
dung tham gia mang LAN thong qua phuong phép port-based. Bén canh d6, 802.1x con dua
ra ha tdng cho viéc xac nhdn va diéu khién luu thong nguoi dung trong mang dugc bao vé
cling nhu cAp phat dong cac khoa ma hoa khac nhau.

b. Kién tric

Supplicant System (hay Client): may tram hoic cac thiét bi c6 nhu cau dugc ching thuc dé
c6 du tham quyén tham gia vao mang. Qua trinh xac thyc dugc kich hoat khi nguoi dung thuc
thi chuong trinh cung cip kha niang xac thuc 802.1x ma cic ung dung nay thuong doi hoi
phai hd trg giao thirc EAPoL (Extensible Authentication Protocol over LAN).

! S — .I. .......... anad . —

LAM WLAN /

r | [ o

[ il 1 . .

] i i ; i Authentication

Authenticator system

E Supplicant system E E ¥ i server syslem

] Bl

' i . " - "

' : e | 1t | Services offered by || Authenticator ,| Authentication
Supplicant PAE -

E . E E authenficator s FAE EAP protocol; sl :

' 1 | §| Eyaem | exchanges :

' E ; carmied in i

' i Fort higher layer

' ' 5 unauthorized protocol

1 L

] i
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: ¥

] e
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Hinh 59 — Kién truc 802.1x

Authenticator System (thwong la cic thiét bi mang hd trog xic thwe 802.1x nhuw
Switch...): cung cip cac cong (vat Iy va luan 1) cho may tinh truy cap hé thong mang.

Ngoai ra, nd con gitip trung chuyén cac thong tin chirng thuc qua lai giira client va server.
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Authentication Server System: cung cép dich vu xac thuc cho Authenticator System, thong
thuong 1a RADIUS server, AAA server. Ngoai ra, nd con luu trir thong tin ngudi dung nhu
username, password, VLAN phu thudc... ding dé so sanh véi cac thong tin ngudi ding gui
dén nham xac nhan xem day co phai 1a nguoi ding hop 1¢ hay khong.

Authenticator va Authentication Server dugc tich hgp chung trén mdt thiét bi. Tuy nhién, dé
tranh truong hop ngudi dung tiép xtc tryc tiép gdy ton hai server, Authentication Server va

Authenticator System thuong két ndi thong qua Switch va ton tai trong suét véi ngudi dung.

c. Hoat ddng: Quy trinh xac thyc (authenticate) va uy quyén (authorize) theo
chudn 802.1x dién ra nhu sau:

Authenticator 2 Authentication server
RADIUS / Diameter

Internet or other LAN resources

Hinh 60 — Hoat dong xac thue ngudi diing theo chuin 802.1x

Initialization: Khi phat hién supplicant méi, cong trén switch (authenticator) duoc kich hoat
& trang thai chua dugc iy quyén (unauthorized). O trang thai nay, chi cho phép cac luu lugng
802.1X, ngoai ra nhitng lyu lugng truy cap khac nhw DHCP, HTTP... déu bi bo di.

Initiation: Dé bat diu qua trinh ching thyc, authenticator s& lan lugt chuyén cac frame EAP-
Request/Identity dén mot dia chi ddc biét 16p hai trén phan mang cuc bo. Supplicant s& ling
nghe trén dia chi nay va khi nhan dugc frame EAP-Request/Identity, n6 sé& tra 10i bang frame
EAP-Response/Identity chira cac thong tin ching thuc cua supplicant nhu tén ding nhap
(User ID), mat ma (password). Sau d6 Authenticator s¢ dong goi cac thong tin nay trong goi
tin RADIUS Access-Request va chuyén tiép cho Authentication Server. Supplicant ciing c6
thé bat dau hay khoi dong lai qué trinh ching thuc bang cach giri frame EAPOL-Start cho
Authenticator, ma sau d6 s€ dugc tra 101 voi frame EAP-Request Identity.

Negotiation (hay EAP negotiation): Authentication Server gui tra 101 (dong goi trong goi tin
RADIUS Access-Challenge) cho Authenticator, gdm thong s6 EAP Method (loai ching thuc
dwa trén EAP Supplicant mudn thyuc hién). Authenticator dong goi EAP Request trong frame
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EAPOL va chuyén t6i Supplicant. Luc nay, Supplicant co thé NAK yéu cau EAP Method va
tra 161 voi thong sé EAP Methods né mudn thue hién hay bt ddu yéu cdu EAP Method.

Authentication: Néu ca Authentication Server va Supplicant déu dong ¥ cic thong s6 EAP
Method thi Supplicant va Authentication Server (thdng qua Authenticator) s& lan luot trao doi
cac ban tin EAP Requests va Responses cho dén khi Authentication Server dap tng mot trong
hai tin EAP-Success (go1 gon trong goi tin RADIUS Access) hay EAP-Failure (goi gon trong
goi tin RADIUS Access-Reject). Néu ching thuc thanh cong thi Authenticator s& thiét lap
trang thai cong 1a "Authorized" va cho phép chuyén tiép moi luu lugng truy cap; ngugc lai
néu that bai, cong van & trang thai "unauthorized". Khi Supplicant thoat khoi hé thong, n6 gui
ban tin EAPOL-logoff cho Authenticator dé lan nita thiét lap trang thai cong 1a

"unauthorized", khdéa moi luu lugng truy cap ngoai trir cac luu luong EAP.

EAPOL
Authenticator e———— | Proiected Network

G
%4;;,;-._‘\

"ol Authentication
Server

Hinh 61 — Céch thirc trao doi giira Supplicant, Authenticator va Authentication Server

Nhin chung, qué trinh trao d6i ban tin giita Supplicant va Authentication Server thyuc hién
thong qua EAP — Method ding két ndi diém - diém, phu thudc loai EAP-Method con
Authenticator va Supplicant trao d6i cac ban tin thong qua giao thirc chimg thuc EAPOL
(EAP over LAN). Ngoai ra, trudc khi ching thyc thanh cong, chi c6 mot sb giao thirc co ban
duoc dung dé trao d6i qua lai gitra Supplicant va Authenticator nhu STP, CDP, EAPOL... Chi
sau khi dugc chirng thuc, cac frame dir liéu khac méi dugc trao d6i binh thuong.

d. Uu va nhuge diém ciia 802.1x
+ Uu diém
Pim bio tinh tin cdy: Hau hét thong tin trao doi trong mang déu ma hoa, ca mat khau ban

dau, tranh viéc gia mao thong qua co ché ching thyuc 1dn nhau giita Client va Server, ap dung
cac phuong phap ma héa nhu SSH (Secure Shell), SSL (Secure Sockets Layer) hay IPSec.

Pim bao tinh toan ven: dung cac phuong thirc kiém tra nhu Checksum hay Cyclic
Redundancy Checks (CRCs) dé kiém tra tinh toan ven dit liéu, bén canh d6 con dung cac
thuat toan hoa MD5 va RC4 dé dam bao su toan ven nay.
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Pim bio tinh sin sang: cip nhat véi sy phat trién thiét bi ciing nhu cac van dé phat sinh

méi nhat dam bao san sang khong gip phai tré ngai cling nhu twong thich thiét bi hién co.

Co ché xac thwe: két hop giita co ché chimg thyc dong va quan li chia khoa tap trung,
802.1x khic phuc duoc hiu hét vin dé cua cac giao thirc khic. EAP - dinh nghia trong RFC
2284, dung cho két ndi point-to-point (PPP), dua ra nhitng dic trung ctia phuong phép chiing
thuyc gdm dinh dang ngudi dung nhu mat ma (password), chimg nhan (certificate), giao thirc
duoc sir dung (MD5, TLS, GMS, OTP...), hd trg sinh khoa tu dong va ching thuc 1an nhau.

Do 802.1x duya trén co s¢ didu khién truy cp trén cac cong nén ngoai cac phuong phap bao
mét chung, 802.1x con dem lai mot sé phwong phap tién tién, nhu co ché loc (Filtering).
Ngoai viéc thuc hién loc SSID va MAC nhu céc chuén khac, 802.1x con hd trg kha nang loc
giao thirc. Mang LAN khéng day loc cac géi di qua mang duya trén cac giao thuc 16p 2 dén
16p 7. Trong nhidu truong hop, cac nha san xuat lam cac bo loc giao thirc ¢ thé dinh hinh

doc 1ap cho ca nhitng doan mang hiru tuyén va vo tuyén ctia Access Point (AP).

4+ Nhuwoc diém

Maic du theo nghién ctru trén thi 802.1x 1a mdt chuén bao mat khéa an toan. Tuy nhién no6 van

ton tai nhirng han ché:
e Khong thé chdng lai tin cong “Tir chdi dich vu (DoS — Denial of Service).

e Mot sé dic tinh yéu cau dic biét vé phan cing, do d6 phai két hop cac phuong phap

bao mat v6i nhau, dong thoi dua ra cac chinh sach bao mat hop 1i.
Theo cac van dé trén, ban than 802.1x da dua ra mot s6 chinh sach khéc phuc:

e Bao mat vé mat thiét bj vat L, phan cép quyén hop i, luén bat tinh nang t8i wu nhét,
do moi tinh ning hau nhu déu co thé kich hoat hay v6 hiéu hoa.

e S dung cac thiét bi quét phd dé xac dinh thiét bi nghe trom, cong suat phat hop li
tranh tin hiéu séng bi ro ri ra ngoai pham vi can thiét.

e Tich hgp VPN bao mat két néi WLAN. Khi VPN Server tich hgp vio Access Point
(AP), ngudi dung sir dung phan mém VPN Client, cac giao thirc nhu PPTP hay IPSec
dé hinh thanh dwdng ham tryc tiép t6i Access Point (AP). Trudc tién ngudi ding két
ndi toi diém truy nhap, sau d6 quay sb két ndi VPN. Tét ca luu lvong duoc qua thong

qua dudng ham, va c6 thé duge mi hoa dé thém mot 16p an toan.

5.4.5 Hé théng thoai VOIP (Voice Over IP)

a. Gi6i thidu
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Hién nay, hé thong voice 1a yéu cau cap thiét ma bat ky doanh nghiép hay té chirc nao ciing
can dén. Ty nhu cau, doanh nghiép c6 thé trién khai hé thong thoai truyén thong hay Voice
Over IP (VOIP). Vi véy, c6 nhiéu giai phap thoai dua ra nhu: hé thong tong dai 3CX, hé
thong Asterisk hay CVOICE cuia Cisco. La mdt trong cac nha san xut 16n, Cisco cung cap
nhiéu giai phap va thiét bi phuc vu linh vuc mang truyén thong, dac biét 1a giai phap tich hop
tiéng noi va hinh anh trén cing mang dir liéu AVVID (Architecture for Voice, Video and
Integrated Data), gdbm ba thanh phan chinh co ban 14 co s¢ ha tang (Infrastructure), thiét bi
dau cudi (Clients) va chuong trinh tng dung (Applications). Bén canh d6, Cisco 13 hing dua
ra giai phap ddy du va dong bo giita cac thanh phan: Dinh tuyén, Bao mat va Chuyén mach.

Vé van @ duong truyén, VOIP sir dung ha ting mang IP thong thuong gom LAN, WAN va
két ndi PSTN. Pbi voi LAN, vi hoat dong trén nén IP nén VOIP c¢6 thé sur dung chung ha
tang c6 san, khong can dau tu lai. Doi voi két ndi WAN, co thé dung dudng truyén leased-
line hay VPN két ndi hai hay nhiéu trung tdm. Tuy nhién, giai phap nao ciing ton tai wu va
nhuoc ciia nd. Véi leased-line, dam bao chat lugng cudc goi nhung gia thanh cao, con véi

VPN khé dam bao chét luong cudc goi. Vi thé, tuy nhu cAu ma ¢6 su chon lya thich hop.

Cinco CallManager
S FoT

DHCP
Barver

Hinh 62 — M6 hinh VOIP don gian

V& thiét bi, cac thiét bi sau khong thé thiéu trong hé thdng VOIP cua Cisco:

e Call Manager: hé thong tich hop phan cting va phin mém do Cisco ché tao san, hoat
dong nhu Server trong mang. Tuy nhién c6 thé sir dung Server binh thudng do nha

san xuat khac cung cap (c6 trong danh sach hd trg boi Cisco) cai dit Call Manager.
e CCM Server: xu ly dinh tuyén cudc goi, quan 1y dién thoai IP (IP Phone).

e IP Phone: thiét bi dau cudi, chuyén am thanh thanh tin hiéu sd, dong goi vao géi tin
va nguoc lai. Ngoai ra, Cisco con dua ra phﬁn mém Soft Phone tuong ty I[P Phone.

e Voice gateway (hay Voice-enable Router): chuyén thoai IP thanh Analog mang
PSTN. Hién nay dung Router 2800 hay 3800 c6 Card Voice FXO hay Card E1/T1 Pri.
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Hon nita, Gateway con 1am ddm nhiém chirc nang QoS (Quality of Service) dam bao

chit lugng dam thoai.

b. Giai phap trién khai: bao gdm hai phuong an:
& Sir dung Mdy chii Call Manager cho hé théng c6 nhiéu hon 96 client

Trong giai phap nay, tai mdi diém sir dung mot Call Manager Server riéng. Mdi Server chiu
trach nhiém xir Iy cudc goi & mdi chi nhanh. Khi can thiét nguoi dung chi nhanh nay co thé

goi ngudi dung & chi nhanh kia thong qua WAN hay PSTN tuy cdu hinh, gdm thiét b sau:
e St dung hai Voice Gateway doc lap dé két ndi ¢én PSTN.

e Tuynhu cau, c6 thé dung Card E1 PRI (30 kénh thoai dong thdi) hay n dudong FXO (n
kénh thoai dong thoi). Khi d6 doanh nghiép thué dich vu twong tmg tir buu dién.

e Ngoai ra chiing t6i can thué thém duong WAN dé két ndi hai chi nhanh lai voi nhau
dé vira truyén thoai va dit liéu. Mdi cude goi can ti thiéu 12 30Kb/s nén khuyén nghi
14 thué dudng t6i thiéu khoang 128Kb/s.

e IP phone c6 thé dung phin cimg hay phan mém.
Uu diém
e Kha ning mo rong 16n, mdi Server c6 thé xir Iy cho 1000 may.

e Nang cép, dua ra cac dich vu cho IP Phone dé hon nhu: Conference, IP Contact

Center, Voice mail....

Nhuwge diém: Gia thanh cao.

& Sir dung Mdy chii Call Manager cho hé thong cé s6 mdy dién thoai méi chi nhdnh
déu nhé hon 96 Client

Trong gidi phap nay khong dung CCM Server tai hai chi nhanh, viéc xtr Iy cudc goi va quan
Iy IP Phone duoc thuc hién béi Voice Gateway. Moi thong sé khac van khong doi.

Uu diém: Chi phi thip.
Nhuwoc diém:
e Kho mo rong, tich hop dich vu méi.

e {t tinh ning hon.
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KET LUAN

Trong thoi dai khoa hoc ngay cang phét trién, bao mat an toan dit liéu trong hé théng mang
ngay cang dong vai trd quan trong, khoan chi phi dau tu khong thé thiéu ddi véi hau hét t6
chirc doanh nghiép. Bao cao d& cap dén nhitng cong nghé chung cia tuong lira tai cac 1op
Network, Transport va Application, nghién ciru trién khai hé thdng VPN va IPS/IDS. Ung

dung cac cong nghé niy trén so do hé théng mang trudng Pai Hoc Hoa Sen.

Viéc bao dam thong tin hoan toan bao mat trén duong truyén 1a diéu khong thé, boi khong co
giai phap nao 1a hoan hio trong linh vuc bao mat thong tin, nhat 1 trong giai doan cong nghé
k¥ thuat ngay cang phat trién nhu hién nay. Phuong thirc tin cong ngay cang tinh vi, cac cong
cu moi xdm nhap, danh cap dir liéu ngay cang nhidu va kho phong chéng. O ddy, nhém
chiing t6i chi dua ra mot trong sé nhiéu 101 giai cho bai toan bio mat hé thong mang truong
Pai Hoc Hoa Sen, con c6 nhiéu céach trién khai khac nhau tuy kién thire cling nhu kinh
nghiém mdi nguoi. Tuy day khong phai 1 giai phap hoan hao vé moi mdt nhung giai phap
niy vira dap mg nhu cau nguoi dung vira tan dung duogc t6i da tai nguyén hé thong. Viéc
thiét ké xdy dung hé théng VPN ciing nhu IDS/IPS ciing 1a diéu khong thé thiéu dbi vai cac
t6 chirc doanh nghiép, gop phan ting cudng an ninh mang.

Vi tbe do phat trién vuot bac cia khoa hoc k¥ thuat, viéc cdp nhat thuong xuyén cac cong
nghé ma&i phong chdng cc cudc xdm nhap trai phép bao dam hé thong mang ludn duge bao
vé an toan. Ngoai ra, can phai khong ngimg hoan thién cac chinh sach bao mat dé duy tri an
ninh mang lau dai.

Néu c6 thém thoi gian ciing nhu chi phi dau tu cac thiét bi mang that, chiing toi hy vong c6
thé nghién ctru, img dung thém cac cong nghé bao mat mai. Boi 18, van dé bao mat ludn 1a dé

tai quan tam hang dau cta cac cong ty trong va ngoai nudc.

a¥4
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