
Data and Computer 
Communications

Tenth Edition

William Stallings

International Edition contributions by

Moumita Mitra Manna
Bangabasi College, Kolkata

Boston  Columbus  Indianapolis  New York  San Francisco  Upper Saddle River
Amsterdam  Cape Town  Dubai  London  Madrid  Milan  Munich  Paris  Montréal  Toronto

Delhi  Mexico City  São Paulo  Sydney  Hong Kong  Seoul  Singapore  Taipei  Tokyo

A01_STAL4388_10_PIE_FM.indd   1 10/24/13   2:03 PM



5

Preface  13

Acknowledgments  21

About the Author  23

Chapter 0	 Guide for Readers and Instructors  25

	 0.1	 Outline of the Book  26
	 0.2	 A Roadmap for Readers and Instructors  27
	 0.3	 Internet and Web Resources  28
	 0.4	 Standards  29

Unit One   Fundamentals  31

Part One   Overview  32

Chapter 1	 Data Communications, Data Networks, and the Internet  32

	 1.1	 Data Communications and Networking for Today’s Enterprise  33
	 1.2	 A Communications Model  39
	 1.3	 Data Communications  42
	 1.4	 Networks  45
	 1.5	 The Internet  48
	 1.6	 An Example Configuration  53

Chapter 2	 Protocol Architecture, TCP/IP, and Internet-Based Applications  55

	 2.1	 The Need for a Protocol Architecture  56
	 2.2	 A Simple Protocol Architecture  57
	 2.3	 The TCP/IP Protocol Architecture  61
	 2.4	 Standardization within a Protocol Architecture  69
	 2.5	 Traditional Internet-Based Applications  72
	 2.6	 Multimedia  72
	 2.7	 Sockets Programming  76
	 2.8	 Recommended Reading and Animation  85
	 2.9	 Key Terms, Review Questions, and Problems  87
	 2.10	 Sockets Programming Assignments  90
	 Appendix 2A  The Trivial File Transfer Protocol  90

Part Two   Data Communications  95

Chapter 3	 Data Transmission  95

	 3.1	 Concepts and Terminology  96
	 3.2	 Analog and Digital Data Transmission  108
	 3.3	 Transmission Impairments  116
	 3.4	 Channel Capacity  122
	 3.5	 Recommended Reading  128
	 3.6	 Key Terms, Review Questions, and Problems  128
	 Appendix 3A  Decibels and Signal Strength  131

Contents

A01_STAL4388_10_PIE_FM.indd   5 10/24/13   2:03 PM



6    Contents

Chapter 4	 Transmission Media  134

	 4.1	 Guided Transmission Media  136
	 4.2	 Wireless Transmission  151
	 4.3	 Wireless Propagation  159
	 4.4	 Line-of-Sight Transmission  164
	 4.5	 Recommended Reading  168
	 4.6	 Key Terms, Review Questions, and Problems  169

Chapter 5	 Signal Encoding Techniques  173

	 5.1	 Digital Data, Digital Signals  175
	 5.2	 Digital Data, Analog Signals  186
	 5.3	 Analog Data, Digital Signals  197
	 5.4	 Recommended Reading and Animations  204
	 5.5	 Key Terms, Review Questions, and Problems  205

Chapter 6	 Error Detection and Correction  210

	 6.1	 Types of Errors  212
	 6.2	 Error Detection  213
	 6.3	 Parity Check  214
	 6.4	 The Internet Checksum  216
	 6.5	 Cyclic Redundancy Check (CRC)  218
	 6.6	 Forward Error Correction  225
	 6.7	 Recommended Reading and Animations  231
	 6.8	 Key Terms, Review Questions, and Problems  232

Chapter 7	 Data Link Control Protocols  235

	 7.1	 Flow Control  237
	 7.2	 Error Control  244
	 7.3	 High-Level Data Link Control (HDLC)  250
	 7.4	 Recommended Reading and Animations  257
	 7.5	 Key Terms, Review Questions, and Problems  257

Chapter 8	 Multiplexing  260

	 8.1	 Frequency-Division Multiplexing  262
	 8.2	 Synchronous Time-Division Multiplexing  268
	 8.3	 Cable Modem  278
	 8.4	 Asymmetric Digital Subscriber Line  279
	 8.5	 xDSL  284
	 8.6	 Multiple Channel Access  285
	 8.7	 Recommended Reading and Animations  289
	 8.8	 Key Terms, Review Questions, and Problems  290

Part Three   Wide Area Networks  293

Chapter 9	 WAN Technology and Protocols  293

	 9.1	 Switched Communications Networks  295
	 9.2	 Circuit-Switching Networks  296
	 9.3	 Circuit-Switching Concepts  299
	 9.4	 Softswitch Architecture  305

A01_STAL4388_10_PIE_FM.indd   6 10/24/13   2:03 PM



Contents   7

	 9.5	 Packet-Switching Principles  307
	 9.6	 Asynchronous Transfer Mode  316
	 9.7	 Recommended Reading  321
	 9.8	 Key Terms, Review Questions, and Problems  322

Chapter 10	Cellular Wireless Networks  326

	 10.1	 Principles of Cellular Networks  327
	 10.2	 Cellular Network Generations  340
	 10.3	 LTE-Advanced  344
	 10.4	 Recommended Reading  352
	 10.5	 Key Terms, Review Questions, and Problems  353

Part Four   Local Area Networks  355

Chapter 11	 Local Area Network Overview  355

	 11.1	 Bus and Star Topologies  356
	 11.2	 LAN Protocol Architecture  358
	 11.3	 Bridges  366
	 11.4	 Hubs and Switches  374
	 11.5	 Virtual LANs  377
	 11.6	 Recommended Reading and Animations  382
	 11.7	 Key Terms, Review Questions, and Problems  383

Chapter 12	 Ethernet  385

	 12.1	 Traditional Ethernet  387
	 12.2	 High-Speed Ethernet  395
	 12.3	 IEEE 802.1Q VLAN Standard  405
	 12.4	 Recommended Reading and Animations  407
	 12.5	 Key Terms, Review Questions, and Problems  407
	 Appendix 12A  Digital Signal Encoding for LANs  409
	 Appendix 12B  Scrambling  416

Chapter 13	Wireless LANs  419

	 13.1	 Overview  420
	 13.2	 IEEE 802.11 Architecture and Services  424
	 13.3	 IEEE 802.11 Medium Access Control  428
	 13.4	 IEEE 802.11 Physical Layer  436
	 13.5	 Gigabit Wi-Fi  443
	 13.6	 IEEE 802.11 Security Considerations  446
	 13.7	 Recommended Reading  447
	 13.8	 Key Terms, Review Questions, and Problems  448

Part Five   Internet and Transport Protocols  451

Chapter 14	The Internet Protocol  451

	 14.1	 Principles of Internetworking  452
	 14.2	 Internet Protocol Operation  457
	 14.3	 Internet Protocol  464
	 14.4	 IPv6  474
	 14.5	 Virtual Private Networks and IP Security  484

A01_STAL4388_10_PIE_FM.indd   7 10/24/13   2:03 PM



8    Contents

	 14.6	 Recommended Reading and Animations  487
	 14.7	 Key Terms, Review Questions, and Problems  488

Chapter 15	Transport Protocols  491

	 15.1	 Connection-Oriented Transport Protocol Mechanisms  492
	 15.2	 TCP  511
	 15.3	 UDP  518
	 15.4	 Recommended Reading and Animations  519
	 15.5	 Key Terms, Review Questions, and Problems  520

Unit Two   �Advanced Topics in Data Communications and 
Networking  523

Part Six   Data Communications and Wireless Networks  524

Chapter 16	Advanced Data Communications Topics  524

	 16.1	 Analog Data, Analog Signals  525
	 16.2	 Forward Error-Correcting Codes  532
	 16.3	 ARQ Performance Issues  547
	 16.4	 Recommended Reading and Animations  554
	 16.5	 Key Terms, Review Questions, and Problems  556

Chapter 17	Wireless Transmission Techniques  558

	 17.1	 MIMO Antennas  559
	 17.2	 OFDM, OFDMA, and SC-FDMA  562
	 17.3	 Spread Spectrum  568
	 17.4	 Direct Sequence Spread Spectrum  569
	 17.5	 Code Division Multiple Access  574
	 17.6	 Recommended Reading  577
	 17.7	 Key Terms, Review Questions, and Problems  578

Chapter 18	Wireless Networks  582

	 18.1	 Fixed Broadband Wireless Access  583
	 18.2	 WiMAX/IEEE 802.16  585
	 18.3	 Bluetooth Overview  597
	 18.4	 Bluetooth Radio Specification  601
	 18.5	 Bluetooth Baseband Specification  601
	 18.6	 Bluetooth Logical Link Control and Adaptation Protocol  610
	 18.7	 Recommended Reading  612
	 18.8	 Key Terms, Review Questions, and Problems  612

Part Seven   Internetworking  614

Chapter 19	Routing  614

	 19.1	 Routing in Packet-Switching Networks  615
	 19.2	 Examples: Routing in ARPANET  625
	 19.3	 Internet Routing Protocols  631
	 19.4	 Least-Cost Algorithms  642
	 19.5	 Recommended Reading and Animations  648
	 19.6	 Key Terms, Review Questions, and Problems  649

A01_STAL4388_10_PIE_FM.indd   8 10/24/13   2:03 PM



Contents   9

Chapter 20	Congestion Control  653

	 20.1	 Effects of Congestion  655
	 20.2	 Congestion Control  660
	 20.3	 Traffic Management  662
	 20.4	 Congestion Control in Packet-Switching Networks  667
	 20.5	 TCP Congestion Control  667
	 20.6	 Datagram Congestion Control Protocol  679
	 20.7	 Recommended Reading and Animations  684
	 20.8	 Key Terms, Review Questions, and Problems  685

Chapter 21	 Internetwork Operation  690

	 21.1	 Multicasting  691
	 21.2	 Software-Defined Networks  703
	 21.3	 OpenFlow  707
	 21.4	 Mobile IP  714
	 21.5	 Dynamic Host Configuration Protocol  725
	 21.6	 Recommended Reading and Animations  727
	 21.7	 Key Terms, Review Questions, and Problems  728

Chapter 22	 Internetwork Quality of Service  732

	 22.1	 QOS Architectural Framework  734
	 22.2	 Integrated Services Architecture  737
	 22.3	 Resource Reservation Protocol  744
	 22.4	 Differentiated Services  755
	 22.5	 Service Level Agreements  763
	 22.6	 IP Performance Metrics  765
	 22.7	 Recommended Reading and Web Sites  768
	 22.8	 Key Terms, Review Questions, and Problems  770

Chapter 23	Multiprotocol Label Switching  773

	 23.1	 The Role of MPLS  775
	 23.2	 Background  777
	 23.3	 MPLS Operation  779
	 23.4	 Labels  784
	 23.5	 FECs, LSPs, and Labels  787
	 23.6	 Label Distribution  789
	 23.7	 Traffic Engineering  794
	 23.8	 Virtual Private Networks  798
	 23.9	 Recommended Reading  801
	 23.10	 Key Terms, Review Questions, and Problems  801

Part Eight   Internet Applications  803

Chapter 24	 Electronic Mail, DNS, and HTTP  803

	 24.1	 Electronic Mail—SMTP and MIME  804
	 24.2	 Internet Directory Service: DNS  817
	 24.3	 Web Access and HTTP  826
	 24.4	 Recommended Reading and Animations  837
	 24.5	 Key Terms, Review Questions, and Problems  838

A01_STAL4388_10_PIE_FM.indd   9 10/24/13   2:03 PM



10    Contents

Chapter 25	 Internet Multimedia Support  841

	 25.1	 Real-Time Traffic  842
	 25.2	 Voice Over IP  845
	 25.3	 Session Initiation Protocol  848
	 25.4	 Real-Time Transport Protocol (RTP)  852
	 25.5	 Recommended Reading  862
	 25.6	 Key Terms, Review Questions, and Problems  863

 	APPENDICES   

Appendix A  Fourier Analysis  864

	 A.1	 Fourier Series Representation of Periodic Signals  864
	 A.2	 Fourier Transform Representation of Aperiodic Signals  865
	 A.3	 Recommended Reading  868

Appendix B � Projects and Other Student Exercises for Teaching Data and Computer 
Communications  869

	 B.1	 Animations and Animation Assignments  870
	 B.2	 Practical Exercises  870
	 B.3	 Sockets Projects  870
	 B.4	 Wireshark Projects  871
	 B.5	 Simulation and Modeling Projects  871
	 B.6	 Performance Modeling  872
	 B.7	 Research Projects  872
	 B.8	 Reading/Report Assignments  873
	 B.9	 Writing Assignments  873
	 B.10	 Discussion Topics  873

 	References  874

 	Index  887

Online Chapters And Appendices1

Part Nine   Network Security   

Chapter 26	Computer and Network Security Threats   

	 26.1	 Computer Security Concepts   
	 26.2	 Threats, Attacks, and Assets   
	 26.3	 Intruders   
	 26.4	 Malicious Software Overview   
	 26.5	 Viruses, Worms, and Bots   
	 26.6	 Recommended Reading   
	 26.7	 Key Terms, Review Questions, and Problems   

Chapter 27	Computer and Network Security Techniques   

	 27.1	 Virtual Private Networks and IPsec   
	 27.2	 SSL and TLS   

1Online chapters and appendices are Premium Content, available via the access card at the front of this book.

A01_STAL4388_10_PIE_FM.indd   10 10/24/13   2:03 PM



Contents   11

	 27.3	 Wi-Fi Protected Access   
	 27.4	 Intrusion Detection   
	 27.5	 Firewalls   
	 27.6	 Malware Defense   
	 27.7	 Recommended Reading   
	 27.8	 Key Terms, Review Questions, and Problems   

Appendix C	 Standards Organizations   

Appendix D	 Asynchronous and Synchronous Transmission   

Appendix E	 The OSI Model   

Appendix F	 The International Reference Alphabet   

Appendix G	 Proof of the Sampling Theorem   

Appendix H	 Ones Complement Representation and Addition   

Appendix I	 Statistical TDM   

Appendix J	 The Spanning Tree Algorithm   

Appendix K	 LAN Performance Issues   

Appendix L	 Matrix Multiplication and Determinants   

Appendix M	 Queuing Effects   

Appendix N	 Orthogonality, Correlation, and Autocorrelation   

Appendix O	 TCP/IP Example   

Appendix P	 Queue Management and Queueing Discipline   

Appendix Q	 Cryptographic Algorithms   

Appendix R	� Uniform Resource Locators (URLs) and Uniform Resource  
Identifiers (URIs)   

Appendix S	 Augmented Backus-Naur Form   

Appendix T	 Derivations of Equations and Examples   

 	Glossary   

A01_STAL4388_10_PIE_FM.indd   11 10/24/13   2:03 PM


