CYBERSECURITY AND
PRIVACY LAW

IN A NUTSHELL®
JAY P. KESAN

University of Illinois at Urbana-Champaign

CAROL M. HAYES

University of Illinois at Urbana-Champaign

\WEST
ACADEMIC

PUBLISHING



OUTLINE

ACKNOWLEDGMENTS \Y

TABLE oF CASES XIII

Chapter 1. Introduction 1
I. International Cybersecurity 2
II. Domestic Cybersecurity 3

Chapter 2. Cybersecurity Technology and Actors 9
I. Security Storytime 9
II. Computers and Software 13
III. Hacking 17
a. Cyberattacks 19
1. Risks to Critical Infrastructure 21
b. Threat Categories 23
1. Botnets 24
1. Denial of Service Attacks 25
c. Hacking Techniques 28

d. Technological Hacking Plus Human
Error 33
IV. The Law and Economics of Security 34

Chapter 3. Responding to Cyber Threats 39

Chapter 4. Computer Fraud and Abuse Act 45
I. Crime and Punishment 48

II. What Is a Computer? 49

I1I. Civil Suits 50




IV. The CFAA, Defend Trade Secrets Act, and Economic
Espionage Act 52
V. Circuit Splits 55
a. Damage and Loss 55
b. Authorization 61
VI. Specific Cases 65
a. United States v. Morris (2d Cir. 1991) 66
b. United States v. Auernheimer (3d Cir. 2014) 67
c. United States v. Nosal (9th Cir.) 69

Chapter 5. State Cybercrime Laws 71
I. Substantive Law 72

II. Penalties 78

III. Recent Changes 80

Chapter 6. Data Breaches 95

I. What Information Must Be Protected Under the
Law 95

II. When Must Breached Entities Provide Notification
and to Whom 100

I1I. Private Cause of Action 107

IV. Encryption Required 108

V. Litigating Data Breaches 109

Chapter 7. Identity Theft—Federal 115

Chapter 8. State Identity Theft Laws 121
I. Names and Types of Identity Theft Laws 123
II. Intent 126

I1I. False Personation 129

IV. Associated Offenses 131




a. Trafficking in Stolen Identities 131
b. Facilitating Identity Theft 134

V. Punishment 137

VI. Compensation for Victims 138

Chapter 9. Recent Changes to Federal
Cybersecurity Law 143
1. Executive Order 13,636, Presidential Policy Directive
21, and the Cybersecurity
Framework 144

a. EO 13,636 and PPD-21 148
II. Legislative Actions 149

a. CISA and the First Amendment 152

b. CISA, Malicious Reconnaissance, and Research 154
III. Critical Infrastructure and Cybersecurity 156
IV. Administrative Agencies 157

Chapter 10. Cybersecurity and
International Law 161

I. International Agreements 162
a. Example—the European Convention
on Cybercrime 163
b. Export Controls 165
II. Cyber Threats and War 168
a. Cyber Threat Preparations 169
b. International Cyber Threats in
Action 172
c. Government and the Private Sector in
Cybersecurity 176
III. Cyberwar Issues 177




a. Responsibility for Attacks 180

b. The Law of War 183

c. Jus Ad Bellum: Uses of Force and
Armed Attacks 185

d. Jus In Bello 190

IV. Cyber Defense Under International Law 193

Chapter 11. Privacy Theory and
Investigations 203

I. Privacy as Theory 203
II. Privacy as Law—Investigations 205
a. Constitutional Law 206
b. Electronic Communications Privacy
Act 213
1. Wiretap Act 214
1. Pen Registers 215
111. Stored Communications Act 216

Chapter 12. Privacy Law and Data
Protection 227

I. Privacy as LLaw—Data Protections 227
a. Privacy Laws Applicable to
Government Records 228

b. Privacy Laws Targeting the Private
Sector 232

c. Privacy in the European Union 242

II. Privacy and Social Media 248
a. Facebook and Cambridge Analytica 251
b. Contracts on Social Networks 253

I1I. Biometric Information Privacy Laws 256




a. Defining Biometric Data 260

b. Commercial Purposes and the Scope of
Protection 262

c. Notice and Consent 263

d. Right of Action 264

e. Disclosure and Sale Restrictions 264

f. Destruction and Retention of Biometric Data 266
g. Penalties 267
IV. Parting Thoughts 268

Appendix. Cybersecurity State Laws 269
INDEX 291




